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A. Purpose of this Regulatory Action
Covered financial institutions are not presently required to know the identity of the individuals who own or control their legal entity customers (also known as beneficial owners).  This enables criminals, kleptocrats, and others looking to hide ill-gotten proceeds to access the financial system anonymously.  The beneficial ownership requirement will address this weakness and provide information that will assist law enforcement in financial investigations, help prevent evasion of targeted financial sanctions, improve the ability of financial institutions to assess risk, facilitate tax compliance, and advance U.S. compliance with international standards and commitments.
FinCEN believes that there are four core elements of customer due diligence (CDD), and that they should be explicit requirements in the anti-money laundering (AML) program for all covered financial institutions, in order to ensure clarity and consistency across sectors:  (1) customer identification and verification, (2) beneficial ownership identification and verification, (3) understanding the nature and purpose of customer relationships to develop a customer risk profile, and (4) ongoing monitoring for reporting suspicious transactions and, on a risk-basis, maintaining and updating customer information.  The first is already an AML program requirement and the second will be required by this final rule. The third and fourth elements are already implicitly required for covered financial institutions to comply with their suspicious activity reporting requirements.  The AML program rules for all covered financial institutions are being amended by the final rule in order to include the third and fourth elements as explicit requirements.
FinCEN has the legal authority for this action in the Bank Secrecy Act (BSA), which authorizes FinCEN to impose AML program requirements on all financial institutions[footnoteRef:1] and to require financial institutions to maintain procedures to ensure compliance with the BSA and its implementing regulations or to guard against money laundering.[footnoteRef:2] [1:  31 U.S.C. 5318(h)(2).]  [2:  31 U.S.C. 5318(a)(2).] 
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B. Summary of the Major Provisions of the Rulemaking
1. Beneficial Ownership
Beginning on the Applicability Date, covered financial institutions[footnoteRef:3] must identify and verify the identity of the beneficial owners of all legal entity customers (other than those that are excluded) at the time a new account is opened (other than accounts that are exempted).  The financial institution may comply either by obtaining the required information on a standard certification form (Certification Form (Appendix A)) or by any other means that comply with the substantive requirements of this obligation. The financial institution may rely on the beneficial ownership information supplied by the customer, provided that it has no knowledge of facts that would reasonably call into question the reliability of the information. The identification and verification procedures for beneficial owners are very similar to those for individual customers under a financial institution’s customer identification program (CIP),[footnoteRef:4] except that for beneficial owners, the institution may rely on copies of identity documents.  Financial institutions are required to maintain records of the beneficial ownership information they obtain, and may rely on another financial institution for the performance of these requirements, in each case to the same extent as under their CIP rule. [3:  The term “covered financial institution” refers to: (i) banks; (ii) brokers or dealers in securities; (iii) mutual funds; and (iv) futures commission merchants and introducing brokers in commodities.]  [4:  31 CFR 1020.220, 1023.220, 1024.220, 1026.220.] 

The terms used for the purposes of this final rule, including account, beneficial ownership, legal entity customer, excluded legal entities, new account, and covered financial institution, are set forth in the final rule.
Financial institutions should use beneficial ownership information as they use other information they gather regarding customers (e.g., through compliance with CIP requirements), including for compliance with the Office of Foreign Assets Control (OFAC) regulations, and the currency transaction reporting (CTR) aggregation requirements.
2. Anti-Money Laundering Program Rule Amendments.

The AML program requirement for each category of covered financial institutions is being amended to explicitly include risk-based procedures for conducting ongoing customer due diligence, to include understanding the nature and purpose of customer relationships for the purpose of developing a customer risk profile.
A customer risk profile refers to the information gathered about a customer at account opening used to develop a baseline against which customer activity is assessed for suspicious activity reporting.  This may include self-evident information such as the type of customer or type of account, service, or product.  The profile may, but need not, include a system of risk ratings or categories of customers.
In addition, customer due diligence also includes conducting ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information.  For these purposes, customer information shall include information regarding the beneficial owners of legal entity customers (as defined in § 1010.230).  The first clause of paragraph (ii) sets forth the requirement that financial institutions conduct monitoring to identify and report suspicious transactions.  Because this includes transactions that are not of the sort the customer would be normally expected to engage, the customer risk profile information is used (among other sources) to identify such transactions.  This information may be integrated into the financial institution’s automated monitoring system, and may be used after a potentially suspicious transaction has been identified, as one means of determining whether or not the identified activity is suspicious.
When a financial institution detects information (including a change in beneficial ownership information) about the customer in the course of its normal monitoring that is relevant to assessing or reevaluating the risk posed by the customer, it must update the customer information, including beneficial ownership information.  Such information could include, e.g., a significant and unexplained change in the customer’s activity, such as executing cross-border wire transfers for no apparent reason or a significant change in the volume of activity without explanation.  It could also include information indicating a possible change in the customer’s beneficial ownership, because such information could also be relevant to assessing the risk posed by the customer.  This applies to all legal entity customers, including those existing on the Applicability Date.
This provision does not impose a categorical requirement that financial institutions must update customer information, including beneficial ownership information, on a continuous or periodic basis. Rather, the updating requirement is event-driven, and occurs as a result of normal monitoring.
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C. Costs and Benefits

This is a significant regulatory action pursuant to Executive Order 12866 (“E.O. 12866”) because it is likely to result in a final rule that may have an annual effect on the economy of $100 million or more.  Accordingly, FinCEN published for comment on December 24, 2015 a preliminary Regulatory Impact Assessment (RIA) for the proposed rule (80 FR 80308), which provided a quantitative estimate of the costs to the private sector for which adequate data are available and a qualitative discussion of both the costs and benefits for which data are not available.  As a result of the comments submitted, FinCEN revised the preliminary RIA to include additional cost estimates[footnoteRef:5] and is publishing with this final rule a final RIA. The annualized quantified costs (under low cost scenarios) are estimated to be $153 million (at a seven percent discount rate) and $148 million (at a three percent discount rate).  The annualized quantified costs (under high cost scenarios) are estimated to be $287 million (at a seven percent discount rate) and $282 million (at a three percent discount rate).  Because the benefits of the rule cannot be quantified, FinCEN has utilized a breakeven analysis to determine how large the final rule’s benefits would have to be in order to justify its estimated costs.  The RIA uses Treasury’s estimate of $300 billion in illicit proceeds generated annually in the United States due to financial crimes, to determine the minimum level of effectiveness that the final rule would need to achieve for the benefits to equal the costs.  Based on this analysis, using the upper bound of our cost assessment, FinCEN has concluded that the final rule would only have to reduce illicit activity by 0.6 percent to yield a positive net benefit. The Treasury Department believes that the final rule will reduce illicit activity by a greater amount than this. [5:  In the final RIA, we estimate that 10-year quantifiable costs range from $1.15 billion to $2.15 billion in present value using a seven percent discount rate, and from $1.3 billion to $2.5 billion using a three percent discount rate.] 
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FinCEN exercises regulatory functions primarily under the Currency and Foreign Transactions Reporting Act of 1970, as amended by the USA PATRIOT Act of 2001 (PATRIOT Act) and other legislation, which legislative framework is commonly referred to as the “Bank Secrecy Act” (BSA).[footnoteRef:6]  The BSA authorizes the Secretary of the Treasury (Secretary) to require financial institutions to keep records and file reports that “have a high degree of usefulness in criminal, tax, or regulatory investigations or proceedings, or in the conduct of intelligence or counterintelligence activities, including analysis, to protect against international terrorism.”[footnoteRef:7] [6:  The BSA is codified at 12 U.S.C. 1829b, 12 U.S.C. 1951–1959, 18 U.S.C. 1956, 1957, and 1960, and 31 U.S.C. 5311–5314 and 5316–5332 and notes thereto, with implementing regulations at 31 CFR chapter X.  See 31 CFR 1010.100(e).]  [7:  31 U.S.C. 5311.] 

The Secretary has delegated to the Director of FinCEN the authority to implement, administer, and enforce compliance with the BSA and associated regulations.[footnoteRef:8]  FinCEN is authorized to impose anti-money laundering (AML) program requirements on financial institutions,[footnoteRef:9] as well as to require financial institutions to maintain procedures to ensure compliance with the BSA and the regulations promulgated thereunder or to guard against money laundering.[footnoteRef:10] [8:  Treasury Order 180–01 (July 1, 2014).]  [9:  31 U.S.C. 5318(h)(2).]  [10:  31 U.S.C. 5318(a)(2).] 
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B. The Importance of Customer Due Diligence
FinCEN, after consultation with the staffs of the Federal functional regulators and the Department of Justice, has determined that more explicit rules for covered financial institutions with respect to customer due diligence (CDD) are necessary to clarify and strengthen CDD within the BSA regime, which in turn will enhance financial transparency and help to safeguard the financial system against illicit use. Requiring financial institutions to perform effective CDD so that they understand who their customers are and what type of transactions they conduct is a critical aspect of combating all forms of illicit financial activity, from terrorist financing and sanctions evasion to more traditional financial crimes, including money laundering, fraud, and tax evasion.  For FinCEN, the key elements of CDD include: (i) identifying and verifying the identity of customers; (ii) identifying and verifying the identity of beneficial owners of legal entity customers (i.e., the natural persons who own or control legal entities); (iii) understanding the nature and purpose of customer relationships; and (iv) conducting ongoing monitoring.  Collectively, these elements comprise the minimum standard of CDD, which FinCEN believes is fundamental to an effective AML program.
Clarifying and strengthening CDD requirements for U.S. financial institutions, including with respect to the identification of beneficial owners, advance the purposes of the BSA by:
(1) Enhancing the availability to law enforcement, as well as to the Federal functional regulators and self-regulatory organizations (SROs), of beneficial ownership information about legal entity customers obtained by U.S. financial institutions, which assists law enforcement financial investigations and a variety of regulatory examinations and investigations;
(2) Increasing the ability of financial institutions, law enforcement, and the intelligence community to identify the assets and accounts of terrorist organizations, corrupt actors, money launderers, drug kingpins, proliferators of weapons of mass destruction, and other national security threats, which strengthens compliance with sanctions programs designed to undercut financing and support for such persons;
(3) Helping financial institutions assess and mitigate risk, and comply with all existing legal requirements, including the BSA and related authorities;
(4) Facilitating reporting and investigations in support of tax compliance, and advancing commitments made to foreign counterparts in connection with the provisions commonly known as the Foreign Account Tax Compliance Act (FATCA);[footnoteRef:11] [11:  Officially the Hiring Incentives to Restore Employment Act of 2010, Pub. L. 111–147, 124 Stat. 71, Section 501(a).] 


(5) Promoting consistency in implementing and enforcing CDD regulatory expectations across and within financial sectors; and
(6) Advancing Treasury’s broad strategy to enhance financial transparency of legal entities.
1. Assisting Financial Investigations by Law Enforcement
The abuse of legal entities to disguise involvement in illicit financial activity is a longstanding vulnerability that facilitates crime, threatens national security, and jeopardizes the integrity of the financial system.  Criminals have exploited the anonymity that use of legal entities can provide to engage in money laundering, corruption, fraud, terrorist financing, and sanctions evasion, among other financial crimes.
There are numerous examples that Treasury has tracked as a part of its National Money Laundering Risk Assessment and Terrorist Financing Risk Assessment.[footnoteRef:12]  For example, in 2013, prosecutors in New York indicted 34 alleged members of Russian- American organized crime groups, charging that they participated in a range of racketeering activities.  One of the constituent racketeering enterprises was alleged to have moved millions of dollars in unlawful gambling proceeds through a network of shell companies[footnoteRef:13] in Cyprus and the United States.[footnoteRef:14]  In 2011, Federal prosecutors indicted 13 individuals for their alleged unlawful takeover and looting of a publicly-held mortgage company.  Some of these defendants allegedly used the assets of the company to acquire shell companies, while other defendants are alleged to have further obscured the ownership of these companies through complex legal structures involving other shell companies.[footnoteRef:15]  In 2006, prosecutors indicted a number of individuals for their roles in supporting a long-running nationwide drug trafficking organization. The proceeds generated by this trafficking organization were laundered through numerous shell and shelf[footnoteRef:16] corporations created to provide apparently legitimate fronts for this income. [12:  U.S. Dep’t of the Treasury, National Money Laundering Risk Assessment (2015), available at http://www.treasury.gov/resource-center/terrorist-illicit- finance/Documents/National%20Money%20Laundering%20Risk%20Assessment%20%E2%80%93%2006-12-2015.pdf; U.S. Dep’t of the Treasury, National Terrorist Financing Risk Assessment (2015), available at    http://www.treasury.gov/resource-center/terrorist-illicit- finance/Documents/National%20Terrorist%20Financing%20Risk%20Assessment%20%E2%80%93%2006-12-2015.pdf.]  [13:  A shell company is a legal entity that has been registered with a state but has no physical operations or assets. Shell companies can serve legitimate purposes, such as holding financial assets or other property, but can also be used to conceal the source, ownership, or control of illegal proceeds. U.S. Dep’t of the Treasury, National Money Laundering Risk Assessment at 43.]  [14:  Id.at 20.]  [15:  Id.]  [16:  A shelf corporation is a legal entity that has been registered with a state but not yet used for any purpose; it has instead been kept on the “shelf” for a buyer who does not want to go through the process of creating a new legal entity. Id.] 

These legal entities were further used to open accounts at financial institutions and hold title to property[footnoteRef:17]  .Other examples cited by law enforcement officials include major drug trafficking organizations using shell companies to launder drug proceeds.[footnoteRef:18]  In 2011, a World Bank report highlighted how corrupt actors consistently abuse legal entities to conceal the proceeds of corruption, which the report estimates to aggregate at least $40 billion per year in illicit activity.[footnoteRef:19]  Other criminals also make aggressive use of front companies,[footnoteRef:20] which may also conduct legitimate business activity, to disguise the deposit, withdrawal, or transfer of illicit proceeds that are intermingled with legitimate funds. [17:  Id. at 44.]  [18:  Combating Transnational Organized Crime: International Money Laundering as a Threat to Our Financial System, Before the Subcommittee on Crime, Terrorism, and Homeland Security, H. Comm. on the Judiciary, 112th Cong. (February 8, 2012) (statement of Jennifer Shasky Calvery as Chief, Asset Forfeiture and Money Laundering Section, Criminal Division of the U.S. Department of Justice).]  [19:  The Puppet Masters: How the Corrupt Use Legal Structures to Hide Stolen Assets and What to Do About It, The International Bank for Reconstruction and Development / The World Bank (2011).]  [20:  A front company is a legitimate business that combines illicit proceeds with earnings from its legitimate operations, thereby obscuring the source of the illegitimate funds. See U.S. Dep’t of the Treasury, National Money Laundering Risk Assessment at 43.] 

Strong CDD practices that include identifying and verifying the identity of the natural persons who own or control a legal entity—i.e., the beneficial owners—help defend against these abuses in a variety of ways.  The collection of beneficial ownership information by financial institutions can provide law enforcement with key details about suspected criminals who use legal structures to conceal their illicit activity and assets.  Moreover, requiring legal entities seeking access to financial institutions to disclose identifying information, such as the name, date of birth, and Social Security number of natural persons who own or control them, will make such entities more transparent, and thus less attractive to criminals and those who assist them.  Even if an illicit actor tries to thwart such transparency by providing false beneficial ownership information to a financial institution, law enforcement has advised FinCEN that such information can still be useful in demonstrating unlawful intent and in generating leads to identify additional evidence or co-conspirators.
2. Advancing Counterterrorism and Broader National Security Interests
As noted, criminals often abuse legal entities to evade sanctions or other targeted financial measures designed to combat terrorism and other national security threats.  The success of such targeted financial measures depends, in part, on the ability of financial institutions, law enforcement, and intelligence agencies to identify a target’s assets and accounts.  These measures are thwarted when legal entities are abused to obfuscate ownership interests. Effective CDD helps prevent such abuses by requiring the collection of critical information, including beneficial ownership information, which may be helpful in implementing sanctions or other similar measures.
3. Improving a Financial Institution’s Ability to Assess and Mitigate Risk
Explicit CDD requirements would also enable financial institutions to assess and mitigate risk more effectively in connection with existing legal requirements.  It is through CDD that financial institutions are able to understand the risks associated with their customers, to monitor accounts more effectively, and to evaluate activity to determine whether it is unusual or suspicious, as required under suspicious activity reporting obligations.[footnoteRef:21]  Further, in the event that a financial institution files a suspicious activity report (SAR), information gathered through CDD in many instances can enhance SARs, which in turn can help law enforcement, intelligence, national security, and tax authorities investigate and pursue illicit financing activity. [21:  See, e.g., 31 CFR 1020.320.] 

4. Facilitating Tax Compliance
Customer due diligence also facilitates tax reporting, investigations and compliance.  For example, information held by banks and other financial institutions about the beneficial ownership of companies can be used to assist law enforcement in identifying the true owners of assets and their true tax liabilities.  The United States has long been a global leader in establishing and promoting the adoption of international standards for transparency and information exchange to combat cross-border tax evasion and other financial crimes.  Strengthening CDD is an important part of that effort, and it will dovetail with other efforts to create greater transparency, some of which are longstanding, such as the United States’ commitments to exchanging information with other jurisdictions under its tax treaties and tax information exchange agreements, and others of which are new, such as the information reporting requirements under FATCA.[footnoteRef:22]  FATCA requires foreign financial institutions to identify U.S. account holders, including legal entities with substantial U.S. ownership, and to report certain information about those accounts to the Internal Revenue Service (IRS).[footnoteRef:23]  The United States has negotiated with foreign governments to enter into intergovernmental agreements that facilitate the effective implementation of these requirements. These agreements allow foreign financial institutions to rely on existing AML practices in a number of circumstances, including, in the case of the intergovernmental agreements, for purposes of determining whether certain legal entity customers are controlled by U.S. persons.  Pursuant to many of these agreements, the United States has committed to pursuing equivalent levels of reciprocal automatic information exchange with respect to collecting and reporting to the authorities of the FATCA partner jurisdiction information on the U.S. financial accounts of residents of that jurisdiction.  A general requirement for U.S. financial institutions to obtain beneficial ownership information for AML purposes advances this commitment, and puts the United States in a better position to work with foreign governments to combat offshore tax evasion and other financial crimes. [22:  Hiring Incentives to Restore Employment Act of 2010, Pub. L. 111–147, Section 501(a).]  [23:  See generally Internal Revenue Service, ‘‘Regulations Relating to Information Reporting by Foreign Financial Institutions and Withholding on Certain Payments to Foreign Financial Institutions and Other Foreign Entities,’’ RIN 1545-BK68 (January 28, 2013), available at http://www.irs.gov/PUP/businesses/corporations/TD9610.pdf. For further updates on FATCA regulations, see       http://www.irs.gov/Businesses/Corporations/Foreign-Account-Tax-Compliance-Act-(FATCA).] 

5. Promoting Clear and Consistent Expectations and Practices
Customer due diligence is universally recognized as fundamental to mitigating illicit finance risk, even though not all financial institutions use the specific term “customer due diligence” to describe their practices.  While Treasury understands from its outreach to the private sector that financial institutions broadly accept this principle and implement CDD practices in some form under a risk-based approach, financial institutions have expressed disparate views about what precise activities CDD entails. At public hearings held after the closing of the comment period to the Advance Notice of Proposed Rulemaking (ANPRM),[footnoteRef:24] discussed below, financial institutions described widely divergent CDD practices, especially with respect to identifying and verifying the identities of beneficial owners outside of limited circumstances prescribed by statute.[footnoteRef:25]  For example, during one of these hearings, FinCEN learned that some financial institutions already obtain beneficial ownership information in all circumstances, while others obtain this information only for certain categories of customers or following a triggering event.  Institutions also identified a range of practices, from varied percentage of ownership thresholds, to the extent of information collected (e.g., only the name of the beneficial owner(s) versus collection of additional information, such as addresses, etc.).[footnoteRef:26] [24:  Financial Crimes Enforcement Network (FinCEN), “Customer Due Diligence Requirements for Financial Institutions,” 77 FR 13046 (March 5, 2012).]  [25:  See, e.g., FinCEN, Summary of Public Hearing: Advance Notice of Proposed Rulemaking on Customer Due Diligence (October 5, 2012), available at http://www.fincen.gov/whatsnew/html/20121130NYC.html. (“Participants expressed varied views as to whether, how and in what circumstances, financial institutions obtain beneficial ownership information.”).]  [26:  Id.] 

FinCEN believes that this disparity adversely affects efforts to mitigate risk and can promote an uneven playing field across and within financial sectors.  Financial institutions have noted that unclear CDD expectations can result in inconsistent regulatory examinations, potentially causing them to devote their limited resources to managing derivative legal risk rather than fundamental illicit finance risk.  Private sector representatives have also noted that inconsistent expectations can effectively discourage best practices, because financial institutions with robust compliance procedures may believe that they risk losing customers to other institutions with more lax procedures. Greater consistency across the financial system addresses this competitive inequality.
Providing a consolidated and clear CDD framework will help address these issues.  As part of this framework, expressly stating CDD requirements in these regulations with respect to (i) understanding the nature and purpose of customer relationships and (ii) conducting ongoing monitoring will facilitate more consistent implementation, examination, supervision and enforcement of these expectations. With respect to the beneficial ownership requirement, requiring all covered financial institutions to identify and verify the identities of beneficial owners in the same manner and pursuant to the same definition also promotes consistency across industry.  Requiring covered financial institutions to operate under one clear CDD framework will promote a more level playing field across and within financial sectors.
6. Advancing Treasury’s Broad Strategy to Enhance Financial Transparency of Legal Entities
Finally, clarifying and strengthening CDD is an important component of Treasury’s broader three-part strategy to enhance financial transparency of legal entities. Other key elements of this strategy include: (i) increasing the transparency of U.S. legal entities through the collection of beneficial ownership information at the time of the legal entity’s formation and (ii) facilitating global implementation of international standards regarding CDD and beneficial ownership of legal entities.
This final rule thus complements the Administration’s ongoing work with Congress to facilitate adoption of legislation that would require the collection of beneficial ownership information at the time that legal entities are formed in the United States.  This final rule also advances Treasury’s ongoing work with the Group of Twenty Finance Ministers and Central Bank Governors (G-20), the Financial Action Task Force (FATF), the Global Forum on Transparency and Exchange of Information for Tax Purposes, and other global partners, who have emphasized the importance of improving CDD practices and requiring the disclosure of beneficial ownership information at the time of company formation or transfer. Moreover, this proposal furthers the United States’ Group of Eight (G-8) commitment as set forth in the United States G-8 Action Plan for Transparency of Company Ownership and Control, published on June 18, 2013.[footnoteRef:27]  This Action Plan is in line with principles agreed to by the G-8, which the Administration noted “are crucial to preventing the misuse of companies by illicit actors.”[footnoteRef:28]  It is also found in the U.S. Action Plan to Implement the G-20 High Level Principles on Beneficial Ownership, published on October 16, 2015.[footnoteRef:29]  While these elements are all proceeding independently, together they make up a comprehensive approach to promoting financial transparency of legal entities. [27:  United States G-8 Action Plan for Transparency of Company Ownership and Control, available at http://www.whitehouse.gov/the-press-office/2013/06/18/united-states-g-8-action-plan-transparency- company-ownership-and-control.]  [28:  White House Fact Sheet: U.S. National Action Plan on Preventing the Misuse of Companies and Legal Arrangements (June 18, 2013), available at http://www.whitehouse.gov/the-press-office/2013/06/18/fact- sheet-us-national-action-plan-preventing-misuse-companies-and-legal.]  [29:  U.S. Action Plan to Implement the G-20 High Level Principles on Beneficial Ownership, available at https://www.whitehouse.gov/blog/2015/10/16/us-action-plan-implement-g-20-high-level-principles- beneficial-ownership.] 
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C. The Advance Notice and Notice of Proposed Rulemaking
FinCEN initiated this rulemaking process in March 2012 by issuing an ANPRM that described FinCEN’s potential proposal for codifying explicit CDD requirements, including customer identification and verification, understanding the nature and purpose of accounts, ongoing monitoring, and obtaining and verifying beneficial ownership information.[footnoteRef:30]  FinCEN received 90 comments, mostly from banks, credit unions, securities and futures firms, mutual funds, casinos, and money services businesses.  In general, these commenters raised concerns about the potential costs and practical challenges associated with a categorical requirement to obtain beneficial ownership information.  They also expressed concerns with respect to FinCEN’s articulation of the other components of CDD (understanding the nature and purpose of customer relationships and ongoing monitoring), asserting that, contrary to FinCEN’s stated intention, these would in part be new requirements rather than an explicit codification of pre-existing obligations.  To better understand and address these concerns, Treasury held five public hearings from July to December 2012 in Washington, D.C., Chicago, New York, Los Angeles and Miami.[footnoteRef:31]  At these meetings, participants expressed their views on the ANPRM and offered specific recommendations about how best to balance the benefits with the practical burdens associated with obtaining beneficial ownership information.  These discussions were critical in the development of the Notice of Proposed Rulemaking (NPRM) issued on August 4, 2014 (79 FR 45151). [30:  Two years prior to that, in March 2010, FinCEN, along with several other agencies, published Joint Guidance on Obtaining and Retaining Beneficial Ownership Information, FIN-2010-G001 (March 5, 2010). Industry reaction to this guidance is one reason that FinCEN sought to further clarify CDD requirements by making them explicit within FinCEN’s regulations.]  [31:  Summary of Public Hearing: Advance Notice of Proposed Rulemaking on Customer Due Diligence (July 31, 2012), available at http://www.regulations.gov/#!documentDetail;D=FINCEN-2012-0001-0094; Summary of Public Hearing: Advance Notice of Proposed Rulemaking on Customer Due Diligence (September 28, 2012), available at http://www.fincen.gov/whatsnew/html/20121130CHI.html; Summary of Public Hearing: Advance Notice of Proposed Rulemaking on Customer Due Diligence (October 5, 2012), available at http://www.fincen.gov/whatsnew/html/20121130NYC.html; Summary of Public Hearing: Advance Notice of Proposed Rulemaking on Customer Due Diligence (October 29, 2012), available at http://www.fincen.gov/whatsnew/html/20121130LA.html; Summary of Public Hearing: Advance Notice of Proposed Rulemaking on Customer Due Diligence (December 3, 2012), available at http://www.fincen.gov/whatsnew/pdf/SummaryofHearing-MiamiDec3.pdf.] 

The NPRM proposed a new requirement for covered financial institutions to identify the natural person or persons who are beneficial owners of legal entity customers opening new accounts, subject to certain exemptions, and to verify the identity of the natural person(s) identified. As proposed, a covered financial institution would satisfy this requirement at the time a new account is opened by obtaining information on a standard certification form directly from the individual opening the new account on behalf of the legal entity customer, and by verifying the identity of the natural person(s) identified consistent with existing customer identification program (CIP) procedures for verifying the identity of customers who are natural persons.  The NPRM thus sought to facilitate this proposed new requirement by leveraging the CIP procedures that have been required of all covered financial institutions since 2003.  The NPRM also proposed that the AML program requirements for all types of covered financial institutions be amended to include appropriate risk-based procedures for conducting ongoing due diligence, to include: (i) understanding the nature and purpose of customer relationships in order to develop a customer risk profile; and (ii) conducting ongoing monitoring to maintain and update customer information and to identify and report suspicious transactions.  FinCEN viewed this part of the rulemaking as not imposing new requirements, but rather making explicit the activities that covered financial institutions are already expected to undertake, based on guidance and supervisory expectations, in order to satisfy their existing obligations to detect and report suspicious activities.
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D. Summary of Comments
In response to the NPRM, FinCEN received 141 comments from financial institutions, trade associations, Federal and State agencies, non-governmental organizations, members of Congress, and other individuals. The great majority of the private sector commenters, which were primarily banks, credit unions, and their trade associations, asserted that the proposed beneficial ownership requirement would be very burdensome to implement and require more than the proposed 12 months, would be far more expensive than estimated by FinCEN, and would not achieve the proposal’s expressed goals.
The commenters addressed many aspects of the proposed beneficial ownership requirement, including the use of the proposed certification form; the extent to which a covered financial institution may rely on the information provided by the customer; the meaning of verification and the extent to which it would be required; the application of the requirement to existing customers; the extent to which the information would need to be updated; and the definitions of beneficial ownership and legal entity customer and the proposed exclusions from those definitions.
Commenters raised a number of questions regarding the proposed certification form, including whether beneficial owner information must be obtained through the certification form or could be obtained by other means; whether the certification form should be an official government form; and who is authorized to sign the certification form on behalf of the customer.  Many urged FinCEN to treat the receipt of the certification form as a “safe harbor,” similar to the treatment of the certification used for compliance with the foreign shell bank regulation.[footnoteRef:32]  Commenters submitted several other comments and suggestions regarding the information to be included in the certification form. [32:  31 CFR 1010.630(b).] 

Many commenters sought clarification regarding the verification requirement and the extent to which a financial institution may rely on the information submitted by its customer.  Financial institutions also pointed out that there would be difficulties with adopting “identical” procedures to those used for verifying the identity of individual customers as done for CIP.  Moreover, many commenters noted the practical difficulties resulting from the fact that there is no authoritative source for beneficial ownership information of legal entities, as there is no requirement for U.S. States to collect this information at the time a company is formed.  Commenters also sought guidance regarding how they should utilize the beneficial ownership information once collected and how its availability would impact compliance with other obligations.
While many private sector commenters noted that the proposed definition of beneficial owner was an improvement over the definition discussed in the ANPRM, some sought greater clarity about the meaning of “indirect” ownership and guidance regarding how the percentage of ownership held indirectly should be measured in specific situations, as well as clarification of the meaning of “equity interest.”  They also suggested eliminating any reference to using a 10 percent threshold on a risk basis, so as to reduce the likelihood of examiners requiring a threshold lower than the 25 percent specified in the proposed rule.  On the other hand, non-governmental organizations and many individuals asserted that the proposed 25 percent ownership threshold is too high and that it should be lowered to 10 percent (or eliminated entirely) in the final rule.
A number of commenters urged clarification of the proposed definition of “legal entity customer,” and many urged expansion of the proposed exclusions from the definition to include, for example, accounts opened to participate in employee benefit plans subject to the Employee Retirement Income Security Act of 1974 (ERISA) and accounts for foreign publicly traded companies, regulated financial institutions, and governmental entities.  Many commenters also noted difficulties in applying the proposed exclusion for nonprofits and urged FinCEN to simplify it. Commenters also sought clarification regarding whether beneficial ownership would need to be obtained each time a legal entity customer opens a new account after the rule’s compliance deadline, and to what extent the information would need to be updated. Some commenters also sought to exempt from the beneficial ownership requirement certain categories of financial products that they contended presented a low risk of money laundering.
Many comments also addressed the proposed amendments to the AML program rules, including urging FinCEN to clarify the proposed requirement to understand the nature and purpose of the customer relationship and the meaning of “customer risk profile” and of the proposed requirement to conduct ongoing monitoring to update customer information, separate from monitoring to detect and report suspicious activity. Some commenters representing the securities and futures industries asserted that, contrary to assumptions in the NPRM, these are not in fact existing requirements in those industries, and that such requirements would be burdensome and of little utility.  Some commenters also questioned statements in the preamble that the proposed requirements would not reduce or limit the due diligence expectations of the Federal functional regulators or their regulatory discretion, asserting that such an approach would undermine the clarity and consistency that FinCEN is seeking to provide by the proposed rules.
Finally, a great majority of the comments stated that the proposed 12-month implementation period following issuance of a final rule would not be adequate to implement the necessary modifications to their data systems, customer on-boarding procedures, employee training, and other requirements, and sought a period of at least 18- 24 months.
Based on the comments addressing the potential cost of implementing the requirement, FinCEN conducted outreach to a number of the financial institution commenters to obtain additional information regarding the anticipated costs of implementing the proposed requirements. As a result of the limited information received from these discussions, Treasury prepared a preliminary Regulatory Impact Assessment (RIA) that was made available for comment on December 24, 2015 (80 FR 80308).  FinCEN received 38 comments on this preliminary assessment; a summary of the comments we received and the final RIA is included in the Regulatory Analysis section of this preamble.
All of the substantive comments received on the NPRM, FinCEN’s response, and resulting modifications to the final rule are discussed in detail in the following Section- by-Section Analysis.  However, we first address certain general comments.
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E. General Comments
Regulatory deference.  Commenters raised a number of general comments regarding this rulemaking. Several commenters took issue with the following statement in the NPRM (which we reiterate here as modified for this final rule).[footnoteRef:33] [33:  The original statement can be found at 79 FR 45152 (Aug. 4, 2014).] 

Nothing in this final rule is intended to lower, reduce, or limit the due diligence expectations of the Federal functional regulators or in any way limit their existing regulatory discretion.  To clarify this point, the final rule incorporates the CDD elements on nature and purpose and ongoing monitoring into FinCEN’s existing AML program requirements, which generally provide that an AML program is adequate if, among other things, the program complies with the regulation of its Federal functional regulator (or, where applicable, self-regulatory organization (SRO)) governing such programs.[footnoteRef:34]  In addition, the Treasury Department intends for the requirements contained in the customer due diligence and beneficial ownership final rules to be consistent with, and not to supersede, any regulations, guidance or authority of any Federal banking agency, the Securities and Exchange Commission (SEC), the Commodity Futures Trading Commission (CFTC), or of any SRO relating to customer identification, including with respect to the verification of the identities of legal entity customers. [34:  See, e.g., 31 CFR 1020.210, which currently provides that a financial institution regulated by a Federal functional regulator that is not subject to the regulations of a self-regulatory organization shall be deemed to satisfy the requirements of 31 U.S.C. 5318(h)(1) if it implements and maintains an anti-money laundering program that complies with the regulation of its Federal functional regulator governing such programs. (emphasis added).] 

These commenters contended, among other things, that these statements were unduly deferential to the Federal functional regulators, and would serve to undermine rather than promote clear and consistent CDD standards across financial sectors. They accordingly urged FinCEN to strike this language from the final rulemaking.
FinCEN appreciates the concerns about uneven and inconsistent application of CDD standards that underlie these comments, but nevertheless believes that these statements are an important articulation of FinCEN’s understanding of what it is—and is not—accomplishing by this rulemaking.  At their core, these statements in the NPRM and this final rule preamble articulate the nature of the relationship of FinCEN’s rulemaking authority with that of the Federal functional regulators[footnoteRef:35]—that is, as with all BSA rulemakings, FinCEN determines the appropriate minimum regulatory standards that should apply across an industry.  From that baseline, the Federal functional regulators have authority to establish AML program requirements in addition to those established by FinCEN that they determine are necessary and appropriate to address risk or vulnerabilities specific to the financial institutions they regulate. This is particularly true within the context of separate but related concerns that exist for these institutions beyond the strict scope of AML, such as in the area of safety and soundness.  These statements simply reflect this basic reality of the existing regulatory framework.  Furthermore, as we have maintained throughout this rulemaking process, one of our overarching goals was to clarify and harmonize expectations while at the same time minimizing disruption to the greatest extent possible.  Accordingly, we believe that it is critical to make clear— especially with respect to the changes to the AML program rules—that these standards simply articulate current practices pursuant to existing standards and expectations, in order to facilitate implementation and minimize the burden on financial institutions.  We believe that leveraging the experience accrued from interpretation of and compliance with prior regulations and guidance that have already been issued in this space will be a net benefit to financial institutions.  As FinCEN explained in the proposal, these requirements represent a floor, not a ceiling, and, consistent with the risk-based approach, financial institutions may do more in circumstances of heightened risk, as well as to mitigate risks generally. [35:  Where appropriate, working closely with Federal functional regulators may involve consulting with the applicable SROs in the securities and futures/commodities industries.] 

Compliance Deadline.  Most commenters strongly opposed FinCEN’s proposal for a compliance deadline of one year from the date the final rule is issued, identifying a wide range of changes to systems and processes that would be required in order to implement the rule.  Many of these commenters requested that FinCEN provide financial institutions two years to implement the final rule.  Based on the well-founded, detailed explanations put forth by these commenters of the difficulties that would arise from a one-year implementation period, FinCEN is extending the period for implementation to two years from the date this final rule is issued (the Applicability Date).
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List of Subjects in 31 CFR Parts 1010, 1020, 1023, 1024, and 1026
Administrative practice and procedure, Banks, Banking, Brokers, Currency, Federal home loan banks, Foreign banking, Foreign currencies, Gambling, Investigations, Mortgages, Penalties, Reporting and recordkeeping requirements, Securities, Terrorism. 
Authority and Issuance
For the reasons set forth in the preamble, chapter X of title 31 of the Code of Federal Regulations is amended as follows:
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(a) In general.  Covered financial institutions are required to establish and maintain written procedures that are reasonably designed to identify and verify beneficial owners of legal entity customers and to include such procedures in their anti-money laundering compliance program required under 31 U.S.C. 5318(h) and its implementing regulations.
(b) Identification and verification.  With respect to legal entity customers, the covered financial institution’s customer due diligence procedures shall enable the institution to:
(1) Identify the beneficial owner(s) of each legal entity customer at the time a new account is opened, unless the customer is otherwise excluded pursuant to paragraph (e) of this section or the account is exempted pursuant to paragraph (h) of this section.  A covered financial institution may accomplish this either by obtaining a certification in the form of appendix A of this section from the individual opening the account on behalf of the legal entity customer, or by obtaining from the individual the information required by the form by another means, provided the individual certifies, to the best of the individual’s knowledge, the accuracy of the information; and
(2) Verify the identity of each beneficial owner identified to the covered financial institution, according to risk-based procedures to the extent reasonable and practicable.  At a minimum, these procedures must contain the elements  required for verifying the identity of customers that are individuals under §1020.220(a)(2) of this chapter (for banks); §1023.220(a)(2) of this chapter (for brokers or dealers in securities); §1024.220(a)(2) of this chapter (for mutual funds); or §1026.220(a)(2) of this chapter (for futures commission merchants or introducing brokers in commodities); provided, that in the case of documentary verification, the financial institution may use photocopies or other reproductions of the documents listed in paragraph (a)(2)(ii)(A)(1) of §1020.220 of this chapter (for banks); §1023.220 of this chapter (for brokers or dealers in securities); §1024.220 of this chapter (for mutual funds); or §1026.220 of this chapter (for futures commission merchants or introducing brokers in commodities).  A covered financial institution may rely on the information supplied by the legal entity customer regarding the identity of its beneficial owner or owners, provided that it has no knowledge of facts that would reasonably call into question the reliability of such information.
(c) Account.  For purposes of this section, account has the meaning set forth in §1020.100(a) of this chapter (for banks); §1023.100(a) of this chapter (for brokers or dealers in securities); §1024.100(a) of this chapter (for mutual funds); and §1026.100(a) of this chapter (for futures commission merchants or introducing brokers in commodities).
(d) Beneficial owner. For purposes of this section, beneficial owner means each of the following:
(1) Each individual, if any, who, directly or indirectly, through any contract, arrangement, understanding, relationship or otherwise, owns 25 percent or more of the equity interests of a legal entity customer; and
(2) A single individual with significant responsibility to control, manage, or direct a legal entity customer, including:
(i) An executive officer or senior manager (e.g., a Chief Executive Officer, Chief Financial Officer, Chief Operating Officer, Managing Member, General Partner, President, Vice President, or Treasurer); or
(ii) Any other individual who regularly performs similar functions.
(3) If a trust owns directly or indirectly, through any contract, arrangement, understanding, relationship or otherwise, 25 percent or more of the equity interests of a legal entity customer, the beneficial owner for purposes of paragraph (d)(1) of this section shall mean the trustee. If an entity listed in paragraph (e)(2) of this section owns directly or indirectly, through any contract, arrangement, understanding, relationship or otherwise, 25 percent or more of the equity interests of a legal entity customer, no individual need be identified for purposes of paragraph (d)(1) of this section with respect to that entity’s interests.
Note to paragraph (d). The number of individuals that satisfy the definition of “beneficial owner,” and therefore must be identified and verified pursuant to this section, may vary.  Under paragraph (d)(1) of this section, depending on the factual circumstances, up to four individuals may need to be identified. Under paragraph (d)(2) of this section, only one individual must be identified.  It is possible that in some circumstances the same person or persons might be identified pursuant to paragraphs (d)(1) and (2) of this section.  A covered financial institution may also identify additional individuals as part of its customer due diligence if it deems appropriate on the basis of risk.
(e) Legal entity customer.  For the purposes of this section:
(1) Legal entity customer means a corporation, limited liability company, or other entity that is created by the filing of a public document with a Secretary of State or similar office, a general partnership, and any similar entity formed under the laws of a foreign jurisdiction that opens an account.
(2) Legal entity customer does not include:
(i) A financial institution regulated by a Federal functional regulator or a bank regulated by a State bank regulator;
(ii) A person described in § 1020.315(b)(2) through (5) of this chapter;
(iii) An issuer of a class of securities registered under section 12 of the Securities Exchange Act of 1934 or that is required to file reports under section 15(d) of that Act;
(iv) An investment company, as defined in section 3 of the Investment Company Act of 1940, that is registered with the Securities and Exchange Commission under that Act;
(v) An investment adviser, as defined in section 202(a)(11) of the Investment Advisers Act of 1940, that is registered with the Securities and Exchange Commission under that Act;
(vi) An exchange or clearing agency, as defined in section 3 of the Securities Exchange Act of 1934, that is registered under section 6 or 17A of that Act;
(vii) Any other entity registered with the Securities and Exchange Commission under the Securities Exchange Act of 1934;
(viii) A registered entity, commodity pool operator, commodity trading advisor, retail foreign exchange dealer, swap dealer, or major swap participant, each as defined in section 1a of the Commodity Exchange Act, that is registered with the Commodity Futures Trading Commission;
(ix) A public accounting firm registered under section 102 of the Sarbanes–Oxley Act;
(x) A bank holding company, as defined in section 2 of the Bank Holding Company Act of 1956 (12 U.S.C. 1841) or savings and loan holding company, as defined in section 10(n) of the Home Owners’ Loan Act (12 U.S.C 1467a(n));
(xi) A pooled investment vehicle that is operated or advised by a financial institution excluded under paragraph (e)(2) of this section;
(xii) An insurance company that is regulated by a State;
(xiii) A financial market utility designated by the Financial Stability Oversight Council under Title VIII of the Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010;
(xiv) A foreign financial institution established in a jurisdiction where the regulator of such institution maintains beneficial ownership information regarding such institution;
(xv) A non-U.S. governmental department, agency or political subdivision that engages only in governmental rather than commercial activities; and
(xvi) Any legal entity only to the extent that it opens a private banking account subject to §1010.620 of this chapter.
(3) The following legal entity customers are subject only to the control prong of the beneficial ownership requirement:
(i) A pooled investment vehicle that is operated or advised by a financial institution not excluded under paragraph (e)(2) of this section; and
(ii) Any legal entity that is established as a nonprofit corporation or similar entity and has filed its organizational documents with the appropriate State authority as necessary.
(f) Covered financial institution.  For the purposes of this section, covered financial institution has the meaning set forth in § 1010.605(e)(1) of this chapter.
(g) New account.  For the purposes of this section, new account means each account opened at a covered financial institution by a legal entity customer on or after the applicability date.
(h) Exemptions.  (1) Covered financial institutions are exempt from the requirements to identify and verify the identity of the beneficial owner(s) set forth in paragraphs (a) and (b)(1) and (2) of this section only to the extent the financial institution opens an account for a legal entity customer that is:
(i) At the point-of-sale to provide credit products, including commercial private label credit cards, solely for the purchase of retail goods and/or services at these retailers, up to a limit of $50,000;
(ii) To finance the purchase of postage and for which payments are remitted directly by the financial institution to the provider of the postage products;
(iii) To finance insurance premiums and for which payments are remitted directly by the financial institution to the insurance provider or broker;
(iv) To finance the purchase or leasing of equipment and for which payments are remitted directly by the financial institution to the vendor or lessor of this equipment.
(2) Limitations on Exemptions. (i) The exemptions identified in paragraphs (h)(1)(ii) through (iv) of this section do not apply to transaction accounts through which a legal entity customer can make payments to, or receive payments from, third parties.
(ii)	If there is the possibility of a cash refund on the account activity identified in paragraphs (h)(1)(ii) through (iv) of this section, then beneficial ownership of the legal entity customer must be identified and verified by the financial institution as required by this section, either at the time of initial remittance, or at the time such refund occurs.
(i) Recordkeeping.  A covered financial institution must establish procedures for making and maintaining a record of all information obtained under the procedures implementing paragraph (b) of this section.
(1) Required records.  At a minimum the record must include:
(i) For identification, any identifying information obtained by the covered financial institution pursuant to paragraph (b) of this section, including without limitation the certification (if obtained); and
(ii) For verification, a description of any document relied on (noting the type, any identification number, place of issuance and, if any, date of issuance and expiration), of any non- documentary methods and the results of any measures undertaken, and of the resolution of each substantive discrepancy.
(2) Retention of records.  A covered financial institution must retain the records made under paragraph (i)(1)(i) of this section for five years after the date the account is closed, and the records made under paragraph (i)(1)(ii) of this section for five years after the record is made.
(j) Reliance on another financial institution.  A covered financial institution may rely on the performance by another financial institution (including an affiliate) of the requirements of this section with respect to any legal entity customer of the covered financial institution that is opening, or has opened, an account or has established a similar business relationship with the other financial institution to provide or engage in services, dealings, or other financial transactions, provided that:
(1) Such reliance is reasonable under the circumstances;
(2) The other financial institution is subject to a rule implementing 31 U.S.C. 5318(h) and is regulated by a Federal functional regulator; and
(3) The other financial institution enters into a contract requiring it to certify annually to the covered financial institution that it has implemented its anti-money laundering program, and that it will perform (or its agent will perform) the specified requirements of the covered financial institution’s procedures to comply with the requirements of this section.
PART 1010—GENERAL PROVISIONS (Technical Amendment 17-20777 – changes highlighted in yellow)
1. The authority citation for part 1010 continues to read as follows:
Authority: 12 U.S.C. 1829b and 1951–1959; 31 U.S.C. 5311–5314 and 5316–5332; title III, sec. 314 Pub. L. 107–56, 115 Stat. 307; sec. 701, Pub. L. 114–74, 129 Stat. 599.
2. In § 1010.230, revise appendix A to read as follows:
§ 1010.230   Beneficial ownership requirements for legal entity customers.
	[See following three pages]
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APPENDIX A to § 1010.230-- CERTIFICATION REGARDING BENEFICIAL OWNERS OF LEGAL ENTITY CUSTOMERS
I. GENERAL INSTRUCTIONS

What is this form?
To help the government fight financial crime, Federal regulation requires certain financial institutions to obtain, verify, and record information about the beneficial owners of legal entity customers.  Legal entities can be abused to disguise involvement in terrorist financing, money laundering, tax evasion, corruption, fraud, and other financial crimes.
Requiring the disclosure of key individuals who own or control a legal entity (i.e., the beneficial owners) helps law enforcement investigate and prosecute these crimes.

Who has to complete this form?
This form must be completed by the person opening a new account on behalf of a legal entity with any of the following U.S. financial institutions: (i) a bank or credit union; (ii) a broker or dealer in securities; (iii) a mutual fund; (iv) a futures commission merchant; or (v) an introducing broker in commodities.
For the purposes of this form, a legal entity includes a corporation, limited liability company, or other entity that is created by a filing of a public document with a Secretary of State or similar office, a general partnership, and any similar business entity formed in the United States or a foreign country.  Legal entity does not include sole proprietorships, unincorporated associations, or natural persons opening accounts on their own behalf.


What information do I have to provide?
This form requires you to provide the name, address, date of birth and Social Security number (or passport number or other similar information, in the case of Non-U.S. Persons) for the following individuals (i.e., the beneficial owners):

(i) Each individual, if any, who owns, directly or indirectly, 25 percent or more of the equity interests of the legal entity customer (e.g., each natural person that owns 25 percent or more of the shares of a corporation); and

(ii) An individual with significant responsibility for managing the legal entity customer (e.g., a Chief Executive Officer, Chief Financial Officer, Chief Operating Officer, Managing Member, General Partner, President, Vice President, or Treasurer).
The number of individuals that satisfy this definition of “beneficial owner” may vary. Under section (i), depending on the factual circumstances, up to four individuals (but as few as zero) may need to be identified. Regardless of the number of individuals identified under section (i), you must provide the identifying information of one individual under section (ii).  It is possible that in some circumstances the same individual might be identified under both sections (e.g., the President of Acme, Inc. who also holds a 30% equity interest).  Thus, a completed form will contain the identifying information of at least one individual (under section (ii)), and up to five individuals (i.e., one individual under section (ii) and four 25 percent equity holders under section (i)).
The financial institution may also ask to see a copy of a driver’s license or other identifying document for each beneficial owner listed on this form.
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Persons opening an account on behalf of a legal entity must provide the following information:

a. Name and Title of Natural Person Opening Account:


b. Name, Type, and Address of Legal Entity for Which the Account is Being Opened:


c. The following information for each individual, if any, who, directly or indirectly, through any contract, arrangement, understanding, relationship or otherwise, owns 25 percent or more of the equity interests of the legal entity listed above

	Name
	Date of Birth
	Address (Residential or Business Street Address)
	For U.S. Persons: Social Security Number
	For Non-U.S. Persons: Social Security Number, Passport Number and Country of Issuance, or other similar identification number1


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


(If no individual meets this definition, please write “Not Applicable.”

d. The following information for one individual with significant responsibility for managing the legal entity listed above, such as:
· An executive officer or senior manager (e.g., Chief Executive Officer, Chief Financial Officer, Chief Operating Officer, Managing Member, General Partner, President, Vice President, Treasurer); or
· Any other individual who regularly performs similar functions.
(If appropriate, an individual listed under section (c) above may also be listed in this section (d)).

	Name/Title
	Date of Birth
	Address (Residential or Business Street Address)
	For U.S. Persons: Social Security Number
	For Non-U.S. Persons: Social Security Number, Passport Number and Country of Issuance, or other similar identification number1


	
	
	
	
	



I, ______________________ (name of natural person opening account), hereby certify, to the best of my knowledge, that the information provided above is complete and correct.

Signature:	Date:  	
Legal Entity Identifier	(Optional)
____________________
1 In lieu of a passport number, Non-U.S. Persons may also provide a Social Security Number, an alien identification card number, or number and country of issuance of any other government-issued document evidencing nationality or residence and bearing a photograph or similar safeguard.
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3. The authority citation for part 1020 continues to read as follows:
Authority: 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5314 and 5316-5332; title III, sec. 314 Pub. L. 107-56, 115 Stat. 307.
4. Revise § 1020.210 to read as follows:
[bookmark: _Toc450410121]§1020.210  Anti-money laundering program requirements for financial institutions regulated only by a Federal functional regulator, including banks, savings associations, and credit unions.
A financial institution regulated by a Federal functional regulator that is not subject to the regulations of a self-regulatory organization shall be deemed to satisfy the requirements of 31 U.S.C. 5318(h)(1) if the financial institution implements and maintains an anti- money laundering program that:
(a). Complies with the requirements of §§ 1010.610 and 1010.620 of this chapter;
(b) Includes, at a minimum:
(1) A system of internal controls to assure ongoing compliance;
(2) Independent testing for compliance to be conducted by bank personnel or by an outside party;
(3) Designation of an individual or individuals responsible for coordinating and monitoring day-to-day compliance;
(4) Training for appropriate personnel; and
(5) Appropriate risk-based procedures for conducting ongoing customer due diligence, to include, but not be limited to:
(i) Understanding the nature and purpose of customer relationships for the purpose of developing a customer risk profile; and
(ii) Conducting ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information. For purposes of this paragraph (b)(5)(ii), customer information shall include information regarding the beneficial owners of legal entity customers (as defined in §1010.230 of this chapter); and
(c) Complies with the regulation of its Federal functional regulator governing such programs.
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5. The authority citation for part 1023 continues to read as follows:
Authority: 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5314 and 5316-5332; title III, sec. 314 Pub. L. 107-56, 115 Stat. 307.
6. Revise § 1023.210 to read as follows:
[bookmark: _Toc450410123]§1023.210  Anti-money laundering program requirements for brokers or dealers in securities.
A broker or dealer in securities shall be deemed to satisfy the requirements of 31 U.S.C. 5318(h)(1) if the broker-dealer implements and maintains a written anti-money laundering program approved by senior management that: 
(a) Complies with the requirements of §§ 1010.610 and 1010.620 of this chapter and any applicable regulation of its Federal functional regulator governing the establishment and implementation of anti-money laundering programs;
(b) Includes, at a minimum:
(1) The establishment and implementation of policies, procedures, and internal controls reasonably designed to achieve compliance with the applicable provisions of the Bank Secrecy Act and the implementing regulations thereunder;
(2) Independent testing for compliance to be conducted by the broker- dealer’s personnel or by a qualified outside party;
(3) Designation of an individual or individuals responsible for implementing and monitoring the operations and internal controls of the program;
(4) Ongoing training for appropriate persons; and
(5) Appropriate risk-based procedures for conducting ongoing customer due diligence, to include, but not be limited to:
(i) Understanding the nature and purpose of customer relationships for the purpose of developing a customer risk profile; and
(ii) Conducting ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information.  For purposes of this paragraph (b)(5)(ii), customer information shall include information regarding the beneficial owners of legal entity customers (as defined in §1010.230 of this chapter); and
(c) Complies with the rules, regulations, or requirements of its self-regulatory organization governing such programs; provided that the rules, regulations, or requirements of the self-regulatory organization governing such programs have been made effective under the Securities Exchange Act of 1934 by the appropriate Federal functional regulator in consultation with FinCEN.
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Technical Amendment 17-20777: (amendments highlighted in yellow)
PART 1024—RULES FOR MUTUALFUNDS
 3. The authority citation for part 1024 continues to read as follows:
Authority: 12 U.S.C. 1829b and 1951–1959; 31 U.S.C. 5311–5314 and 5316–5332; title III, sec. 314 Pub. L. 107–56, 115 Stat. 307; sec. 701, Pub. L. 114–74, 129 Stat. 599.
 4. In § 1024.210:
	a. Redesignate paragraph (b)(4) as paragraph (b)(5);
	b. In newly redesignated paragraph (b)(5)(ii), remove the words ‘‘paragraph (b)(4)(ii)’’ and add in their place the words ‘‘paragraph (b)(5)(ii)’’; and
	c. Add a new paragraph (b)(4). The addition reads as follows:
§ 1024.210   Anti-money laundering program requirements for mutual funds.
*	*	*	*	*
(b) *  *  *
(4) Provide ongoing training for appropriate persons; and
*	*	*	*	*
Final Rule
7. The authority citation for part 1024 continues to read as follows:
Authority: 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5314 and 5316-5332; title III, sec. 314 Pub. L. 107-56, 115 Stat. 307.
8. Revise § 1024.210 to read as follows:
§1024.210  Anti-money laundering program requirements for mutual funds.
(a) Effective July 24, 2002, each mutual fund shall develop and implement a written anti-money laundering program reasonably designed to prevent the mutual fund from being used for money laundering or the financing of terrorist activities and to achieve and monitor compliance with the applicable requirements of the Bank Secrecy Act (31 U.S.C. 5311, et seq.), and the implementing regulations promulgated thereunder by the Department of the Treasury.  Each mutual fund’s anti-money laundering program must be approved in writing by its board of directors or trustees.  A mutual fund shall make its anti-money laundering program available for inspection by the U.S. Securities and Exchange Commission.
(b) The anti-money laundering program shall at a minimum:
(1) Establish and implement policies, procedures, and internal controls reasonably designed to prevent the mutual fund from being used for money laundering or the financing of terrorist activities and to achieve compliance with the applicable provisions of the Bank Secrecy Act and implementing regulations thereunder;
(2) Provide for independent testing for compliance to be conducted by the mutual fund’s personnel or by a qualified outside party;
(3) Designate a person or persons responsible for implementing and monitoring the operations and internal controls of the program;
(4) Provide ongoing training for appropriate persons; and
(5) Implement appropriate risk-based procedures for conducting ongoing customer due diligence, to include, but not be limited to:
(i) Understanding the nature and purpose of customer relationships for the purpose of developing a customer risk profile; and
(ii) Conducting ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information. For purposes of this paragraph (b)(5)(ii), customer information shall include information regarding the beneficial owners of legal entity customers (as defined in §1010.230 of this chapter).


[bookmark: _Toc50452421]PART 1026-RULES FOR FUTURES COMMISSION MERCHANTS AND INTRODUCING BROKERS IN COMMODITIES
9. The authority citation for part 1026 continues to read as follows:
Authority: 12 U.S.C. 1829b and 1951-1959; 31 U.S.C. 5311-5314 and 5316-5332; title III, sec. 314 Pub. L. 107-56, 115 Stat. 307.
10. Revise § 1026.210 to read as follows:

§1026.210  Anti-money laundering program requirements for futures commission merchants and introducing brokers in commodities.
A futures commission merchant and an introducing broker in commodities shall be deemed to satisfy the requirements of 31 U.S.C. 5318(h)(1) if the futures commission merchant or introducing broker in commodities implements and maintains a written anti- money laundering program approved by senior management that:
(a) Complies with the requirements of §§ 1010.610 and 1010.620 of this chapter and any applicable regulation of its Federal functional regulator governing the establishment and implementation of anti-money laundering programs;
(b) Includes, at a minimum:
(1) The establishment and implementation of policies, procedures, and internal controls reasonably designed to prevent the financial institution from being used for money laundering or the financing of terrorist activities and to achieve compliance with the applicable provisions of the Bank Secrecy Act and the implementing regulations thereunder;
(2) Independent testing for compliance to be conducted by the futures commission merchant or introducing broker in commodities’ personnel or by a qualified outside party;
(3) Designation of an individual or individuals responsible for implementing and monitoring the operations and internal controls of the program;
(4) Ongoing training for appropriate persons;
(5) Appropriate risk-based procedures for conducting ongoing customer due diligence, to include, but not be limited to:
(i) Understanding the nature and purpose of customer relationships for the purpose of developing a customer risk profile; and
(ii) Conducting ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information.  For purposes of this paragraph (b)(5)(ii), customer information shall include information regarding the beneficial owners of legal entity customers (as defined in §1010.230 of this chapter); and
(c) Complies with the rules, regulations, or requirements of its self-regulatory organization governing such programs, provided that the rules, regulations, or requirements of the self-regulatory organization governing such programs have been made effective under the Commodity Exchange Act by the appropriate Federal functional regulator in consultation with FinCEN.


Dated: May 2, 2016.









David R. Pearl, Executive Secretary,
United States Department of the Treasury.
[FR Doc. 2016-10567 Filed: 5/6/2016 8:45 am; Publication Date:  5/11/2016]
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[bookmark: _Toc50452423]BENEFICIAL OWNERSHIP INFORMATION 

Section 1010.230  Beneficial Ownership Requirements for Legal Entity Customers

Section 1010.230(a) General.  As proposed, this paragraph delineated in broad terms the scope of the beneficial ownership obligation—i.e., that covered financial institutions are required to establish and maintain written procedures reasonably designed to identify and verify the identities of beneficial owners of legal entity customers. There were no significant objections to this general formulation, and we are adopting it as proposed, with the addition that the procedures adopted will be included in the institution’s AML program.
Several commenters questioned the efficacy of having financial institutions collect beneficial ownership information, contending that State government offices responsible for the formation and registration of legal entities and/or the IRS would be better suited to collect this information due to their roles in the company formation process.  Although FinCEN supports the collection of beneficial ownership information in these other circumstances as well, it does not believe that such collection would replace the independent obligation of financial institutions to collect this information.  As described above, we view this rulemaking as but one part of Treasury’s comprehensive strategy to enhance financial transparency in the U.S. financial system and worldwide, and we believe the beneficial ownership requirement for financial institutions would be necessary even if these other measures were already in place.  One of the principal rationales for this new requirement is that financial institutions should know who their customers are to help them more effectively mitigate risks.  This requirement is therefore separate from a policy objective of requiring States to obtain beneficial ownership information from the legal entities they create at the time of formation and upon specified circumstances thereafter (although none currently have such requirements).  Presently, corporate laws and regulations differ from State to State, and from FinCEN’s regulations, but generally do not require information regarding beneficial ownership.  Thus, the information that will be provided under FinCEN’s regulations will significantly augment information presently available to law enforcement from State authorities, thereby improving the overall investigative, regulatory, and prosecutorial processes.
In the NPRM, FinCEN proposed that the beneficial ownership requirement would apply only with respect to legal entity customers that open new accounts going forward from the date of implementation, noting that many commenters to the ANPRM viewed a retroactive requirement to obtain beneficial ownership information for all existing accounts as extremely burdensome.  We received comments reflecting a wide range of views on this subject.  The vast majority of commenters who addressed this issue reiterated this objection to retroactive application of the beneficial ownership obligation. A few commenters, however, urged FinCEN to require covered financial institutions to collect beneficial ownership information on existing accounts on a categorical basis, while some others thought that financial institutions should collect this information retroactively for all higher risk customers.
We decline to impose a categorical, retroactive requirement. Based on our understanding of the significant changes to processes and systems that will be required to implement this requirement simply on a prospective basis, we believe that retroactive application would be unduly burdensome.  As we noted in the proposal, the absence of a categorical mandate to apply the requirement retroactively would not preclude financial institutions from deciding that collecting beneficial ownership information on some customers on a risk basis during the course of monitoring may be appropriate for their institution. In our assessment, we have concluded that financial institutions should obtain beneficial ownership information from customers existing on the Applicability Date when, in the course of their normal monitoring, the financial institution detects information relevant to assessing or reevaluating the risk of such customer (as more fully described in the sections below addressing the amended AML program requirements).
Section 1010.230(b) Identification and Verification.  In the NPRM, FinCEN proposed that covered financial institutions be required to develop customer due diligence procedures that enabled institutions to (1) identify the beneficial owner(s) of legal entity customers by collecting a mandatory certification form provided by the individual opening the account on behalf of the legal entity customer; and (2) verify the identity of the identified beneficial owner(s) according to risk-based procedures that are, at a minimum, identical to the institutions’ CIP procedures required for verifying the identity of customers that are individuals.
Section 1010.230(b)(1).  The NPRM proposed to require the use of a standard certification form (Certification Form) in order to, among other purposes, promote consistent practices and regulatory expectations, reduce compliance burden, and provide a uniform customer experience across much of the U.S. financial system.  To facilitate institutions’ abilities to rely upon the Certification Form, the proposed Certification Form included a section that required the individual opening the account on behalf of a legal entity customer to certify that the information provided on the form is true and accurate to the best of his or her knowledge.  Commenters raised a number of issues regarding this proposed requirement.  Some commenters asked whether the Certification Form must be used to obtain the information, whether the Certification Form should be an official government form, and what individuals representing the customer would be authorized to provide the Certification Form.  Several commenters urged a variety of changes to the fields on the Certification Form in order to conform it more closely to current CIP requirements, to otherwise facilitate use of the form, and to promote other regulatory goals. Some commenters also urged FinCEN to provide a safe harbor to institutions that use the model Certification Form adopted in the final rule akin to, for example, the safe harbor provided for foreign bank certifications.[footnoteRef:36] [36:  31 CFR 1010.630(b).] 

The comments FinCEN received related to the Certification Form varied widely. Some commenters urged FinCEN to make the Certification Form an official U.S. Government document, with the certification made under the penalty of perjury (rather than only to the best of the knowledge of the certifying party), and a few commenters thought that the Certification Form should be notarized.  However, many commenters requested that the proposed Certification Form be permissive rather than mandatory, and that financial institutions be permitted to obtain the information through their standard account opening process without utilizing the Certification Form.  A few commenters thought that the person opening the account should be required to have actual personal knowledge of the information provided on the Certification Form, or that the certification should take the form of a resolution ratified or adopted by the legal entity’s board or governing body.  These commenters thought that a Certification Form without attestation requirements more substantial than those in the proposal would reduce accountability for false representations on the Certification Form.
As noted above, a primary reason that FinCEN proposed the Form was to balance the benefits and burdens of this new requirement to the financial institution and its customers with the benefits to law enforcement and regulatory authorities.  We also note that in the case of many legal entities that are small businesses, the natural person opening the account will often be one of the beneficial owners, who would have direct knowledge of the beneficial ownership information of the legal entity customer.  FinCEN understands that many institutions obtain and maintain customer data electronically rather than in paper form to the greatest extent possible, and that mandating the use and retention of a specific form would require significant technological and operational changes that could be costly and challenging to implement for some financial institutions. We have therefore amended the final rule to permit, but not require, financial institutions to use the Certification Form to collect beneficial ownership information.  Accordingly, in the final rule, § 1010.230(b)(1) is revised to state that covered financial institutions must identify the beneficial owner(s) of each legal entity customer at the time a new account is opened, unless the customer is otherwise excluded or the account is exempted. A covered financial institution may accomplish this either by obtaining certification in the form of appendix A of the section from the individual opening the account on behalf of the legal entity customer, or by obtaining from the individual the information required by the form by another means, provided the individual certifies, to the best of the individual’s knowledge, the accuracy of the information.[footnoteRef:37] [37:  This revision will also require a corresponding change to the Recordkeeping subsection, described in greater detail below.] 

Thus, covered financial institutions can satisfy this requirement through (1) the use of FinCEN’s Certification Form; (2) the use of the financial institution’s own forms, so long as they meet the requirements of § 1010.230(b)(1); or (3) any other means that satisfy the substantive requirements of § 1010.230(b)(1). These records may be retained electronically and incorporated into existing databases as a part of financial institutions’ overall management of customer files, and covered financial institutions will have flexibility in integrating the beneficial ownership information requirement into existing systems and processes.  The certification of accuracy by the individual submitting the information may be obtained without use of the Certification Form in the same way the financial institution obtains other information from its customers in connection with its account opening procedures.  FinCEN expects that such flexibility will facilitate the implementation of the beneficial ownership requirement—some commenters noted that giving financial institutions flexibility in integrating this requirement would substantially reduce resource outlays to change customer onboarding processes and to train front-line employees.  In addition, to facilitate use of the Certification Form by those institutions that choose to utilize it, FinCEN will also make an electronic version available, although it will not be an official U.S. Government form.
Some commenters asked that FinCEN clarify who an appropriate individual to certify the identity of the beneficial owners to the financial institution would be, whether by signing the Certification Form or otherwise providing the beneficial ownership information in accordance with this paragraph; some commenters also questioned whether the individual opening an account could be a low-level employee without knowledge of the entity’s owners.  In this regard, FinCEN declines to impose specific account-opening procedures on financial institutions, and believes that financial institutions should be able to integrate this new requirement into their institution’s existing procedures with little disruption.  FinCEN understands that financial institutions generally have long-standing policies and procedures, based on sound business practices and prudential considerations, governing the documentation required to open an account for a legal entity; these typically include resolutions authorizing the entity to open an account at the institution and identifying the authorized signatories.  Such resolutions are typically certified by an appropriate individual, e.g., the secretary or other officer of a corporation, a member or manager of an LLC, or partner of a partnership.  It would be appropriate for the same individual to certify the identity of the beneficial owners.  Such an individual would typically have at least some familiarity with the entity’s owners and with individuals with responsibility to control or manage the entity, but may not have personal knowledge of individuals having an indirect ownership interest through, for example, intermediate legal entities or contractual arrangements with nominal owners, and would have to rely on others for any such information. Therefore, while FinCEN anticipates that the certifying individual would generally be able to provide accurate beneficial ownership information, it is appropriate that it be provided to the best of such person’s knowledge, rather than without qualification.  Accordingly, FinCEN declines to require a heightened knowledge threshold, or notarization, or board approval requirement for the certification requirement, as some commenters suggested, as any such requirement would increase the amount of time to open an account, without commensurate benefit, and would be inconsistent with FinCEN’s goal of integrating this requirement into existing financial institution onboarding procedures to the greatest extent possible.[footnoteRef:38]  FinCEN thus believes that the certification requirement as described in the final rule provides the appropriate level of accountability given the circumstances.[footnoteRef:39] [38:  FinCEN notes that in cases where the individual signing the documentation to open the account (and identifying the legal entity’s beneficial owners) does not deliver such documentation to the financial institution, it may be appropriate that the individual’s signature be notarized.]  [39:  FinCEN also understands that in cases where a newly formed legal entity opens a financial institution account in order to commence business, the beneficial owner(s) would typically open the account in person and be the signatories on the account, and could readily certify their status as beneficial owners at that time.] 

Some commenters urged FinCEN to permit financial institutions to rely upon alternative sources, such as previously collected customer information in their databases, or the IRS Form W-8BEN, to satisfy the certification requirement.  FinCEN recognizes that this could facilitate financial institutions’ ability to obtain this information.
However, to be of greatest use, FinCEN believes that beneficial ownership information must be, at the time of account opening, both (1) current, and (2) certified by an individual authorized by the customer to open accounts at financial institutions to be accurate to the best of his or her knowledge. Furthermore, because FinCEN’s definition of beneficial ownership does not align precisely with, for example, the IRS’s definition in its Form W-8BEN, permitting reliance in some circumstances upon other agencies’ forms would be at odds with FinCEN’s goal of consistent beneficial ownership standards within and across industries for purposes of CDD.  Thus, FinCEN declines to permit reliance solely upon previously gathered alternate sources of beneficial ownership information.
Several commenters raised specific questions regarding the information in the proposed Certification Form.  FinCEN agrees with the suggestions made by several commenters that the title of the person with significant management responsibility, as well as of the person submitting the Certification Form or supplying the information, should be included and has made these changes to the Form.  We have also added fields on the Certification Form in which to identify the type of legal entity, and to note its address.  Other commenters noted that the address fields as laid out in the proposed Certification Form, along with the description of the address requirement in the general instructions section, were not congruent with CIP’s address requirements, and accordingly asked FinCEN to confirm that the CIP rules’ address requirements remained applicable.  As described in greater detail below, covered financial institutions’ procedures for identifying and verifying beneficial owners must contain all the elements of the applicable CIP rule, including the address, date of birth, and Taxpayer Identification Number requirements as set forth therein.  Accordingly, FinCEN has revised the Certification Form to clarify this point, and notes that this information will be required whether or not the Certification Form is used.  We have also amended item “a” of the Certification Form to clarify that the name of the certifying party should be that of a natural person authorized to open the account (and not of the legal entity itself).  FinCEN also agrees with the suggestion made by a number of commenters that the Certification Form state that the information in the Certification Form is required by Federal regulation in order to explain to customers why this new requirement has been put in place; the Form has been edited appropriately.
Several commenters sought clarification as to whether a financial institution must identify and verify a legal entity customer’s beneficial owners each time it opens a new account at the institution after the rule’s compliance deadline, or whether the requirement applies only the first time it opens a new account at such institution. FinCEN has concluded that, while it is not requiring periodic updating of the beneficial ownership information of all legal entity customers at specified intervals, the opening of a new account is a relatively convenient and otherwise appropriate occasion to obtain current information regarding a customer’s beneficial owners.  Accordingly, FinCEN has added to the final rule as § 1010.230(g) a definition for “new account”.
One commenter urged FinCEN to mandate the use of the Legal Entity Identifier (LEI), a global standardized unique identifier for legal entities engaged in financial transactions, on the proposed Certification Form.  This commenter noted that including such a requirement would further the goals of transparency and financial stability.  FinCEN understands that the LEI was developed principally to aggregate data from across markets, products, and regions, giving global regulators a means to quickly identify parties to financial transactions, in order to enhance regulators’ ability to understand systemic risks to the financial system and act accordingly. Although this is an important and laudable purpose, FinCEN does not believe that mandating the LEI’s inclusion on the beneficial ownership Certification Form would further this goal substantially.  We believe that the overwhelming majority of legal entities subject to this requirement will be smaller or non-financial entities that would not be typical applicants for LEIs in the first instance, and that the costs of mandating its use solely for the purposes of the Certification Form would not be outweighed by the benefit.  FinCEN also understands that the authorized bodies that assign LEIs do not require the beneficial owner to be a natural person, use a 50 (rather than 25) percent threshold, and do not verify the identities of beneficial owners of legal entities, thereby rendering the LEI’s utility as a possible proxy or alternative source of verification minimal.  For these reasons, FinCEN declines to mandate the use of the LEI.  We do, however, recognize that covered financial institutions may find such information useful for enterprise-wide risk management or other purposes, and have accordingly included an optional LEI field on the Certification Form.
Several commenters urged FinCEN to adopt an express safe harbor in the final rule deeming those financial institutions that use the Certification Form compliant with the beneficial ownership requirement.  A few commenters recommended that FinCEN model such an express safe harbor on the safe harbor for foreign bank certifications found in § 1010.630.  Other commenters opposed the notion of a safe harbor, contending that the Certification Form should serve as the starting point for financial institutions’ risk- based due diligence into a legal entity’s beneficial ownership.  As discussed in greater detail below, we have included in § 1010.230(b)(2) of the final rule a description of the extent to which financial institutions can rely upon the beneficial ownership information provided by the person opening the account.  We decline, however, to include in the final rule a blanket safe harbor triggered by the use and collection of the standard Certification Form.
FinCEN believes that there are a number of factors present in the context of foreign bank certifications (but absent here) that make a blanket safe harbor appropriate in that context.  The foreign bank certification was used to satisfy several obligations arising under Sections 313 and 319(b) of the USA PATRIOT Act, including not only for the foreign bank to certify facts such as its status and in certain cases its owners, but also to set forth its agreement not to provide banking services to foreign shell banks and to appoint a U.S. process agent.  Moreover, the foreign bank official was required to certify that the information in the document was true and correct, whereas the beneficial ownership information is to be provided to the best of the knowledge of the customer’s agent. In addition, the population of legal entities subject to the final rule is exponentially larger than that of foreign banks with U.S. correspondent accounts, and the proposed certification in the proposed rule does not include affirmative obligations.  We believe that the provision inserted into § 1010.230(b)(2) of the final rule describing the extent to which the financial institution may rely on the information provided by the customer strikes the right balance between the need to minimize burden upon covered financial institutions and the risk of abuse of legal entities for illicit purposes.
A few commenters raised concerns that the collection of sensitive personal information of beneficial owners would impinge upon their privacy and increase their vulnerability to identity theft.  FinCEN recognizes the critical importance of protecting individuals’ privacy interests, as well as the serious threat posed by cyberattacks and identity theft, particularly with respect to the personal information held at financial institutions.  These concerns, while valid and significant, are insufficient to justify elimination of the requirement.  From both the privacy and identity-theft perspectives, the incremental impact upon the vast majority of beneficial owners will be slight, because, pursuant to CIP requirements, they already have to provide the same sensitive personal information to financial institutions to open individual accounts and access the U.S. financial system.  We note that financial institutions are expected to protect this information just as they do CIP information, as well as comply with all applicable
Federal and State privacy laws, including, but not limited to, the Right to Financial Privacy Act[footnoteRef:40] and the Gramm-Leach-Bliley Act.[footnoteRef:41] [40:  12 U.S.C. 3401 et seq.]  [41:  15 U.S.C. 6801 et seq.] 

Section 1010.230(b)(2).  With respect to verification of identity, we proposed that verification meant that financial institutions were required to verify the identity of the individual identified as a beneficial owner (i.e., to verify the individual’s existence), and not his or her status as a beneficial owner.  We proposed that this verification be done via risk-based procedures that are identical to the institutions’ CIP procedures required for verifying the identity of customers that are individuals, to facilitate financial institutions’ implementation of the requirement through leveraging existing procedures and systems.
Many commenters sought clarification of the meaning of the verification requirement in proposed § 1010.230(b)(2) and the means by which it may be accomplished.  Some pointed out the potential confusion between two statements in the NPRM discussing the distinction between verifying the identity of the beneficial owner and verifying the status.[footnoteRef:42]  In order to resolve any potential confusion regarding the [42:  FinCEN stated that “[i] n light of these considerations, FinCEN is not proposing that financial institutions verify the status of a beneficial owner. Financial institutions may rely on the beneficial ownership information provided by the customer on the standard certification form.” On the other hand, the proposal also states that its procedures for verifying beneficial ownership “should enable the financial institution to form a reasonable belief that it knows the true identity of the beneficial owner of each legal entity customer.” (79 FR 45162)] 

beneficial ownership identification and verification obligation of financial institutions, FinCEN is revising § 1010.230(b)(2) in the final rule to clarify that a covered financial institution may rely on the information supplied by the legal entity customer regarding the identity of its beneficial owner or owners, provided that it has no knowledge of facts that would reasonably call into question the reliability of such information.  FinCEN anticipates that, in the overwhelming majority of cases, a covered financial institution should be able to rely on the accuracy of the beneficial owner or owners identified by the legal entity customer, absent the institution’s knowledge to the contrary. FinCEN recognizes the necessity for permitting reliance on the identification supplied by the legal entity customer, considering the fact the customer is generally the best source of this information, and that there is generally no other source of beneficial ownership information available to covered financial institutions, aside from the legal entity itself.
Several commenters sought clarification of the requirement as described in the NPRM in proposed § 1010.230(b)(2) that beneficial ownership information procedures be, at a minimum, “identical” to the existing CIP procedures for verifying the identity of individual customers.  Some commenters noted that it would be infeasible to simply replicate, without modification, existing CIP procedures for individual customers to implement the beneficial ownership verification requirement. They noted, for example, that because the beneficial owners will in many cases not be physically present at the financial institution at account opening, an institution using documentary verification may not have access to the documents listed in the relevant paragraph of the CIP rule, and therefore may need to rely on a photocopy or other reproduction of such document.

Commenters also noted that some current procedures for non-documentary verification of individual customers could not be applied to non-consenting beneficial owners, because of limitations on the use of credit reports imposed by the Fair Credit Reporting Act.[footnoteRef:43] [43:  15 U.S.C. 1681 et seq.] 

FinCEN agrees that it would be impracticable for covered financial institutions to implement the beneficial ownership verification requirement with procedures that are identical to the institution’s existing CIP rule procedures for individual customers.  Accordingly, § 1010.230(b)(2) has been amended to require that at a minimum, these procedures must contain the elements[footnoteRef:44] required for verifying the identity of customers that are individuals under paragraph (a)(2) of the applicable CIP rule[footnoteRef:45], but are not required to be identical.  In addition, the final rule clarifies that in the case of documentary verification, the financial institution may use photocopies or other reproductions of the documents listed in paragraph (a)(2)(ii)(A)(1)[footnoteRef:46] of the applicable CIP rule. [44:  The clause “in the covered financial institution’s Customer Identification Program procedures” in the proposed rule text have been deleted, because, for the reasons described above, the verification procedures for beneficial owners of legal entity customers may be different from the procedures in the covered financial institution’s CIP that apply to individual customers.]  [45:  Paragraph (a)(2) of each of the CIP rules requires that the relevant financial institution’s CIP includes risk-based procedures to verify the identity of each customer, to the extent reasonable and practicable. The elements of such program must include identifying the customer, verifying the customer’s identity (through documents or non-documentary methods), and procedures for circumstances where the institution cannot form a reasonable belief that it knows the true identity of the individual.]  [46:  Relevant documentation may include unexpired government-issued identification evidencing nationality or residence and bearing a photograph or similar safeguard, such as a driver’s license or passport. See, e.g., 31 CFR 1020.220(a)(2)(ii)(A)(1).] 

Because the risk-based verification procedures must contain the same elements as required by the applicable CIP rule to verify the identity of individual customers, verification must be completed within a reasonable time after the account is opened.  In addition, the beneficial ownership identification procedures must address situations in which the financial institution cannot form a reasonable belief that it knows the true identity of the beneficial owner of a legal entity customer after following the required procedures[footnoteRef:47].  It remains the case that covered financial institutions may generally rely on government-issued identification as verification of an individual’s identity, absent obvious indications of fraud.[footnoteRef:48]  FinCEN notes that such reliance is also generally appropriate in the case of photocopies or other reproductions obtained pursuant to § 1010.230(b)(2).  However, given the vulnerabilities inherent in the reproduction process, covered financial institutions should conduct their own risk-based analyses of the types of photocopies or reproductions that they will accept in accordance with this section, so that such reliance is reasonable. For example, a covered financial institution could determine that it will not accept reproductions below a certain optical resolution, or that it will not accept reproductions transmitted via facsimile, or that it will only accept digital reproductions transmitted in certain file formats.  As with CIP, covered financial institutions are not required to maintain these copies or reproductions, but only a description of any document upon which the financial institution relied to verify the identity of the beneficial owner.  We note, however, that although covered financial institutions are not required to maintain these reproductions, they are not prohibited from keeping them in a manner consistent with all other applicable laws or regulations. [47:  Under the CIP rules, a financial institution’s CIP must include procedures for responding to circumstances in which the financial institution cannot form a reasonable belief that it knows the true identity of a customer. These procedures should describe: (A) When the institution should not open an account; (B) The terms under which a customer may use an account while the institution attempts to verify the customer’s identity; (C) When it should close an account, after attempts to verify a customer’s identity have failed; and (D) When it should file a Suspicious Activity Report in accordance with applicable law and regulation. See, e.g., 31 CFR 1020.220(a)(2)(iii).]  [48:  See, e.g., Customer Identification Programs for Banks, Savings Associations, Credit Unions and Certain Non-Federally Regulated Banks, 68 FR 25090, 25099 (May 9, 2003).] 

Some commenters urged FinCEN to permit covered financial institutions to take a risk-based, rather than categorical, approach to the identification and verification requirements.  Among the objections lodged against a categorical requirement were that: conducting CIP procedures on non-present beneficial owners would be too difficult; the benefit of a categorical requirement was outweighed by the costs; and expanding the number of natural persons subject to CIP procedures would increase costs, particularly for institutions that rely upon vendors that charge on a per capita basis for CIP.  FinCEN believes that categorical application of this requirement across covered financial institutions will reduce illicit actors’ opportunities to slip into the financial system by masking their legal entities with markers indicative of a low risk profile. As to concerns about costs and difficulties, we believe that the above-described changes and clarifications made to this paragraph have given financial institutions greater flexibility in determining how to implement the identification and verification requirements, thereby reducing their impact.  As described above, because financial institutions will in most instances be able to rely upon the information provided by the customer, FinCEN believes that financial institutions generally will not expend substantially greater resources by collecting and verifying the information in all cases (subject to permitted exemptions) than by engaging in a risk analysis to determine whether the beneficial ownership information should be collected and verified.  We recognize that financial institutions that pay for systems and technology costs associated with CIP procedures on a per capita basis will face increased costs from identifying and verifying the identities of additional natural persons.  However, we believe that the benefits of collecting this information, as described at greater length above and below, outweigh these additional costs.  FinCEN accordingly declines to alter the categorical nature of the requirement for the final rule.
Several commenters questioned the utility of collecting this information in the absence of an authoritative centralized resource against which to verify beneficial ownership status.  They contended that the limited benefit of this information would not outweigh the costs imposed by the requirement.  Law enforcement commenters, however, identified significant benefits to the collection of beneficial ownership information, regardless of financial institutions’ ability to verify ownership status.  They noted that the identities of verified natural persons linked to legal entities of interest had significant value in law enforcement investigations, whether or not those natural persons are the actual beneficial owners, since at a minimum they may have information that can aid law enforcement in identifying the true beneficial owner(s).  Furthermore, false beneficial ownership information is of significant use to prosecutors in demonstrating consciousness of guilt, as well as for impeachment purposes at trial. And law enforcement also noted the likely deterrent effect that a categorical collection and verification requirement would have on illicit actors, by making it more difficult for them to maintain anonymity while opening accounts.  For these reasons, FinCEN rejects the notion that this requirement is of limited value.
A few commenters requested that FinCEN eliminate the verification requirement entirely, contending that verification of the identities of non-present beneficial owners would be too difficult and burdensome, especially for smaller institutions.  As described above, we are aware of the challenges associated with verifying the identities of non- present individuals and have accordingly made changes to simplify the process for financial institutions, which we expect will reduce the burden.  Importantly, collecting beneficial ownership information without verifying the existence of the named person would substantially diminish the value of the information, and we therefore decline to eliminate the verification requirement.
Some commenters asked FinCEN to clarify what we expect financial institutions to do with the beneficial ownership information that they collect and verify.  FinCEN generally expects beneficial ownership information to be treated like CIP and related information, and accordingly used to ensure that covered financial institutions comply with other requirements.  For example, the Office of Foreign Assets Control (OFAC) requires covered financial institutions to block accounts (or other property and interests in property) of, among others, persons appearing on the Specially Designated Nationals and Blocked Persons List (SDN List), which includes any entity that is 50 percent or more owned, in the aggregate, by one or more blocked persons, regardless of whether the entity is formally listed on the SDN List.[footnoteRef:49]  Therefore, institutions should use beneficial ownership information to help ensure that they do not open or maintain an account, or otherwise engage in prohibited transactions or dealings involving individuals or entities subject to OFAC-administered sanctions. Covered financial institutions should also develop risk-based procedures to determine whether and/or when additional screening of these names through, for example, negative media search programs, would be appropriate. [49:  See generally 31 CFR part 500; see also, e.g., 31 CFR 590.406 (Ukraine-related sanctions regulations); Office of Foreign Assets Control, Frequently Asked Questions, available at http://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_general.aspx#50_percent.] 

With respect to aggregation of transactions for Currency Transaction Reporting (CTR) purposes, FinCEN expects covered financial institutions to apply existing procedures consistent with CTR regulations and applicable FinCEN guidance from 2001 and 2012.[footnoteRef:50]  Thus, while financial institutions should generally recognize the distinctness of the corporate form and not categorically impute the activities or transactions of a legal entity customer to a beneficial owner, they must aggregate multiple currency transactions if the financial institution has knowledge that these transactions are by or on behalf of  any person and result in either cash in or cash out totaling more than $10,000 during any one business day.[footnoteRef:51]  While the requirement to identify the beneficial owners of legal entity customers does not modify this existing CTR aggregation requirement, the beneficial ownership identification may provide financial institutions with information they did not previously have, in order to determine when transactions are “by or on behalf of” the same person.  Thus, if a financial institution determines that a legal entity customer or customers are not being operated independently from each other or from their primary owner—e.g., the institution determines that legal entities under common ownership have common employees and are repeatedly used to pay each other’s expenses or the personal expenses of their primary owner—then the financial institution may determine that aggregating the transactions of a legal entity or entities and their primary owner would be appropriate.[footnoteRef:52]  Under such circumstances, if a financial institution were aware that a beneficial owner made a $5,000 cash deposit into his personal account, and later the same business day, he made a $6,000 cash deposit into the account of a legal entity not being operated as an independent entity, the institution would be required to aggregate those transactions and file a CTR.[footnoteRef:53]  And to the extent that the financial institution determined that such transactions had no other apparent purpose than to avoid triggering a CTR filing, the financial institution would need to consider whether filing a SAR about the transactions would be appropriate. [50:  See 31 CFR 1010.313; FinCEN, Currency Transaction Report Aggregation for Businesses with Common Ownership FIN-2012-G001, (Mar. 16, 2012) (FIN-2012-G001); FinCEN, Currency Transaction Reporting: Aggregation, FinCEN Ruling 2001-2, (Aug. 23, 2001).]  [51:  31 CFR 1010.313.]  [52:  In general, such aggregation would only be appropriate in cases where an individual owns all or substantially all of the legal entity’s equity interests. It is only in such cases that a transaction by a legal entity could be considered “by or on behalf of” the owner of the entity (or vice versa).]  [53:  See FIN-2012-G001 at 2.] 

A few commenters asked FinCEN to provide guidance as to how beneficial ownership information should be incorporated into processes for information sharing pursuant to USA PATRIOT Act Section 314(a); one of these commenters asked FinCEN to declare such information per se outside of the scope of Section 314(a).  FinCEN does not expect the information obtained pursuant to the beneficial ownership requirement to add additional requirements with respect to Section 314(a) for financial institutions.  The rule implementing Section 314(a), set forth at 31 CFR 1010.520, does not authorize the reporting of beneficial ownership information associated with an account or transaction matching a named subject. Under that rule, financial institutions need only search their records for account or transactions matching a named subject, and report to FinCEN whether such a match exists using the identifying information that FinCEN provides.

Section 1010.230(c) Account.  See discussion below under “Legal entity customer.”
Section 1010.230(d) Beneficial Owner.  In the NPRM, we proposed two prongs for the definition of beneficial owner: each individual, if any, who directly or indirectly owned 25 percent of the equity interests of a legal entity customer (the ownership prong); and a single individual with significant responsibility to control, manage, or direct a legal entity customer, including an executive officer or senior manager or any other individual who regularly performs similar functions (the control prong). We noted that the number of beneficial owners identified would vary from legal entity customer to legal entity customer due to the ownership prong—there could be as few as zero and as many as four individuals who satisfy this prong.  All legal entities, however, would be required to identify one beneficial owner under the control prong.  We further noted that financial institutions had the discretion to identify additional beneficial owners as appropriate based on risk.
Thus, in practice, the number of beneficial owners identified will vary based on the circumstances.  For example:
· Mr. and Mrs. Smith each hold a 50 percent equity interest in “Mom & Pop, LLC.”  Mrs. Smith is President of Mom & Pop, LLC and Mr. Smith is its Vice President.   Mom & Pop, LLC is required to provide the personal information of both Mr. & Mrs. Smith under the ownership prong.  Under the control prong, Mom & Pop, LLC is also required to provide the personal information of one individual with significant responsibility to control Mom & Pop, LLC; this individual could be either Mr. or Mrs. Smith, or a third person who otherwise satisfies the definition. Thus, in this scenario, Mom & Pop, LLC would be required to identify at least two, but up to three distinct individuals—both Mr. & Mrs. Smith under the ownership prong, and either Mr. or Mrs. Smith under the control prong, or both Mr. & Mrs. Smith under the ownership prong, and a third person with significant responsibility under the control prong.
· Acme, Inc. is a closely-held private corporation.  John Roe holds a 35 percent equity stake; no other person holds a 25 percent or higher equity stake.  Jane Doe is the President and Chief Executive Officer.  Acme, Inc. would be required to provide John Roe’s beneficial ownership information under the ownership prong, as well as Jane Doe’s (or that of another control person) under the control prong.
· Quentin, Inc. is owned by the five Quentin siblings, each of whom holds a 20 percent equity stake.  Its President is Benton Quentin, the eldest sibling, who is the only individual at Quentin, Inc. with significant management responsibility.  Quentin, Inc. would be required to provide Benton Quentin’s beneficial ownership information under the control prong, but no other beneficial ownership information under the ownership prong, because no sibling has a 25 percent stake or greater.
One commenter raised a concern that this obligation would effectively require financial institutions to monitor the equity interests and management team of legal entity customers on an ongoing basis and continually update this information.  FinCEN notes that it would be impracticable for financial institutions to conduct this type of inquiry, and emphasizes that this obligation should be considered a snapshot, not a continuous obligation.  As discussed more fully in the Section-by-Section Analysis addressing the amendments to the AML program rules, FinCEN does expect financial institutions to update this information based on risk, generally triggered by a financial institution learning through its normal monitoring of facts relevant to assessing the risk posed by the customer.
The Ownership Prong.  Commenters raised a number of points regarding the ownership prong.  Several commenters speculated on FinCEN’s intention with respect to this requirement.  FinCEN confirms here that by the phrase “directly or indirectly,” it intends that the financial institution’s customer identify its ultimate beneficial owner or owners as defined in the rule and not their nominees or “straw men.”  In addition, as described in § 1010.230(b)(2), financial institutions may rely on information provided by the customer to identify and verify the beneficial owner.
Many commenters supported FinCEN’s decision in the proposal to set the minimum threshold for equity holdings constituting ownership at 25 percent. Some of these commenters requested that FinCEN affirm this threshold as the regulatory expectation, notwithstanding our remarks in the proposal that financial institutions, after their own assessment of risk, could determine that a lower threshold percentage might be warranted. A few commenters, however, urged FinCEN to lower this threshold to 10 percent, contending that the higher threshold would be too easy to evade and is inconsistent with international AML norms and requirements of FATCA, and that the burden of a lower threshold would be minimal because some financial institutions as a matter of practice already collect beneficial ownership information at thresholds lower than 25 percent.
FinCEN has considered all of the arguments in favor of lowering the ownership threshold to 10 percent, and we decline to make this change in the final rule.  Although it is true that some financial institutions already collect beneficial ownership information at a threshold lower than 25 percent in some cases, we do not believe that this practice is widely established enough to justify its categorical imposition for all legal entity customers across all covered financial institutions. As some proponents of the 10 percent threshold noted, this lower threshold would make it more difficult for illicit actors to structure ownership interests to evade the reporting threshold. However, it would also require financial institutions to identify and verify as many as eleven beneficial owners (including the control prong).  In FinCEN’s assessment, the incremental benefit of this approach does not outweigh the burdens associated with having to collect and verify the identities of more than twice as many beneficial owners in some circumstances.
Furthermore, the proposed 25 percent threshold is consistent with that of many foreign jurisdictions (including EU member states) and with the FATF standard, which in turn is used to define the controlling persons of an entity in the intergovernmental agreements that the United States has entered into with more than 110 other jurisdictions in order to enforce the requirements of FATCA.  FinCEN continues to believe that a 25 percent threshold strikes the appropriate balance between the benefit of identifying key natural persons who have substantial ownership interests in the legal entity and the costs associated with implementing this information-collection requirement.
We reiterate that the 25 percent threshold is the baseline regulatory benchmark, but that covered financial institutions may establish a lower percentage threshold for beneficial ownership (i.e., one that regards owners of less than 25 percent of equity interests as beneficial owners) based on their own assessment of risk in appropriate circumstances. As a general matter, FinCEN does not expect covered financial institutions’ compliance with this regulatory requirement to be assessed against a lower threshold.  Nevertheless, consistent with the risk-based approach, FinCEN anticipates that some financial institutions may determine that they should identify and verify beneficial owners at a lower threshold in some circumstances; we believe that making this clear in the note accompanying the regulatory text will aid them in doing so with respect to their customers.
Some commenters urged FinCEN to include in the ownership prong a “fallback provision” to require the collection of beneficial ownership information for at least one individual with a significant equity stake in the legal entity, even if no beneficial owner meets the minimum ownership threshold.  Such a provision was initially discussed in the ANPRM for this rulemaking but not included in the NPRM in response to concerns expressed by numerous commenters that the approach was impracticable.  As we noted in the NPRM, commenters questioned the feasibility of engaging in a comparative analysis of every owner to determine the individual who “has at least as great an equity interest in the entity as any other individual.”  Agreeing with that assessment, we removed this provision, and we do not believe that any benefit from its reintroduction would outweigh the difficulties that customers and front-line employees would face in implementing it.  Although we have declined to include this provision in the final rule, financial institutions may determine, pursuant to a risk-based approach for their institutions, that certain higher risk circumstances may warrant the collection of beneficial ownership information for at least one natural person under the ownership prong even if no beneficial owner meets the 25 percent threshold.
One commenter requested that FinCEN clarify whether covered financial institutions had an obligation to determine whether equity holders of a legal entity managed or structured their holdings to evade the 25 percent threshold for reporting. FinCEN notes that in most cases it would be impracticable for front-line employees to conduct this type of inquiry.  Thus, FinCEN expects that financial institutions will generally be able to rely upon information about equity ownership provided by the person opening the account, and not to affirmatively investigate whether equity holders are attempting to avoid the reporting threshold. However, financial institution staff who know, suspect, or have reason to suspect that such behavior is occurring may, depending on the circumstances, be required to file a SAR.
A few commenters sought clarification of the definition of “equity interests” provided in the proposal—to wit, an ownership interest in a business entity—contending that although the proposed definition provided a great deal of latitude and flexibility, it might also cause confusion due to its broad sweep. Thus, commenters requested greater clarification and guidance in the form of examples or additional commentary, to assist customers in understanding and complying with the requirements of the regulation as well as employees in their determinations as to which types of ownership interests are subject to this prong.  FinCEN appreciates that some financial institutions may find it challenging in some circumstances to determine whether a particular ownership interest qualifies as an “equity interest.”  However, as we noted in the proposal, we deliberately avoided the use of more technical terms of art associated with the exercise of control through ownership; we did so in part based on the preferences expressed by many members of industry.  The above-mentioned commenters urged FinCEN to avoid creating a definition using technical and complex legal terms that would also be difficult for customers and front-line employees to understand and apply.  Beyond the general examples provided in the proposal, however, we are reluctant to provide additional narrower examples that could be construed to limit a definition that we intend to be broadly applicable, particularly in light of the diversity of types of legal entities formed within the United States and abroad.  By the same token, we also decline to provide a formal guidance document listing the types of documents that front-line employees should rely upon to demonstrate the existence of an equity interest over the triggering threshold.  We reiterate that it is generally the responsibility of the legal entity customer (and its personnel) to make this determination and to identify the beneficial owners, and not front-line employees at the financial institution, unless the employees have reason to question the accuracy of the information presented.
Some commenters noted that while they approved of FinCEN’s general approach to determining indirect ownership of legal entity customers—i.e., that FinCEN does not expect financial institutions or customers to undertake analyses to determine whether an individual is a beneficial owner under the definition—they nevertheless thought that FinCEN should provide additional guidance and examples of how legal entity customers should calculate ownership interests when natural persons have indirect equity interests. As an initial matter, as described above, we emphasize that FinCEN expects that financial institutions will generally be able to rely on the representations of the customer when it identifies its beneficial owners.  We also note that it would not be unreasonable to expect that a legal entity that has a complex structure would have personnel who necessarily have a general understanding of the ownership interests of the natural persons behind it for operational, management, accounting, and other purposes.
Commenters also sought clarification regarding various scenarios where 25 percent or greater equity interests of a legal entity customer are held in such a manner that the interest is not ultimately owned, directly or indirectly, by any individual.  This could occur, for example, where a 25 percent or greater ownership interest is held by an entity excluded from the legal entity customer definition under paragraph (e)(2) or by a trust.  FinCEN notes that the exclusions in the proposed rule include any entity organized under the laws of the United States or of any State at least 51 percent of whose common stock or analogous equity interests are held by an entity listed on a U.S stock exchange. FinCEN believes that this should address the overwhelming majority of situations where an excluded entity is a 25 percent or more shareholder.  In addition, in the relatively unusual situations where an excluded entity holds a 25 percent or greater equity interest that is not covered by the above-mentioned exclusion, FinCEN notes that covered financial institutions are not required under the ownership prong to identify and verify the identities of a natural person behind these entities; this is because the definition of “beneficial owner” under the ownership prong refers to “[e]ach individual, if any,…”, and in such a case there would not be any individual who is the ultimate owner of such interest. On the other hand, where 25 percent or more of the equity interests of a legal entity customer are owned by a trust (other than a statutory trust), covered financial institutions would satisfy the ownership prong of the beneficial ownership requirement by collecting and verifying the identity of the trustee, and FinCEN has amended the definition consistent with this.  For clarity, FinCEN notes that in any such case the legal entity customer would nonetheless be required to identify an individual under the control prong.
The Control Prong.  Commenters also raised a variety of points regarding this element.
A few commenters requested that we narrow or eliminate the control prong, contending that it would be difficult to identify a control person under such a wide- ranging definition. We disagree.  FinCEN proposed a broad definition to give legal entities a wide range of options from which to choose.  Accordingly, the breadth of the definition will facilitate, rather than hinder, financial institutions’ ability to collect this information—because legal entity customers are required to provide information on only one control person who satisfies the definition, legal entities should be able to readily identify at least one natural person within their management structure who has significant management responsibility, consistent with the multiple examples of positions provided. Furthermore, there may be legal entities for which there are no natural persons who satisfy the ownership prong; without the control prong, this would create a loophole for legal entities seeking to obscure their beneficial ownership information.  Requiring the identification and verification of, at a minimum, one control person ensures that financial institutions will have a record of at least one natural person associated with the legal entity, which will benefit law enforcement and regulatory investigations for reasons described previously.
A few commenters requested that FinCEN provide additional information about the types of persons who would satisfy the control prong, contending that a level of detail similar to the explanations provided for the ownership prong would be helpful for implementation.  We believe that such additional explanation is unnecessary.  In contrast with the variety of possible complicated scenarios that a financial institution might encounter when trying to determine beneficial ownership under the ownership prong, the control prong provides for a straightforward test: the legal entity customer must provide identifying information for one person with significant managerial control.  It further provides as examples a number of common, well-understood senior job titles, such as President, Chief Executive Officer, and others.  Taken together, FinCEN believes that these clauses provide ample information for legal entity customers to easily identify a natural person that satisfies the definition of control person.
A few commenters requested that FinCEN expand the reach of the control prong by, among other things, including within it the concept of “effective control,” and proposing a variety of changes to mandate the identification of additional natural persons under this prong, from all persons who exercise executive management and leadership, to all senior officials and all those who exercise effective control over a legal entity.
FinCEN declines to make any of these changes to the control prong.  While we recognize that our definition does not encapsulate all possible concepts of control, including effective control, we believe that our definition strikes the appropriate balance between including sufficiently senior leadership positions and practicability.  As one of the proponents of including effective control conceded, effective control can be “difficult to determine.” We sought in our proposal to provide an easily administrable definition to facilitate collection of this information for both legal entities and financial institutions. As to the identification of additional natural persons, we believe that the challenges associated with identifying and verifying additional natural persons outweigh any incremental benefit of the information.
Section 1010.230(e) Legal Entity Customer.  As proposed, this paragraph defined the term “legal entity customer” and delineated a series of exclusions from this definition.
Section 1010.230(e)(1).  In the proposed rule, we to defined “legal entity customer” to mean a corporation, limited liability company, partnership or other similar business entity (whether formed under the laws of a state or of the United States or a foreign jurisdiction) that opens a new account.  Many commenters raised questions about what entities and other businesses would be covered and requested that the proposed definition be clarified, particularly the meaning of “other similar business entity.”  Some commenters urged us to include other business forms, such as unincorporated associations and sole proprietorships, within the definition of legal entity customer.
We agree that covered institutions would benefit from a revised definition that further clarifies the entities that fall within the definition of “legal entity customer.” Thus, for the purposes of the final rule, we state that a legal entity customer means a corporation, limited liability company, or other entity that is created by the filing of a public document with a Secretary of State or similar office, a general partnership, and any similar entity formed under the laws of a foreign jurisdiction, that opens an account.  This means that “legal entity customer” would include, in addition to corporations and limited liability companies, limited partnerships, business trusts that are created by a filing with a state office, any other entity created in this manner, and general partnerships.  (It would also include similar entities formed under the laws of other countries.)  It would not include, for example, sole proprietorships or unincorporated associations even though such businesses may file with the Secretary of State in order to, for example, register a trade name or establish a tax account.  This is because neither a sole proprietorship nor an unincorporated association is an entity with legal existence separate from the associated
individual or individuals that in effect creates a shield permitting an individual to obscure his or her identity.[footnoteRef:54]  The definition of “legal entity customer” also does not include natural persons opening accounts on their own behalf.  In the final rule, we remove the reference to a “new” account to eliminate redundancies with other paragraphs of this provision, and because this account status is not a relevant characteristic for defining a legal entity customer. [54:  FinCEN notes that this is consistent with the CIP rules, which include as a customer “an individual who opens a new account for… (B) an entity that is not a legal person, such as a civic club.” In such a case, the individual opening the account, rather than the civic club, is the customer. See, e.g., 31 CFR 1020.100(c)(1)(ii)(B).] 

Trusts
The definition would also not include trusts (other than statutory trusts created by a filing with a Secretary of State or similar office). This is because, unlike the legal entities that are subject to the final rule, a trust is a contractual arrangement between the person who provides the funds or other assets and specifies the terms (i.e., the grantor or settlor) and the person with control over the assets (i.e., the trustee), for the benefit of those named in the trust deed (i.e., the beneficiaries).  Formation of a trust does not generally require any action by the state.  As FinCEN noted in the NPRM, identifying a “beneficial owner” from among these parties, based on the definition in the proposed or final rule, would not be possible.
FinCEN emphasizes that this does not and should not supersede existing obligations and practices regarding trusts generally.  The preamble to each of the CIP rules notes that, while financial institutions are not required to look through a trust to its beneficiaries, they “may need to take additional steps to verify the identity of a customer that is not an individual, such as obtaining information about persons with control over the account.”[footnoteRef:55]  Moreover, as FinCEN noted in the proposal, it is our understanding that where trusts are direct customers of financial institutions, financial institutions generally also identify and verify the identity of trustees, because trustees will necessarily be signatories on trust accounts (which in turn provides a ready source of information for law enforcement in the event of an investigation).  Furthermore, under supervisory guidance for banks, “in certain circumstances involving revocable trusts, the bank may need to gather information about the settlor, grantor, trustee, or other persons with the authority to direct the trustee, and who thus have authority or control over the account, in order to establish the true identity of the customer.”[footnoteRef:56]  We reiterate our understanding that, consistent with existing obligations, financial institutions are already taking a risk- based approach to collecting information with respect to various persons associated with trusts in order to know their customer,[footnoteRef:57] and that we expect financial institutions to continue these practices as part of their overall efforts to safeguard against money laundering and terrorist financing.[footnoteRef:58] [55:  See, e.g., “Customer Identification Programs for Broker-Dealers,” 68 FR at 25116 n.32. (May 9, 2003).]  [56:  Federal Financial Institutions Examination Council, Bank Secrecy Act/Anti-Money Laundering Examination Manual 281 (2014) (FFIEC Manual).]  [57:  FinCEN also understands that in order to engage in the business of acting as a trustee, it is necessary for a trust company to be Federally- or State-chartered. Such entities are subject to BSA obligations, which reduces the AML risk of such trusts.]  [58:  Also not covered by the final rule are accounts in the name of a deceased individual opened by a court- appointed representative of the deceased’s estate.] 

“Account” definition
FinCEN also notes that a legal entity customer is defined as one that opens an account, but that the NPRM did not define the term “account.” Several commenters requested that FinCEN provide a definition for this term and suggested using the definition from the CIP rules.  In order to maintain consistency with the CIP rules, FinCEN is adding to the final rule the definition of the term “account” that is found in the CIP rules,[footnoteRef:59] which by its terms excludes an account opened for the purpose of participating in an employee benefit plan established under the Employee Retirement Income Security Act of 1974.  This added provision is not only consistent with CIP but also appropriate for the final rule, inasmuch as accounts established to enable employees to participate in retirement plans established under ERISA are of extremely low money laundering risk. [59:  See, e.g.,31 CFR 1020.100(a)(2) (for banks); 1023.100(a)(2) (for brokers or dealers in securities); 1024.100(a)(2) (for mutual funds); and 1026.100(a)(2) (for futures commission merchants or introducing brokers in commodities).] 

In this regard, commenters requested that FinCEN broaden the exemption for ERISA plans to include other non-ERISA retirement plans, based on their low risk of money laundering, FinCEN notes that in the case of such non-ERISA plans, the customer would generally either be the trust established to maintain the assets, or the employer that contracts with the financial institution to establish the account, and not the underlying participants in or beneficiaries of the account.[footnoteRef:60]  Accordingly, in the case where the customer would be the employer and such employer is a legal entity, the financial institution would be required to obtain the beneficial owners of the legal entity employer (unless such employer is otherwise excluded from the definition of legal entity customer). We address other requests for exemptions from the beneficial ownership requirement in the discussion of § 1010.230(h) below. [60:  See FinCEN et al., Interagency Interpretive Guidance on Customer Identification Program Requirements under Section 326 of the USA PATRIOT Act, FAQs: Final CIP Rule 6 April 28, 2005, page 6, available at http://www.fincen.gov/statutes_regs/guidance/pdf/faqsfinalciprule.pdf.] 

Paragraph (c) of § 1010.230 of the final rule will accordingly read as set out in the regulatory text at the end of this document.
Section 1010.230(e)(2).  The NPRM proposed ten exclusions from the legal entity customer definition.  The first two categories are also for the most part excluded from the requirements of the CIP rules.  The final rule adopts all of those proposed exclusions, except as discussed below under the heading, Charities and Nonprofit Entities.  The final rule also adds a number of other exclusions in response to comments. All of the exclusions are a result of an assessment of the risks and determination that beneficial ownership information need not be obtained at account opening, because the information is generally available from other credible sources:
A financial institution regulated by a Federal functional regulator or a bank regulated by a State bank regulator—1010.230(e)(2)(i)
These entities are excluded because they are subject to Federal or State regulation and information regarding their beneficial ownership and management is available from the relevant Federal or State agencies.
A person described in § 1020.315(b)(2) through (5) of this chapter— § 1010.230(e)(2)(ii)
This includes the following:
· A department or agency of the United States, of any State, or of any political subdivision of a State.  FinCEN has determined that this category is appropriate for exclusion because such entities have no equity owners and information regarding their management is readily available from public sources.
· Any entity established under the laws of the United States, of any State, or of any political subdivision of any State, or under an interstate compact between two or more States, that exercises governmental authority on behalf of the United States or of any such State or political subdivision.  This category is also appropriate for exclusion due to the amount of ownership and management information that is publicly available about such entities.
· Any entity (other than a bank) whose common stock or analogous equity interests are listed on the New York, American[footnoteRef:61],  or NASDAQ stock exchange. This exclusion is appropriate because such entities are required to publicly disclose the beneficial owners of five percent or more of each class of the issuer’s voting securities in periodic filings with the SEC, to the extent the information is known to the issuer or can be ascertained from public filings.[footnoteRef:62]  In addition, beneficial owners of these issuers’ securities may be subject to additional reporting requirements.[footnoteRef:63] [61:  Currently called NYSE MKT.]  [62:  See, e.g., Item 12 of Form 10-K and Item 403 of Regulation S-K.]  [63:  See Securities Exchange Act section 13(d) and Rules 13d-1 to 13d-102; Securities Exchange Act §16(a) and Rules 16a-1 through 16a-13.] 

· Any entity organized under the laws of the United States or of any State at least 51 percent of whose common stock or analogous equity interests are held by a listed entity.  Because such subsidiaries of listed entities are controlled by their parent listed entity, information regarding control and management is publicly available.
An issuer of a class of securities registered under section 12 of the Securities Exchange Act of 1934 or that is required to file reports under section 15(d) of that Act[footnoteRef:64]—§ 1010.230(e)(2)(iii) [64:  See Securities Exchange Act section 16(a) and Rules 16a-1 through 16a-13 and Item 403 of Regulation S-K.] 

These issuers are excluded because they are required to publicly disclose the beneficial owners of five percent or more of each class of the issuer’s voting securities in periodic filings with the SEC, to the extent the information is known to the issuer or can be ascertained from public filings.[footnoteRef:65]  In addition, beneficial owners of the issuer’s securities may be subject to additional reporting requirements.[footnoteRef:66] [65:  See, e.g., Item 12 of Form 10-K and Item 403 of Regulation S-K.]  [66:  See Securities Exchange Act section 13(d) and Rules 13d-1 to 13d-102; Securities Exchange Act §16(a) and Rules 16a-1 through 16a-13.] 

An investment company, as defined in Section 3 of the Investment Company Act of 1940, that is registered with the SEC under that Act—§ 1010.230(e)(2)(iv) An investment adviser, as defined in section 202(a)(11) of the Investment Advisers Act of 1940, that is registered with the SEC under that Act—§ 1010.230(e)(2)(v)
These entities are excluded because registered investment companies and registered investment advisers already publicly report beneficial ownership in their filings with the SEC.[footnoteRef:67] [67:  See, e.g., Item 17 of Form N-1A and Schedule A to Part 1A of Form ADV.] 

An exchange or clearing agency, as defined in section 3 of the Securities Exchange Act of 1934, that is registered under section 6 or 17A of that Act—§ 1010.230(e)(2)(vi)
Any other entity registered with the SEC under the Securities and Exchange Act of 1934—§ 1010.230(e)(2)(vii)
These entities are excluded because the SEC registration process requires disclosure and regular updating of information about beneficial owners of those entities, as well as senior management and other control persons.
A registered entity, commodity pool operator, commodity trading advisor, retail foreign exchange dealer, swap dealer, or major swap participant, each as defined in section 1a of the Commodity Exchange Act, that is registered with the CFTC—§ 1010.230(e)(2)(viii)
These entities are excluded because the CFTC registration process requires disclosure and regular updating of information about beneficial owners of those entities, as well as senior management and other control persons.
A public accounting firm registered under section 102 of the Sarbanes-Oxley Act—§ 1010.230(e)(2)(ix)
Such firms are those that audit publicly traded companies and SEC-registered broker-dealers.  These firms are required to register with the Public Company Accounting Oversight Board (PCAOB), a nonprofit corporation established by Congress to oversee the audits of publicly traded companies, and are required to file annual and special reports with the PCAOB.  In addition, States require public accounting firms to register and to file annual reports identifying their members (e.g., partners, members, or shareholders).[footnoteRef:68]  Such information is often available online. [68:  See, e.g., New York State Education Law, Article 149, Section 7408.3.] 

Many commenters also urged that the proposed exclusions from the legal entity customer definition be expanded or clarified in certain respects.  These include, among others, exclusions for accounts for employee benefit plans (addressed above), additional entities regulated by the United States or States of the United States, foreign governments and agencies, foreign financial institutions, and nonprofits.  Commenters also sought clarity on how certain types of entities and relationships should be treated.
Additional regulated entities
A bank holding company, as defined in section 2 of the Bank Holding Company Act of 1956 (12 U.S.C. 1841), or savings and loan holding company, as defined in section 10(n) of the Home Owners’ Loan Act (12 U.S.C 1467a(n))—§ 1010.230(e)(2)(x)
At the suggestion of several commenters, bank holding companies, which include financial holding companies, have been excluded from the beneficial ownership requirement in the final rule because the Federal Reserve Board maintains beneficial ownership information on all of these companies.  Savings and loan holding companies are excluded for the same reason.
A pooled investment vehicle that is operated or advised by a financial institution excluded under this paragraph—§ 1010.230(e)(2)(xi)
In response to several commenters who noted that beneficial ownership information would be available regarding the operator or adviser of such pooled vehicles, FinCEN has determined that the pooled vehicle should also be excluded from this requirement.
An insurance company that is regulated by a State—§ 1010.230(e)(2)(xii)
A few commenters sought exclusion of insurance companies from the definition of legal entity customer, with the requested exclusions ranging in scope from all insurance companies subject to an AML program requirement and all insurance companies regulated by a State of the United States, to those insurance companies that own or control an SEC registered broker-dealer or SEC registered investment adviser. We address these proposals in turn.
The commenters who proposed to exclude all insurance companies subject to an AML program requirement and all State-regulated insurance companies did not directly proffer a rationale for their request.  We presume that the commenters believe that insurance companies subject to an AML program requirement and to State regulation present a lower risk profile, and should therefore be excluded. As to insurance companies subject to an AML program requirement, such status alone does not require insurance companies to disclose beneficial ownership information to their supervisors. Accordingly, an exclusion on that basis would not be warranted.  With respect to insurance companies regulated by a State of the United States, these companies must disclose and regularly update their beneficial owners, as well the identities of senior management and other control persons.  For insurance firms that are a part of a publicly traded group, such disclosures would also be found in annual SEC filings. All State- regulated insurance companies are required to file an Annual Statement with their State regulators, identifying senior management, directors, and trustees.  Schedule Y of this Statement shows the firm’s corporate structure, including direct and indirect parents and subsidiaries of the insurer.  Form B, an annual registration statement filed with state regulators, shows the executive officers, directors, and controlling shareholders of insurance companies.  In the case of mutual insurance companies, which do not issue equity and are instead owned as a whole by their policyholders, Form B nevertheless shows their executive officers and directors.  For these reasons, we believe an exclusion for State-regulated insurance companies is appropriate, and we have accordingly added to the final rule an exclusion for an insurance company that is regulated by a State as paragraph (e)(2)(xii).[footnoteRef:69]  [69:  Because “State” is defined in 31 C.F.R. 1010.100(vv), we have not included “of the United States” in the rule text.] 

Some commenters also sought an exclusion for insurance companies that own or control an SEC registered broker-dealer or SEC registered investment adviser, noting that their registration with the SEC results in the disclosure of all individuals and entities in the indirect chain of ownership of the broker-dealer or adviser with an ownership interest of 25 percent or more.  FinCEN understands that in the vast majority of cases, an insurance company that owns or controls a registered broker-dealer or investment advisor would also be regulated by a State.  Accordingly, FinCEN believes that this additional exclusion would be redundant.
A financial market utility designated by the Financial Stability Oversight Council under Title VIII of the Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010—§ 1010.230(e)(2)(xiii)
One commenter requested that FinCEN exclude designated financial market utilities from the definition of legal entity customer, noting that such entities are already subject to extensive regulation.  FinCEN understands that entities designated as financial market utilities by the Financial Stability Oversight Council pursuant to Title VIII of the Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010 are subject to extensive supervision and oversight by their Federal functional regulators, including the disclosure of beneficial ownership information. Accordingly, FinCEN believes that it is appropriate to exclude them from the definition.
Excluded Foreign Entities
A foreign financial institution established in a jurisdiction where the regulator of such institution maintains beneficial ownership information regarding such institution— §1010.230(e)(2)(xiv)
Numerous commenters urged FinCEN to broaden the proposed exemptions for regulated financial institutions and publicly traded companies in the United States to include their counterparts outside of the United States. With regard to regulated foreign financial institutions, some commenters noted that in the rules implementing section 312 of the USA PATRIOT Act, even in the case of foreign banks subject to enhanced due diligence, a U.S. bank need obtain ownership information only if such foreign banks are not publicly traded,[footnoteRef:70] and that it would be inconsistent to impose a more burdensome requirement in the case of correspondent accounts for foreign banks (and arguably other foreign financial institutions) that are not subject to enhanced due diligence. FinCEN agrees with this analysis and has broadened the exclusions to the definition of legal entity customer in the final rule to include foreign financial institutions established in jurisdictions where the regulator of such institution maintains beneficial ownership information regarding such institution.  As with other exclusions described above, FinCEN has determined that it is appropriate to exclude these entities, because information regarding their beneficial ownership and management is available from the relevant foreign regulator. [70:  31 CFR 1010.610(b)(3).] 

A non-U.S. governmental department, agency or political subdivision that engages only in governmental rather than commercial activities—§ 1010.230(e)(2)(xv)
Commenters also requested that certain departments, agencies, and political subdivisions of non-U.S. governments, as well as State-owned enterprises and supranational organizations, should also be exempt from the beneficial ownership requirement.  The commenters pointed out that no such customers would have beneficial owners under the ownership prong, and any individual identified under the control prong would in most cases not be in the United States, which would make verification of identity more difficult.  We agree that certain departments, agencies, and political subdivisions of non-U.S. governments—specifically, those that engage only in governmental (and not commercial) activities—should not fall within the definition of legal entity customer, and should therefore be excluded from the requirement. Although this delineation between governmental and commercial activities arises out of well- recognized principles of sovereign immunity, FinCEN does not expect front-line employees of covered financial institutions to engage in any type of legal analysis to determine the applicability of this exclusion. Rather, FinCEN expects covered financial institutions to rely upon the representations of such customers, absent knowledge to the contrary.
Some commenters also requested an exclusion for supranational organizations. FinCEN is not aware of a well-established, widely accepted definition of this term that could serve to clearly notify such entities of their eligibility to be excluded from this requirement.  Because of the administrative challenges associated with determining such eligibility in the absence of a clear line, FinCEN declines to include such an exclusion in the final rule.  We recognize that many such organizations would generally lack equity interests (and accordingly, equity stakes); thus, as in the case of other legal entities lacking such interests, financial institutions would be expected to collect beneficial ownership information under the control prong only.
Any legal entity only to the extent that it opens a private banking account subject to 31 CFR 1010.620—§ 1010.230(e)(2)(xvi)
A number of commenters requested that FinCEN clarify the treatment of beneficial owners of private banking accounts for non-U.S. persons that are subject to FinCEN’s private banking account rule,[footnoteRef:71] which requires financial institutions maintaining such accounts to ascertain the identity of all beneficial owners of such accounts, but utilizes a different definition.[footnoteRef:72]  Because covered financial institutions have established a process for complying with the private banking account regulation, FinCEN has determined that it is appropriate to exclude such legal entity customers from the beneficial ownership requirement only when they establish such accounts. [71:  31 CFR 1010.620.]  [72:  31 CFR 1010.605(a).] 

Nonexcluded Pooled Investment Vehicles
In the proposal, FinCEN sought comment on the approach that it should take towards pooled investment vehicles that are operated or advised by financial institutions that are not proposed to be excluded from the definition of legal entity customer, i.e., whether they should also be excluded from this requirement, or, if such vehicles are not excluded, whether covered financial institutions should be required to identify beneficial owners of such vehicles only under the control prong of the beneficial ownership definition.  We noted that such entities often have ownership interests that fluctuate, and that identifying beneficial owners of these entities based on a percentage ownership threshold accordingly might create unreasonable operational challenges to collect information that would only be accurate for a limited period of time.
Some commenters requested that FinCEN exclude such pooled investment vehicles from the beneficial ownership requirement for several reasons, including the logistical difficulties of maintaining the information and possible limited duration of the accuracy of the information noted above.  The commenters requested that, if such vehicles are not excluded, then FinCEN should require those financial institutions to collect beneficial ownership information of such entities under the control prong only. FinCEN agrees that, because of the limited utility and difficulty of collecting beneficial ownership information under the ownership prong, in the case of pooled investment vehicles whose operators or advisers are not excluded from this definition, such as non-managed mutual funds, hedge funds, and private equity funds, financial institutions would be required to collect beneficial ownership information under the control prong only (e.g., an individual with significant responsibility to control, manage, or direct the operator, adviser, or general partner of the vehicle).  This treatment of nonexcluded pooled investment vehicles is reflected in the final rule in § 1010.230(e)(3)(i).
Intermediated Account Relationships
In the NPRM, we proposed that if an intermediary is the customer, and the financial institution has no CIP obligation with respect to the intermediary’s underlying clients pursuant to existing guidance, a financial institution should treat the intermediary, and not the intermediary’s underlying clients, as its legal entity customer.  Thus, existing guidance issued jointly by Treasury or FinCEN and any of the Federal functional regulators for broker-dealers, mutual funds, and the futures industry related to intermediated relationships would apply.[footnoteRef:73]  Commenters from the securities, mutual fund, and futures industries strongly supported this approach. FinCEN confirms that this principle will apply in interpreting the final rule, as follows:  To the extent that existing guidance provides that, for purposes of the CIP rules, a financial institution shall treat an intermediary (and not the intermediary’s customers) as its customer, the financial institution should treat the intermediary as its customer for purposes of this final rule.  FinCEN also confirms that other guidance issued jointly by FinCEN and one or more Federal functional regulators relating to the application of the CIP rule will apply to this final rule, to the extent relevant.[footnoteRef:74] [73:  See, e.g., Guidance from the Staffs of the Department of the Treasury and the U.S. Securities and Exchange Commission, Questions and Answers Regarding the Mutual Fund Customer Identification Rule, August 11, 2003, available at https://www.sec.gov/divisions/investment/guidance/qamutualfund.htm.; Guidance from the Staffs of the Department of the Treasury and the U.S. Securities and Exchange Commission, Question and Answer Regarding the Broker-Dealer Customer Identification Program Rule (31 CFR 103.122) (October 1, 2003), available at http://www.fincen.gov/statutes_regs/guidance/html/20031001.html; Guidance from the Staffs of the Department of the Treasury and the U.S. Commodity Futures Trading Commission, Frequently Asked Question regarding Customer Identification Programs for Futures Commission Merchants and Introducing Brokers (31 CFR 103.123), available at http://www.fincen.gov/statutes_regs/guidance/html/futures_omnibus_account_qa_final.html;       FinCEN, Application of the Regulations Requiring Special Due Diligence Programs for Certain Foreign Accounts to the Securities and Futures Industries, FIN-2006-G009 (May 10, 2006), available at http://www.fincen.gov/statutes_regs/guidance/html/312securities_futures_guidance.html.]  [74:  See, e.g., FinCEN, Application of the Customer Identification Program Rule to Future Commission Merchants Operating as Executing and Clearing Brokers in Give-Up Arrangements, FIN-2007-G001 (April 20, 2007), available at http://www.fincen.gov/statutes_regs/guidance/html/cftc_fincen_guidance.html; “FAQs: Final CIP Rule”.] 

One commenter representing the legal profession requested that escrow accounts established by lawyers to keep their clients’ funds in trust be given the same treatment, due to lawyers’ professional obligations to maintain client confidentiality under State law and codes of professional conduct. This commenter proposed that in the case of such accounts, only the lawyers and law firms establishing these accounts would be deemed legal entity customers from which beneficial ownership information would be collected. FinCEN understands that many attorneys maintain client trust or escrow accounts containing funds from multiple clients and other third parties in a single account. Funds flow in and out of these accounts during the normal course of business, and while these movements may not be as frequent as those found in, for example, pooled accounts in the securities and futures industries, they nevertheless create significant operational challenges to collecting this information with reference to the relevant clients and third parties.  As in the case of nonexcluded pooled investment vehicles, FinCEN believes that it would be unreasonable to impose such collection obligations for information that would likely be accurate only for a limited period of time. FinCEN also understands that State bar associations impose extensive recordkeeping requirements upon attorneys with respect to such accounts, generally including, among other things, records tracking each deposit and withdrawal, including the source of funds, recipient of funds, and purpose of payment; copies of statements to clients or other persons showing disbursements to them or on their behalf; and bank statements and deposit receipts.[footnoteRef:75]  For these reasons, FinCEN believes that attorney escrow and client trust accounts should be treated like other intermediated accounts described above, and we accordingly deem such escrow accounts intermediated accounts for purposes of the beneficial ownership requirement. [75:  See, e.g., 22 N.Y.C.R.R. Part 1200, Rule 1.15; California State Bar Rule of Professional Conduct 4-100.] 

Charities and Nonprofit Entities
In the NPRM, we proposed an exclusion from the definition of “legal entity customer” for charities and nonprofit entities that are described in sections 501(c), 527, or 4947(a)(1) of the Internal Revenue Code of 1986, which have not been denied tax exempt status, and which are required to and have filed the most recently due annual information return with the Internal Revenue Service.

Commenters raised a number of issues with this proposed exemption. These include the fact that, in order to qualify for the exemption, the financial institution would effectively need to verify each of the following:
1. That the customer qualifies for an exemption under one of the three listed sections of the Internal Revenue Code, which would likely require that the financial institution review the entity’s IRS documentation;
2. That the exemption has not been revoked;
3. That the entity is required to file an annual information return; and
4. That the entity has in fact filed such return.
Commenters expressed concerns that these steps to verify a charitable organization’s eligibility for the exemption would be unduly burdensome and difficult for frontline staff to administer.  Several commenters asked whether the financial institution could utilize the IRS’s search tool that enables taxpayers to confirm the tax exempt status of organizations, “EO Select Check,” in order to verify the necessary information; others noted that, while this website confirms the tax exempt status of organizations, it does not confirm that the organization has filed its most recently due return.  Moreover, up-to-date information, particularly regarding a recently formed organization, may not be available. Commenters noted further that, unless these issues can be addressed in a way that would facilitate the use of the exclusion, it would in many cases be simpler to ignore the exclusion and obtain the beneficial ownership information.
FinCEN has considered the comments addressing this proposed exclusion and agrees that as proposed the exclusion would in many cases be difficult to administer. Rather than limiting its treatment of this category to entities that are exempt from Federal tax and requiring proof of such exemption, FinCEN has determined that it would be simpler, as well as more efficient and more logical, to exclude all nonprofit entities (whether or not tax-exempt) from the ownership prong of the requirement, particularly considering the fact that nonprofit entities do not have ownership interests, and require only that they identify an individual with significant responsibility to control, manage, or direct the customer.  Accordingly, the final rule eliminates this proposed exclusion and instead includes as a type of legal entity customer, subject only to the control prong of the beneficial owner definition, any legal entity that is established as a nonprofit corporation or similar entity and has filed its organizational documents with the appropriate State authority as necessary.
For purposes of this provision, a nonprofit corporation or similar entity would include, among others, charitable, nonprofit, not-for-profit, nonstock, public benefit or similar corporations.  Such an organization could establish that it is a qualifying entity by providing a certified copy of its certificate of incorporation or a certificate of good standing from the appropriate State authority, which may already be required for a legal entity to open an account with a financial institution under its CIP.[footnoteRef:76]  FinCEN also believes that identifying and verifying an individual under the control prong is not an onerous requirement, and understands from its outreach that in the cases of many nonprofits such an individual is already identified to the financial institution as a signatory.  FinCEN also notes that as a general matter, small local community organizations, such as Scout Troops and youth sports leagues, are unincorporated associations rather than legal entities and therefore not subject to the beneficial ownership requirement. [76:  See, e.g., 31 CFR 1020.220(a)(2)(ii)(A)(2).] 

Other Proposed Exclusions
A few commenters requested that we expand the list of exclusions to include all types of entities currently exempt from CTR reporting requirements.  Although some of the exclusions to the definition of legal entity customer correspond to entities exempt from CTR reporting requirements,[footnoteRef:77] we decline to extend these exclusions to include all of the CTR exemptions. The CTR and beneficial ownership requirements serve different purposes, and the principal underlying justification for many of the CTR exemptions— that the requirement is not feasible or appropriate for cash-intensive low-risk businesses—does not apply here.  FinCEN has considered all the CTR exemptions and has included those that are logical in the context of the beneficial ownership requirement, for the reasons articulated above. [77:  See 31 CFR 1010.230(e)(2)(i), which includes certain persons exempt from CTR reporting.] 

Some commenters also requested that FinCEN exclude other “low-risk” entities from the definition of legal entity customer.  We have considered all commenters’ requests for exclusions to the definition and have incorporated only those that we have determined are appropriate in this context.

Section 1010.230(f) Covered Financial Institution. As proposed, this paragraph defined covered financial institution through incorporation by reference of the definition set forth in § 1010.605(e)(1), thereby subjecting to this requirement those financial institutions already covered by CIP requirements.  FinCEN noted in the proposal that it viewed the exercise of its discretion to limit the initial application of this requirement to these institutions as appropriate, because it is logical to minimize disruption and burden to the extent possible by commencing implementation with institutions already equipped to leverage CIP procedures.
There were no significant objections to limiting the scope of this requirement in this manner, and we are accordingly adopting this definition as proposed.  We note generally that FinCEN received comments from institutions not subject to CIP (nor therefore to the proposal), urging us to engage in dialogue before determining whether to expand the beneficial ownership and CDD requirements to their industries. FinCEN agrees that thoughtful engagement with all stakeholders is an essential component of the rulemaking process, and will continue to engage in outreach to inform our policy decisions and any future rulemakings.  As we noted in the proposal, comments and discussions with these institutions during the course of this rulemaking have led us to believe that extending CDD requirements in the future to these, and potentially other types of financial institutions, may ultimately promote a more consistent, reliable, and effective AML regulatory structure across the financial system.
A few commenters requested that FinCEN exclude smaller financial institutions from the scope of coverage, contending principally that such institutions generally presented a lower risk profile and that implementation of the beneficial ownership requirement would be unduly burdensome.  We decline to categorically exclude smaller institutions from the definition of covered financial institution. As we have noted, both in the proposal and above, one of the animating purposes of this rulemaking is to promote clear and consistent expectations across and within financial sectors, in order to promote a more level playing field when it comes to AML/CFT compliance. Uniform application of the beneficial ownership requirement would prevent the “competitive disadvantage” (cited by one commenter seeking this exclusion) that would result if prospective customers were not required “to complete the same form at … competitor financial institutions.”  And even though some smaller institutions might be lower risk, size alone should not be a determinative factor for a risk assessment, making it an inappropriate basis for a categorical exclusion.  Indeed, a blanket size-based exclusion would provide a clear roadmap for illicit actors seeking an easy entry point into the financial system.
Finally, FinCEN appreciates the concerns raised about the burden of implementation expressed by commenters and, as described at length above, has made numerous changes to the proposal to reduce the burden upon financial institutions. We reiterate that, as with CIP, financial institutions are expected to implement procedures for collecting beneficial ownership information “appropriate for [their] size and type of business.”[footnoteRef:78] [78:  31 CFR 1020.220(a)(1); 31 CFR 1023.220(a)(1); 31 CFR 1024.220(a)(1); 31 CFR 1026.220(a)(1).] 


Section 1010.230(g) New account.  See discussion above under “Identification and Verification.”

Section 1010.230(h) Exemptions.  In the final rule, this paragraph exempts covered financial institutions from the beneficial ownership requirement with respect to opening accounts for legal entity customers for certain specific activities and within certain limitations for the reasons described below.
Private Label Retail Credit Accounts Established at the Point-of-Sale
One commenter requested that FinCEN exempt point-of-sale retail credit accounts provided to small to mid-size business customers, including commercial private label and co-branded credit cards and installment loans, from the scope of coverage of the beneficial ownership requirement.  This commenter noted that such accounts presented a lower risk of money laundering due in large part to limitations on the use of those cards inherent in these customer relationships.  For example, because private label credit cards can be used only to purchase goods or services at the specified retailer at which they are issued, they would not be an attractive vehicle to launder illicit proceeds.  That these accounts can only be used for domestic transactions, and generally have lower credit limits, are additional factors that mitigate the risk of these accounts. FinCEN has learned that legal entities without an established and verifiable credit history that seek such accounts are generally required to provide a personal guarantee by a natural person whose identity and credit history are verified.  We agree that these characteristics and limitations associated with private label credit card accounts that are used exclusively within issuing retailers’ networks, significantly decrease these accounts’ susceptibility to abuse by money launderers and terrorist financers.  Thus, covered financial institutions are exempt from the beneficial ownership requirement with respect to private label credit card accounts to the limited extent that they are established at the point-of-sale to obtain credit products, including commercial private label credit cards, solely for the purchase of retail goods and/or services at the issuing retailer and have a credit limit of no more than $50,000.
In contrast, credit cards that are co-branded with major credit card associations do not possess the same limitations and characteristics that would protect them from abuse. For example, co-branded credit cards can be used at any outlet or ATM that accepts those associations’ cards.  FinCEN therefore believes that covered financial institutions should obtain and verify beneficial ownership information with respect to opening accounts for legal entities involving such co-branded cards.
Additional Exemptions
During the comment period to the RIA, several commenters sought to exempt certain limited purpose activities from the scope of the beneficial ownership requirement, principally on the grounds that such accounts had an extremely low risk profile for money laundering because of inherent structural limitations to the accounts and the purposes for which such accounts are established.
Accounts Established for the Purchase and Financing of Postage
One such commenter was a limited purpose banking entity whose primary business is to facilitate the purchase and financing of postage. This commenter noted that all the accounts at its institution exist solely for small businesses, governments, and nonprofit organizations to prepay postage and earn interest (in the form of additional postage), or to finance postage through an unsecured revolving line of credit.  Clients of this institution cannot use these accounts to purchase merchandise, deposit or withdraw cash, write checks, or transfer funds.  FinCEN agrees that these types of accounts present a low risk of money laundering, both because of the purpose for which such accounts are established, as well as the characteristics of these accounts described above.  Accordingly, covered financial institutions are exempt from the beneficial ownership requirement with respect to accounts solely used to finance the purchase of postage and for which payments are remitted directly by the financial institution to the provider of the postage products.
Commercial Accounts to Finance Insurance Premiums
Several commenters representing the commercial insurance premium finance industry submitted a joint letter outlining the expected impact of the beneficial ownership requirement on their industry, and the structural characteristics of these financial products that make them a low risk of money laundering.  They noted that borrowers seeking funds to finance premiums for property and casualty insurance do not receive these proceeds directly; instead, the funds are remitted directly to an insurance company, either directly or through an insurance agent or broker.  As with the limited purpose postage accounts described above, customers of premium finance companies cannot use these accounts to purchase merchandise, deposit or withdraw cash, write checks, or transfer funds. FinCEN agrees that these types of accounts present a low risk of money laundering, both because of the purpose for which such accounts are established, as well as the characteristics of these accounts that make them a poor vehicle for money laundering.  For these reasons, covered financial institutions are exempt from the beneficial ownership requirement with respect to accounts solely used to finance insurance premiums and for which payments are remitted directly by the financial institution to the insurance provider or broker.
Accounts to Finance the Purchase or Lease of Equipment
One commenter representing a bank that primarily provides financial products for small business equipment leasing sought to exclude this activity from the beneficial ownership requirement with the same basic rationale put forth by the commenters representing the commercial insurance premium finance industry. Because FinCEN understands that these financial products have similar structural characteristics that limit their utility as vehicles for money laundering, covered financial institutions are exempt from the beneficial ownership requirement with respect to accounts solely used to finance the purchase or leasing of equipment and for which payments are remitted directly by the financial institution to the vendor or lessor of this equipment.

Section 1010.230(h)(2) Limitations on Exemptions.  These three exemptions are subject to further limitations to mitigate the remaining limited money laundering risks associated with them, as follows:
· The exemptions identified in paragraphs (h)(1)(ii) through (iv) do not apply to transaction accounts through which a legal entity customer can make payments to, or receive payments from, third parties.
· If there is the possibility of a cash refund on the account activity identified in paragraphs (h)(1)(ii) through (iv), then beneficial ownership of the legal entity customer must be identified and verified by the financial institution as required by this section, either at the time of initial remittance, or at the time such refund occurs.

The first limitation reflects the additional structural limitation described in our discussion of these account types that makes them a low risk of money laundering, and therefore a necessary characteristic to qualify for these exclusions.  The second limitation serves to mitigate the principal money laundering vulnerability in some of these accounts—to wit, the possibility of a cash refund—by requiring the identification and verification of beneficial ownership information when the initial remittance is made or when a refund actually occurs. Based upon the submissions from commenters, as well as subsequent inquiry into these financial products, FinCEN understands that most of these exempted accounts would not be affected by such limitation. Furthermore, this requirement has been drafted to give covered financial institutions flexibility in implementing this provision.  Although this limitation applies broadly to accounts where there is the possibility of a refund, as a practical matter, beneficial ownership information must only be collected when such a refund actually occurs.  Thus, covered financial institutions that offer such products do not have to change their onboarding systems, and FinCEN believes that in most cases, they will not have to collect this information.

Section 1010.230(i) Recordkeeping.  In the NPRM, we proposed a recordkeeping requirement identical to the requirement for CIP, in order to leverage existing standards and processes to facilitate financial institutions’ implementation of this requirement.  
Thus, under the proposal, a financial institution must have procedures for maintaining a record of all information obtained in connection with identifying and verifying beneficial owners, including retention of the Certification Form and a record of any other related identifying information reviewed or collected, for a period of five years after the date the account is closed.  Furthermore, we proposed that a financial institution must also retain records for a period of five years after such record is made, including a description of every document relied on for verification, any non-documentary methods and results of measures undertaken for verification, as well as the resolution of any substantive discrepancies discovered in verifying the identification information.
Because collection of the Certification Form is no longer a requirement, we are making a corresponding change to the recordkeeping requirement for the final rule.  Section 1010.230(i)(1)(i) now states that at a minimum, the record must include, for identification, any identifying information obtained by the covered financial institution pursuant to paragraph (b), including without limitation the certification (if obtained).
Most commenters who addressed this issue agreed with FinCEN’s decision to have recordkeeping requirements identical to CIP.  However, two commenters who submitted largely identical letters objected to this approach, asserting that the CIP recordkeeping requirements did not make sense in the context of beneficial ownership information because such information would likely change regularly for some legal entity customers, resulting in the accumulation of multiple iterations of the Certification Form, all of which would have to be retained.  Despite this concern, we decline to alter the recordkeeping requirement. First, because the Certification Form is no longer mandatory, financial institutions not using it will not have to retain multiple Certification Forms, but will instead have flexibility to record any changes of beneficial ownership information in a manner that works best for their institution. And we believe the benefit from leveraging existing procedures far outweighs any benefit that might arise from a shorter recordkeeping standard, because creating a separate standard for beneficial ownership information would likely require new processes and necessitate training for employees, as well as require line employees to consistently apply different standards for beneficial ownership and CIP information.

Section 1010.230(j) Reliance on Another Financial Institution.  In the NPRM, we proposed that financial institutions could rely on the performance by another financial institution of the requirements of this section under the same conditions as set forth in the applicable CIP rules.
Commenters raised a few points regarding the reliance provision as proposed.  A few requested that we lower the standard for reliance below that articulated in the applicable CIP rules, by permitting reliance without a contract and annual certification, and extending the reliance provisions to regulated money services businesses and foreign affiliates of covered financial institutions subject to a global standard at least as rigorous as U.S. CIP and CDD standards. We decline to make any of these proposed changes to the reliance provision at this time.  FinCEN believes that there is significant value to financial institutions in terms of account management in having uniform standards to the greatest extent possible, and that having different reliance standards for CIP and for beneficial ownership information might cause confusion and negatively impact compliance.  Thus, to the extent that we would make any of the proposed changes to the reliance provision, we believe it would be important to make the same changes concurrently to the applicable CIP provisions, which would require joint rulemaking.
One commenter requested that FinCEN clarify reliance responsibilities in the drafting of selling, clearing, or counterparty agreements, without further elaboration upon the type of clarification sought or the need for such clarification.  We have considered this request, and in the absence of any specific and persuasive arguments supporting the need for such clarification, we have found no reason to provide any clarification addressing this issue.
Another commenter requested that FinCEN amend the reliance provision to enable covered financial institutions to employ the services of non-financial institution third parties as beneficial ownership pre-check service providers, to conduct beneficial ownership due diligence.  This commenter contended that amending the proposal in this way might facilitate compliance by permitting third parties specializing in beneficial ownership due diligence to fulfill the requirements of this section at scale, expediting legal entities’ ability to open accounts.  Thus, the commenter proposed adding clauses to the reliance provision permitting such reliance on these third parties if the reliance is reasonable; the third party is voluntarily subject to a rule implementing 31 USC 5318(h) and certified by Treasury or FinCEN; and the third party certifies to the financial institution that it has implemented an AML program and that it will perform the requirements of section 1010.230.  FinCEN declines to make these changes. Currently, FinCEN does not have an appropriate mechanism to permit a third party to voluntarily subject itself to an AML program requirement, nor to assess and certify that party’s compliance.  We thus believe that it would make more sense to postpone any consideration of this approach until after FinCEN and the covered financial institutions have gained experience and understanding from implementing section 1010.230.







[bookmark: _Toc50452424]AML PROGRAM REQUIREMENTS

Section 1020.210 Anti-money laundering program requirements for financial institutions regulated only by a Federal functional regulator, including banks, savings associations, and credit unions.  In the NPRM, we proposed to amend FinCEN’s existing AML program rules to expressly incorporate both the minimum statutory elements of an AML program prescribed by 31 U.S.C. 5318(h)(1), as well as the elements of the minimum standard of CDD that are not otherwise already accounted for in either the existing AML regulatory scheme (i.e., CIP) or in the proposed beneficial ownership requirement.[footnoteRef:79]  Paragraphs (b)(1) through (4) correspond to the minimum statutory elements of section 5318(h)(1), while proposed paragraph (b)(5) set forth the remaining elements of CDD by requiring appropriate risk-based procedures for conducting ongoing customer due diligence including, but not limited to, (i) understanding the nature and purpose of customer relationships for the purpose of developing a customer risk profile, and (ii) conducting ongoing monitoring to maintain and update customer information and to identify and report suspicious transactions.  We described our understanding that these third and fourth elements of CDD were necessary and critical steps required to comply with the existing requirement under the BSA to identify and report suspicious transactions.  Thus, expressly incorporating the third and fourth elements of CDD into the AML program rules would serve to harmonize these elements with existing AML obligations.  Because the proposal sought only to clarify and explicitly state existing expectations and requirements, we emphasized that the proposal was not intended to lower, reduce, or limit the due diligence expectations of the Federal functional regulators or limit their existing regulatory discretion, nor to create any new obligations. [79:  In the proposal, we described these elements, which we believe to be fundamental to an effective AML program, as follows: (i) identifying and verifying the identity of customers; (ii) identifying and verifying the identity of beneficial owners of legal entity customers (i.e., the natural persons who own or control legal entities); (iii) understanding the nature and purpose of customer relationships; and (iv) conducting ongoing monitoring to maintain and update customer information and to identify and report suspicious transactions. See 79 FR at 45152.] 

With respect to the third element, understanding the nature and purpose of customer relationships for the purpose of developing a customer risk profile, we elaborated upon our understanding of the manner in which current expectations satisfied this proposed requirement.  We observed that under the existing requirement for financial institutions to report suspicious activity, they must file SARs on a transaction that, among other things, has “no business or apparent lawful purpose or is not the sort in which the particular customer would normally be expected to engage.”[footnoteRef:80]  Banks specifically are expected to “obtain information at account opening sufficient to develop an understanding of normal and expected activity for the customer’s occupation or business operations.”[footnoteRef:81]  In short, to understand the types of transactions in which a particular customer would normally be expected to engage necessarily requires an understanding of the nature and purpose of the customer relationship, which informs the baseline against which aberrant, suspicious transactions are identified.  It was this fundamental expectation that FinCEN sought to encapsulate in its articulation of the third element.  Moreover, as FinCEN stated in the proposal, in some circumstances an understanding of the nature and purpose of a customer relationship can also be developed by inherent or self-evident information about the product or customer type, such as the type of customer, the type of account opened, or the service or product offered, or other basic information about the customer, and such information may be sufficient to understand the nature and purpose of the relationship.  We further noted that, depending on the facts and circumstances, other relevant facts could include basic information about the customer, such as annual income, net worth, domicile, or principal occupation or business, as well as, in the case of longstanding customers, the customer’s history of activity. [80:  31 CFR 1020.320(a)(2)(iii); see also 31 CFR 1023.320(a)(2)(iii), 1024.320(a)(2)(iii), and 1026.320(a)(2)(iii).]  [81:  FFIEC Manual at 57.] 

Regarding the fourth element, conducting ongoing monitoring to maintain and update customer information and to identify and report suspicious transactions, we noted our understanding that, as with the third element, current industry practice to comply with existing expectations for SAR reporting should already satisfy this proposed requirement.  Banks are expected to have in place internal controls to “provide sufficient controls and monitoring systems for timely detection and reporting of suspicious activity.”[footnoteRef:82]  In short, the proposal served to codify existing supervisory and regulatory expectations for banks as explicit requirements within FinCEN’s AML program requirement in order to make clear that the minimum standards of CDD, as articulated, include ongoing monitoring of all transactions by, at, or through the financial institution.  As proposed, the obligation to update customer information as a result of monitoring would generally only be triggered when the financial institution becomes aware of information about the customer in the course of normal monitoring relevant to assessing the risk posed by a customer; it was not intended to impose a categorical requirement to update customer information on a continuous or ongoing basis using the Certification Form in Appendix A or by another means. [82:  Id.at 29-30.] 

Commenters raised a number of points about FinCEN’s proposal to expressly incorporate the third and fourth elements of CDD as a “fifth pillar” into the AML program rules.  Some questioned whether FinCEN had the statutory authority to adopt these amendments to the program rules. A few commenters expressed general approval of this approach but sought clarification of its application, while other commenters opposed the codification of existing regulatory expectations, questioning the need to do so in light of current regulatory expectations. Some commenters raised concerns about FinCEN’s articulation of the ongoing monitoring requirement, contending that the element as proposed imposed an obligation to continuously update customer information. We address these comments and provide additional clarification for banks below.
A few commenters challenged FinCEN’s statutory authority to amend the AML program rules in this fashion.  They argued principally that FinCEN’s actions exceeded the scope of its statutory authority because it proposed to incorporate into the regulations implementing the AML program, elements not found in the authorizing statute, 31 U.S.C. 5318(h). This argument is not supported by a plain reading of the statutory text.  Section 5318(h)(1) provides in relevant part that “each financial institution shall establish anti- money laundering programs, including, at a minimum—[the four statutory pillars]….” (emphasis added).  And section 5318(h)(2) further provides that “[t]he Secretary of the Treasury, after consultation with the appropriate Federal functional regulator … may prescribe minimum standards for programs established under paragraph (1)….” The first clause by its terms does not limit an AML program exclusively to the four enumerated statutory elements, and the statutory scheme clearly vests the Secretary[footnoteRef:83] with discretion to adapt the AML program to changing circumstances as warranted after consultation with the Federal functional regulators.  FinCEN’s actions today fall squarely within the scope of its statutory delegation of authority from the Secretary and the plain language of Section 5318(h)(1). [83:  As noted above, the Secretary has delegated to the Director of FinCEN the authority to implement the BSA and associated regulations.] 

One commenter asserted that the creation of this new “fifth pillar” separate from the other elements of CDD that are already incorporated into the “internal controls” pillar, could complicate how existing internal controls are identified and managed, possibly requiring the revision of existing systems and programs, including training and audit functions, thereby needlessly consuming banks’ AML resources.  As described at greater length above and below, FinCEN views the fifth pillar as nothing more than an explicit codification of existing expectations; as these expectations should already be taken into account in a bank’s internal controls, FinCEN would expect the confusion caused by this codification, if any, to be minimal.  Furthermore, FinCEN believes that, in order to bring uniformity and consistency across sectors, it is important that these due diligence elements be made explicit, and that they be part of the AML program of depository institutions (as well as of the other covered financial institutions).  We believe that harmonizing these requirements across financial sectors will strengthen the system as a whole, by further limiting opportunities for inconsistent application of unclear or unexpressed expectations.  The same commenter also asserted that imposing this requirement unilaterally “places FinCEN at odds with the prudential regulators.”  However, FinCEN notes that the proposed CDD rule as well as this final rule, were issued after consultation with the staffs of the prudential regulators.
Most bank commenters did not raise objections to the concept of a customer risk profile. The banks that commented on this issue noted generally that they understood the concept as it applied to their industry.  One commenter subject to AML requirements for banks, broker-dealers, mutual funds, and insurance companies raised concerns that the concept of a customer risk profile implicated personal privacy interests and that information about personal attributes of customers could be used for inappropriate profiling.  We reiterate here that for banks, the term “customer risk profile” is used to refer to the information gathered about a customer to develop the baseline against which customer activity is assessed for suspicious transaction reporting.  As such, we would not expect there to be any significant changes to current practice that is consistent with existing expectations and requirements, and certainly not in the form of inappropriate profiling.
A few commenters raised objections to the ongoing monitoring element in the proposal, contending that, as articulated, it was inconsistent with current requirements or expectations regarding the monitoring of customers and transactions and appeared to impose a new requirement to monitor, maintain, and update customer information on a continuous basis.  Commenters also requested that FinCEN clarify the relationship between ongoing monitoring and updating beneficial ownership information, asserting that the expectation articulated in the proposal that financial institutions should update beneficial ownership information in connection with ongoing monitoring was unclear.  As we noted in the proposal and above, the purpose of articulating the requirement regarding updating customer information was to codify existing practice relating to ongoing monitoring, and not to impose a new categorical requirement to continuously update customer information.  However, we agree with the commenters that this element as presented in the proposal could be construed in this fashion. Thus, the final rule amends the ongoing monitoring prong to state that ongoing monitoring is conducted to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information.  For these purposes, customer information shall include information regarding the beneficial owners of legal entity customers (as defined in § 1010.230).  We believe that this change to the ongoing monitoring clause better encapsulates current practice in the AML/CFT area, and therefore, the nature of the obligation—that is, financial institutions are presently expected to conduct a monitoring-triggered update of customer information when they detect information during the course of their normal monitoring relevant to assessing or reevaluating the risk of a customer relationship. Such information could include, e.g., a significant and unexplained change in customer activity.  It could also include information indicating a possible change in beneficial ownership, when such change might be relevant to assessing the risk posed by the customer.  In any such event, it is appropriate to update the customer information accordingly.  As we noted in the proposal, including the ongoing monitoring element in the AML program rules serves to reflect existing practices to satisfy SAR reporting obligations.  Although the beneficial ownership information collection requirement was not in place at the time of the proposal, this information may be relevant in assessing the risk posed by the customer and in assessing whether a transaction is suspicious.  Moreover, FinCEN believes it is also consistent that this updating requirement should apply not only to customers with new accounts, but also to customers with accounts existing on the Applicability Date. That is, should the financial institution learn as a result of its normal monitoring that the beneficial owner of a legal entity customer may have changed, it should identify the beneficial owner of such customer.  For example, we can envision a situation where an unexpected transfer of all of the funds in a legal entity’s account to a previously unknown individual would trigger an investigation in which the bank learns that the funds transfer was directly related to a change in the beneficial ownership of the legal entity.[footnoteRef:84]  FinCEN emphasizes that the obligation to update customer information pursuant to this provision, including beneficial ownership information, is triggered only when, in the course of its normal monitoring, the financial institution detects information relevant to assessing the risk posed by the customer; it is not intended to impose a categorical requirement to update customer or beneficial ownership information on a continuous or ongoing basis. [84:  The same changes are being made to the ongoing monitoring provisions of the AML program rules for the other covered financial institutions.] 

One commenter asserted that it would be difficult to conceive of a scenario where the ongoing monitoring of transactions would provide information to a financial institution indicating a potential change in beneficial ownership. Accordingly, the commenter suggested that we link the expectation to update beneficial ownership information only to monitoring of the customer relationship.  We generally agree with the notion that it is unlikely that transaction monitoring will uncover information suggestive of a change of beneficial ownership, because such monitoring generally does not tend to provide insight into the transfer of ownership or operational control. Nevertheless, we do not believe that a categorical exclusion of beneficial ownership information from this element would be appropriate.  First, FinCEN believes that the revision of the ongoing monitoring element for the final rule as described above largely addresses this concern— as we have noted repeatedly, our requirement is consistent with current practice, and we expect monitoring-triggered updating of beneficial ownership information (as with other 
customer information) only to occur on a risk basis when material information about a change in beneficial ownership is uncovered during the course of a bank’s normal monitoring (whether of the customer relationship or of transactions).  As noted in the preceding paragraph, there may be unusual cases where transaction monitoring might lead to information about a possible change in beneficial ownership, and we are therefore unwilling to categorically foreclose this avenue of inquiry. However, there is no expectation that a financial institution obtain updated beneficial ownership information from its customers on a regular basis, whether by using the Certification Form in Appendix A or by any other means.
This commenter also expressed concern about subjecting all account relationships to the requirement to monitor to identify and report suspicious transactions, contending that this implied a uniform requirement for monitoring transactions that was inconsistent with the risk-based approach.  Therefore, the commenter requested that FinCEN expressly articulate that ongoing monitoring be conducted pursuant to the risk-based approach.  We clarify first that our expectation that all accounts be subject to ongoing monitoring does not mean that we expect all accounts to be subject to a uniform level of scrutiny.  Rather, we fully expect financial institutions to apply the risk-based approach in determining the level of monitoring to which each account will be subjected. Thus, consistent with current practice, we would expect the level of monitoring to vary across accounts based on the financial institution’s assessment of the risk associated with the customer and the account.  We also noted that all account relationships would be subject to this requirement merely to reflect the fact that all accounts must necessarily be monitored in some form in order to comply with existing SAR requirements, and not only those subject to the CIP rule.

Section 1023.210 Anti-money laundering program requirements for brokers or dealers in securities.  The structural changes to this section, as well as the rationale for these amendments, are identical to those articulated for banks above.[footnoteRef:85] [85:  As we noted in the proposal, FinCEN’s current AML program rule for broker-dealers differs from the current program rule issued by FINRA, principally because FINRA has included as a pillar within its AML program rule a requirement with respect to suspicious activity reporting. This integrated treatment of the SAR requirement also differs from the practice of the other financial sectors covered by this rulemaking.  We reiterate that FinCEN is not proposing to incorporate, as FINRA has done, a SAR reporting requirement as a separate pillar within the AML program rules, as the existing stand-alone SAR obligation within FinCEN’s regulations is sufficient. However, the decision to not include a SAR requirement within the program rules is not meant to affect its treatment in any way within the FINRA rule.] 

As in the case of banks described above, FinCEN emphasizes that the incorporation of these elements is intended to explicitly articulate current practices consistent with existing regulatory and supervisory expectations.  Thus, understanding the nature and purpose of customer relationships encapsulates practices already generally undertaken by securities firms to know and understand their customers.  In the proposal, we observed that under the existing requirement for financial institutions to report suspicious activity, they must file SARs on a transaction that, among other things, has no business or apparent lawful purpose or is not the sort in which the particular customer would normally be expected to engage.[footnoteRef:86]  To understand the types of transactions in which a particular customer would normally be expected to engage necessarily requires an understanding of the nature and purpose of the customer relationship, which informs the baseline against which aberrant, suspicious transactions are identified.  As described at greater length below, however, we understand that this type of assessment may not necessarily be contemporaneous. [86:  31 CFR 1020.320(a)(2)(iii); see also 31 CFR 1023.320(a)(2)(iii), 1024.320(a)(2)(iii), and 1026.320(a)(2)(iii).] 

For example, as a part of their due diligence at account opening, broker-dealers are expected to, inter alia, “inquire about the source of the customer’s assets and income so that the firm can determine if the inflow and outflow of money and securities is consistent with the customer’s financial status,” as well as “gain an understanding of what the customer’s likely trading patterns will be, so that any deviations from the patterns can be detected later on, if they occur.”[footnoteRef:87]  And as FinCEN stated in the proposal, in some circumstances an understanding of the nature and purpose of a customer relationship can also be developed by inherent or self-evident information about the product or customer type, or basic information about the customer, and such information may be sufficient to understand the nature and purpose of the relationship. We further noted that, depending on the facts and circumstances, other relevant facts could include basic information about the customer, such as annual income, net worth, domicile, or principal occupation or business, as well as, in the case of longstanding customers, the customer’s history of activity.  For example, FinCEN understands that some securities firms sometimes use suitability information gathered pursuant to FINRA Rule 2111 in determining whether a given transaction is one which would be expected from a particular customer.  It is these types of current practices that FinCEN sought to encapsulate in its articulation of the third element. [87:  Nat’l Ass’n of Securities Dealers, Special NASD Notice to Members 02-21 7 (Apr. 2002).] 

Regarding the fourth element as proposed in the NPRM, conducting ongoing monitoring to maintain and update customer information and to identify and report suspicious transactions, we noted our understanding and expectation that, as with the third element, current industry practice for SAR reporting should already satisfy this proposed requirement.  In short, the proposal was intended to codify existing supervisory and regulatory expectations as explicit requirements within FinCEN’s AML program requirement, in order to make clear that the minimum standards of CDD, as articulated, include ongoing monitoring of all transactions by, at, or through the financial institution.
Securities industry commenters raised a number of concerns about the proposed fifth pillar as it would apply to their industry.  A few commenters sought clarification of the concept of a customer risk profile, as well as of how the nature and purpose of customer relationships were to be understood for customers of broker-dealers.  Commenters also requested that FinCEN clarify the extent of the ongoing monitoring requirement for the securities industry.
Commenters asked that FinCEN clarify or define what constitutes a customer risk profile, noting that the term is not commonly used in the securities industry. One commenter noted that while some securities firms assign risk scores to customers, the practice is not mandated by regulation and not widely adopted in the industry; thus, this commenter opposed imposing such a categorical requirement. As it does for banks, the term “customer risk profile” is used to refer to the information gathered about a customer to develop the baseline against which customer activity is assessed for suspicious transaction reporting.  Depending on the firm and the nature of its business, it may appropriately take the form of individualized risk scoring, placement of customers into risk categories, or some other method of assessing customer risk. We note that neither the Federal securities laws nor FINRA rules explicitly require firms to create a formal risk “score” for all customers.  However there is a basic expectation that members of the industry understand the risks posed by their customers and be able to demonstrate this understanding.  As with banks, we do not expect the customer risk profile to necessarily be integrated into existing monitoring systems to serve as the baseline for identifying and assessing suspicious transactions on a contemporaneous basis. Rather, we expect broker- dealers to utilize the customer risk profile as necessary or appropriate during the course of complying with their SAR requirements—as we understand is consistent with the general current practice—in order to determine whether a particular transaction is suspicious.
On a related note, commenters also requested that FinCEN clarify the manner in which understanding the nature and purpose of customer relationships would apply to broker-dealers, particularly with respect to how such information would relate to existing transaction monitoring practices.  They claimed that most existing monitoring systems in the securities industry identify typologies of suspicious activity, such as market manipulation or money movements, in a manner that does not depend on a concurrent understanding of the customer to trigger an alert.  Accordingly, commenters stated that because such customer information is not always necessary for the initial recognition of suspicious activity, it is generally not integrated into these monitoring systems.  Thus, one commenter asked FinCEN to clarify that nature and purpose information would not be required for use in transaction monitoring.
We note that understanding the nature and purpose of customer relationships does not necessarily require broker-dealers to integrate customer information into transaction monitoring systems in all instances. Rather, as it relates to broker-dealers’ SAR requirements, we expect this information to be used at least in some cases in determining whether a particular flagged transaction is suspicious.  As a part of broker-dealers’ SAR reporting obligations, they must necessarily have an understanding of the nature and purpose of a customer relationship in order to determine whether a transaction is not the sort in which the particular customer would normally be expected to engage.[footnoteRef:88]  FinCEN understands that many broker-dealers use this information during the course of an investigation into suspicious activity triggered by transaction monitoring, i.e., after and not necessarily concurrent with transaction monitoring; accordingly, based on our understanding of these practices, we generally do not expect that such firms would need to change these practices in order to be in compliance with this requirement. [88:  31 CFR 1023.320(a)(2).] 

One commenter questioned the need to incorporate the nature and purpose element into the AML program rules for broker-dealers if it is an inherent part of suspicious activity reporting.  This commenter noted its concern that express incorporation of this element into the AML program rules might require changes to broker-dealers’ account opening procedures in order to demonstrate compliance with this provision, and requested that FinCEN clarify its reasons for amending the AML program rules in this way.  As we noted above, FinCEN believes that, in order to bring uniformity and consistency across sectors, it is important that these due diligence elements be made explicit, and that they be part of the AML program of broker-dealers in securities (as well as of the other covered financial institutions).  We believe that harmonizing these requirements across financial sectors will strengthen the system as a whole, by further limiting opportunities for inconsistent application of unclear or unexpressed expectations. FinCEN further expects that broker-dealers would generally not need to alter their account opening procedures to satisfy this requirement to the extent that broker-dealers are compliant with existing supervisory or regulatory expectations as discussed herein.
Commenters also requested that FinCEN clarify the nature of the ongoing monitoring requirement.  One commenter urged FinCEN to remove the clause pertaining to maintaining and updating customer information because securities firms do not currently have an obligation to conduct ongoing monitoring to update customer information.  Another urged FinCEN to limit the obligation to update customer information to “negative-event” triggers discovered during the course of monitoring. We believe that the clarifying changes made to the ongoing monitoring clause for the final AML program rules for all covered financial institutions and described above in the discussion of banks addresses these concerns.  The final rule states that ongoing monitoring is conducted to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information.  For these purposes, customer information shall include information regarding the beneficial owners of legal entity customers (as defined in § 1010.230).  As discussed above for banks, broker-dealers are presently expected to conduct a monitoring-triggered update of customer information when they learn of material information relevant to assessing the risk of a customer relationship during the course of their normal monitoring.  Under this rule, financial institutions shall include beneficial ownership information in the customer information to be updated, in cases where a change in such information could affect the risk presented by the customer, since such information could be relevant to assessing customer risk.  As we noted in the proposal, including the ongoing monitoring element in the AML program rules served to reflect existing practices to satisfy SAR reporting obligations. Although the beneficial ownership information collection requirement was not in place at the time of the proposal, this information may be relevant in assessing the risk posed by the customer and in assessing whether a transaction is suspicious.  Moreover, FinCEN believes it is also consistent that this requirement should apply not only to customers with new accounts, but also to customers with accounts existing on the Applicability Date.  That is, should the financial institution detect as a result of its normal monitoring that the beneficial owner of a legal entity customer may have changed, it should identify the beneficial owner of such customer, whether or not it has already done so. For example, we can envision a situation where an unexpected transfer of all of the funds in a legal entity’s account to a previously unknown individual would trigger an investigation in which the financial institution learns that the funds transfer was directly related to a change in the beneficial ownership of the legal entity.[footnoteRef:89]  FinCEN emphasizes that the obligation to update customer information pursuant to this provision, including beneficial ownership information, is triggered only when, in the course of its normal monitoring, the financial institution detects information relevant to assessing the risk posed by the customer; it is not intended to impose a categorical requirement to update customer or beneficial ownership information on a continuous or ongoing basis. [89:  The same changes are being made to the ongoing monitoring provisions of the AML program rules for the other covered financial institutions.] 


Section 1024.210 Anti-money laundering program requirements for mutual funds.  The structural changes to this section, as well as the rationale for these amendments, are identical to those articulated for banks and broker-dealers above.  However, as an initial matter, FinCEN notes that, unlike the situation for other covered financial institutions, a relatively small proportion of a mutual fund’s underlying customers purchase their shares directly from the fund.  Rather, the great majority of mutual fund investors purchase shares through an intermediary, such as a securities broker-dealer, and therefore the mutual fund has no direct relationship with them. In addition, of all the legal entity customers of a mutual fund, a significant number are typically financial intermediaries (e.g., securities broker-dealers), most of which are regulated.  Such intermediaries are nonetheless subject to a mutual fund’s AML program, which requires the application of risk-based due diligence.  Of those legal entity customers that are not financial intermediaries, a substantial number are in many cases corporations that are administering benefit plans for their employees (or administrators doing this on behalf of such employers); these relationships are also subject to risk-based due diligence. Thus, FinCEN understands that any legal entities that are direct customers of a fund, and not any type of intermediary, would comprise a relatively small portion of its direct customers, and FinCEN expects that such non-intermediary legal entity customers would be subject to a different risk assessment than intermediary customers for due diligence purposes. The following discussion of mutual fund customer relationships must be read in this context.
As in the case of banks and broker-dealers as described above, FinCEN emphasizes that the incorporation of these elements serves only to articulate current practice consistent with existing regulatory and supervisory expectations.  Thus, understanding the nature and purpose of customer relationships encapsulates practices already generally undertaken by mutual funds to know and understand their customers. In the proposal, we observed that under the existing requirement for financial institutions to report suspicious activity, they must file SARs on a transaction that, among other things, has no business or apparent lawful purpose or is not the sort in which the particular customer would normally be expected to engage.[footnoteRef:90]  To understand the types of transactions in which a particular customer would normally be expected to engage necessarily requires an understanding of the nature and purpose of the customer relationship, which informs the baseline against which aberrant, suspicious transactions are measured. As FinCEN stated in the proposal, depending on the facts and circumstances, other relevant facts could include basic information about the customer, such as annual income, net worth, domicile, or principal occupation or business, as well as, in the case of longstanding customers, the customer’s history of activity.  Furthermore, in some circumstances an understanding of the nature and purpose of a customer relationship can also be developed by inherent or self-evident information about the product or customer type, or basic information about the customer, and such information may be sufficient to understand the nature and purpose of the relationship. [90:  31 CFR 1024.320(a)(2)(iii).] 

This final point is particularly relevant for the mutual fund industry.  As commenters from the industry noted, mutual funds are best understood as a form of financial product rather than as an institution providing financial services or investment advice.  We understand that much of a mutual fund’s understanding of the nature and purpose of a customer relationship arises predominantly from the customer’s initial decision to invest in a mutual fund, as reflected largely by the customer’s choice of product.  As with banks and broker-dealers, such customer information is not necessarily used as a contemporaneous point of comparison in monitoring systems.  However, as with banks and broker-dealers, we also understand that many mutual funds use this information during the course of an investigation into suspicious activity triggered by transaction monitoring, i.e., after and not concurrent with transaction monitoring; we would not generally expect such firms to change their practices in order to comply with this requirement.  It was this fundamental established practice that FinCEN sought to encapsulate in its articulation of the third element.  Accordingly, we expect this element to be construed fully consistently with the SAR rule and associated guidance for mutual funds.[footnoteRef:91]  As with banks and broker-dealers, the term “customer risk profile” means information gathered about a customer to develop the baseline against which customer activity is assessed for suspicious transaction reporting.  We also do not expect the customer risk profile to necessarily be integrated into existing monitoring systems to serve as the baseline for understanding suspicious transactions on a contemporaneous basis (as described with regard to banks and broker-dealers).  Rather, we expect mutual funds to utilize the customer risk profile as necessary or appropriate during the course of complying with their SAR requirements—as we understand is consistent with the general current practice—in order to determine whether a particular transaction is suspicious. [91:  See 74 FR 26213, 26216 n.29 (May 4, 2006); Frequently Asked Questions, Suspicious Activity Report Requirements for Mutual Funds, FIN-2006-G013 (Oct. 4, 2006).] 

Regarding the fourth element as proposed in the NPRM, conducting ongoing monitoring to maintain and update customer information and to identify and report suspicious transactions, we noted our understanding that, as with the third element, current industry expectations for SAR reporting should already satisfy this proposed requirement.  In short, we intended the proposal to codify existing supervisory and regulatory expectations as explicit requirements within FinCEN’s AML program requirement in order to make clear that the minimum standards of CDD, as articulated, include ongoing monitoring of all transactions by, at, or through the financial institution. As proposed, the obligation to update customer information in the course of monitoring would generally only be triggered when the financial institution became aware of information as part of its normal monitoring relevant to assessing the risk posed by a customer; it was not intended to impose a categorical requirement to update customer information on a continuous or ongoing basis.  Because of the structural ambiguities in the proposal as articulated above, we have also amended the ongoing monitoring prong for the final rule for mutual funds.  The final rule states that ongoing monitoring is conducted to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information.  For these purposes, customer information shall include information regarding the beneficial owners of legal entity customers (as defined in § 1010.230).
As described above in the sections addressing banks and broker-dealers, we believe that this change to the ongoing monitoring provision is more consistent with current practice, and therefore, with the nature of the obligation—that is, when mutual funds detect information relevant to assessing the risk of a customer relationship during the course of their normal monitoring, they would then be expected to update customer information.  Consistent with the new requirement to collect beneficial ownership information in this rulemaking, such customer information would include beneficial ownership information, and would apply to new customers as well as those existing on the Applicability Date.

Section 1026.210 Anti-money laundering program requirements for futures commission merchants and introducing brokers in commodities.  The structural changes to this section, as well as the rationale for these amendments, are identical to those articulated for other covered financial institutions described above.
As in the case of the other covered financial institutions, FinCEN reiterates that the incorporation of these elements is intended to explicitly articulate current practices consistent with existing regulatory and supervisory expectations. Thus, understanding the nature and purpose of customer relationships encapsulates practices already generally undertaken by futures firms to know and understand their customers.  In the proposal, we observed that under the existing requirement for financial institutions to report suspicious activity, they must file SARs on a transaction that, among other things, has no business or apparent lawful purpose or is not the sort in which the particular customer would normally be expected to engage.[footnoteRef:92]  To understand the types of transactions in which a particular customer would normally be expected to engage necessarily requires the futures commission merchant or introducing broker to have an understanding of the nature and purpose of the customer relationship, which informs the baseline against which aberrant, suspicious transactions are identified.  As described at greater length below, we understand that for the futures industry, this may not necessarily be a contemporaneous assessment. [92:  31 CFR 1020.320(a)(2)(iii); see also 1023.320(a)(2)(iii), 1024.320(a)(2)(iii), and 1026.320(a)(2)(iii).] 

For example, under the National Futures Association’s (NFA) AML Interpretive Notice, futures commission merchants and introducing brokers are expected to understand the nature and purpose of their customer relationships to inform their suspicious activity reporting:  “recognizing suspicious transactions requires familiarity with the firm’s customers, including the customer’s business practices, trading activity and patterns.  What constitutes a suspicious transaction will vary depending on factors such as the identity of the customer and the nature of the particular transaction.”[footnoteRef:93]  And as FinCEN stated in the proposal, in some circumstances an understanding of the nature and purpose of a customer relationship can also be developed by inherent or self-evident information about the product or customer type, or basic information about the customer, and such information may be sufficient to understand the nature and purpose of the relationship.  It also may vary depending on the type of entity opening the account. For example, a clearing futures commission merchant at account opening would be focused on the creditworthiness of the customer, and not necessarily trading patterns, as the trades would be executed through an executing futures commission merchant. The nature and purpose of the relationship for the clearing futures commission merchant would be a clearing account for futures and options transactions.  We further noted and understand that, depending on the facts and circumstances, relevant information regarding the customer obtained under NFA Compliance Rule 2-30 and CFTC Rule 1.37(a)(1) could include basic information about the customer such as annual income, net worth, domicile, or principal occupation or business, as well as, in the case of longstanding customers, the customer’s history of activity.  Such information could be useful to understand the nature and purpose of the customer relationship, and to determine whether a given transaction is one which would be expected from a particular customer.  It is these types of current practices that FinCEN sought to encapsulate in its articulation of the third element. [93:  National Futures Association Compliance Rule 2-9: FCM and IB Anti-Money Laundering Program Interpretive Notice.] 

Regarding the fourth element as proposed in the NPRM, conducting ongoing monitoring to maintain and update customer information and to identify and report suspicious transactions, we noted our understanding and expectation that, as with the third element, current industry practice for SAR reporting should already satisfy this proposed requirement.  In short, the proposal served to codify existing supervisory and regulatory expectations as explicit requirements within FinCEN’s AML program requirement in order to make clear that the minimum standards of CDD, as articulated, include ongoing monitoring of all transactions by, at, or through the financial institution. As proposed, the obligation to update customer information in the course of monitoring would generally only be triggered when the financial institution became aware of information as a result of its normal monitoring relevant to assessing the risk posed by a customer; it was not intended to impose a categorical requirement to update customer information on a continuous or ongoing basis.  Because of the structural ambiguities in the proposal as articulated above, we have also amended the ongoing monitoring prong for the final rule for futures commission merchants and introducing brokers. The final rules states that ongoing monitoring is conducted to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information.  For these purposes, customer information shall include information regarding the beneficial owners of legal entity customers (as defined in § 1010.230).
As described in the sections above pertaining to banks, securities broker-dealers, and mutual funds, we believe that this change better articulates current practice and, therefore, the nature of the obligation—that is, when futures firms detect information relevant to assessing the risk of a customer relationship during the course of their normal monitoring, they then would be expected to update customer information.
A commenter representing the futures industry raised a number of concerns about the third and fourth elements of CDD as put forth in the proposal.
The commenter challenged FinCEN’s authority to amend the AML program rules in this fashion, contending principally that it was outside FinCEN’s authority to incorporate non-BSA regulatory schemes—specifically, suitability and know-your- customer rules that we cited in the proposal when describing current practices at futures firms for understanding customers—into BSA regulations.  First, FinCEN reaffirms, as described above, its general statutory authority to amend the AML program rules by adding elements beyond those specifically listed in the statute.  We also reject the notion that amending the AML program rules in this way is an incorporation-by-reference of other regulatory schemes outside of the scope of FinCEN’s statutory authority.  Our citation to CFTC and NFA rules in the proposal served only to reflect that “this information could be relevant for understanding the nature and purpose of customer relationships,”[footnoteRef:94] and would also be relevant for compliance with NFA Compliance Rule 2-9.  Recognition of the relevance of this information is not tantamount to mandating the inclusion of these other regulatory schemes into BSA regulations.  As we noted above, we understand that as a matter of practice some futures firms use this information to understand the nature and purpose of the customer relationship, but the fifth element does not require that such information be integrated into futures firms’ AML monitoring programs on a contemporaneous basis, as a matter of regulatory compliance or expectation. [94:  79 FR at 45163 n.51.] 

This commenter also requested that FinCEN clarify what constitutes a customer risk profile, noting that the term is not commonly used in the AML context in the futures industry. The commenter urged FinCEN to remove this term from the final rule or provide additional opportunities for comment because of this lack of understanding.  As it does for banks, broker-dealers, and mutual funds, the term “customer risk profile” refers to the information gathered about a customer to develop the baseline against which customer activity is assessed for suspicious transaction reporting.  We note that neither the Federal futures laws nor the National Futures Association’s rules explicitly require firms to create a “customer risk profile” or a formal risk “score” for all customers.  However, there is a basic expectation that members of the industry understand the risks posed by their customers and be able to demonstrate this understanding.  As with banks, broker-dealers, and mutual funds, we do not expect a customer risk profile to necessarily be integrated into existing monitoring systems to serve as the baseline for understanding suspicious transactions on a contemporaneous basis. Rather, we expect futures commission merchants and introducing brokers to utilize the customer risk profile information as necessary or appropriate during the course of complying with their SAR requirements—as we understand is consistent with current practice—in order to determine whether a particular transaction is suspicious.  Because of this, we do not believe it is necessary to eliminate the term nor provide additional opportunity for comment.
In addition, the commenter also requested that FinCEN clarify the nature of the ongoing monitoring requirement, contending that it would be burdensome if FinCEN intended by this element to require continuous monitoring for the purpose of updating customer information.  We believe that the clarifying changes made to the ongoing monitoring clause for the final rule, discussed above, address this concern.
Finally, the commenter requested that FinCEN clarify the significance of the distinction between the terms “account” and “customer” with respect to the statement in the proposal that the fifth pillar not be limited only to customers for purpose of the CIP rules, but rather, extend to all accounts established by the institution. This commenter urged FinCEN to clarify this point particularly with respect to guidance for the futures industry, stating that CIP obligations do not apply to executing brokers in give-up arrangements and omnibus relationships, concerned that the fifth pillar might otherwise supersede the guidance.  We noted that all account relationships, and not only those which are “accounts” within the CIP rule definition, would be subject to this requirement merely to reflect that all accounts must necessarily be monitored in some form in order to comply with existing SAR requirements.[footnoteRef:95] [95:  Although a futures commission merchant’s customer identification program will not apply when it is operating solely as an executing broker in a give-up arrangement, the futures commission merchant’s anti-money laundering program should contain risk-based policies, procedures, and controls for assessing the money laundering risk posed by its operations, including its execution brokerage activities; for monitoring and mitigating that risk; and for detecting and reporting suspicious activity.” FIN-] 
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[bookmark: _Toc50452426] FIN-2020-G002 Issued: August 3, 2020 Subject: Frequently Asked Questions Regarding Customer Due Diligence (CDD) Requirements for Covered Financial Institutions. 
The Financial Crimes Enforcement Network (FinCEN), in consultation with the federal functional regulators, is issuing responses to three frequently asked questions (FAQs) regarding customer due diligence requirements for covered financial institutions. These FAQs clarify the regulatory requirements related to obtaining customer information, establishing a customer risk profile, and performing ongoing monitoring of the customer relationship in order to assist covered financial institutions with their compliance obligations in these areas. These FAQs are in addition to those that were published on July 19, 2016 and April 3, 2018. For further information regarding customer due diligence requirements, including the Customer Due Diligence Requirements for Financial Institutions1 1. See 31 U.S.C § 5318(h) and 31 CFR § 1010.210 for anti-money laundering program requirements, and, as applied to specific financial institutions, in 31 CFR §§ 1020.210, 1021.210, 1022.210, 1023.210, 1024.210, 1025.210, 1026.210, 1027.210, 1028.210, 1029.210, and 1030.210. 
(the “CDD Rule”), please see FinCEN’s CDD webpage. 
I. Customer Information – Risk-Based Procedures 
Q1: Is it a requirement under the CDD Rule that covered financial institutions: 
-collect information about expected activity on all customers at account opening, or on an ongoing or periodic basis; 
-conduct media searches or screening for news articles on all customers or other related parties, such as beneficial owners, either at account opening, or on an ongoing or periodic basis; or 
-collect information that identifies underlying transacting parties when a financial institution offers correspondent banking or omnibus accounts to other financial institutions (i.e., a customer’s customer)? 

A. The CDD Rule does not categorically require (1) the collection of any particular customer due diligence information (other than that required to develop a customer risk profile, conduct monitoring, and collect beneficial ownership information); (2) the performance of media searches or particular screenings; or (3) the collection of customer information from a financial institution’s clients when the financial institution is a customer of a covered financial institution. A covered financial institution may assess, on the basis of risk, that a customer’s risk profile is low, and that, accordingly, additional information is not necessary for the covered financial institution to develop its understanding of the nature and purpose of the customer relationship. In other circumstances, the covered financial institution might assess, on the basis of risk, that a customer presents a higher risk profile and, accordingly, collect more information to better understand the customer relationship. Covered financial institutions must establish policies, procedures, and processes for determining whether and when, on the basis of risk, to update customer information to ensure that customer information is current and accurate. Information collected throughout the relationship is critical in understanding the customer’s transactions in order to assist the financial institution in determining when transactions are potentially suspicious. 
II. Customer Risk Profile 
Q2: Is it a requirement under the CDD Rule that covered financial institutions: 
-use a specific method or categorization to risk rate customers; or 
-automatically categorize as “high risk” products and customer types that are identified in government publications as having characteristics that could potentially expose the institution to risks? 

A. It is not a requirement that covered financial institutions use a specific method or categorization to establish a customer risk profile. Further, covered financial institutions are not required or expected to automatically categorize as “high risk” products or customer types listed in government publications. Various government publications provide information and discussions on certain products, services, customers, and geographic locations that present unique challenges and exposures regarding illicit financial activity risks. However, even within the same risk category, a spectrum of risks may be identifiable and due d diligence measures may vary on a case-by-case basis. 3 
A covered financial institution should have an understanding of the money laundering, terrorist financing, and other financial crime risks of its customers to develop the customer risk profile. Furthermore, the financial institution’s program for determining customer risk profiles should be sufficiently detailed to distinguish between significant variations in the risks of its customers. There are no prescribed risk profile categories, and the number and detail of these categories can vary. 
III. Ongoing Monitoring of the Customer Relationship 
Q3: Is it a requirement under the CDD Rule that financial institutions update customer information on a specific schedule?
 A. There is no categorical requirement that financial institutions update customer information on a continuous or periodic schedule. The requirement to update customer information is risk based and occurs as a result of normal monitoring. Should the financial institution become aware as a result of its ongoing monitoring of a change in customer information (including beneficial ownership information) that is relevant to assessing the risk posed by the customer, the financial institution must update the customer information accordingly. Additionally, if this customer information is relevant to assessing the risk of a customer relationship, then the financial institution should reassess the customer risk profile/rating and follow established financial institutions policies, procedures, and processes for maintaining or changing the customer risk profile/rating. However, financial institutions, on the basis of risk, may choose to review customer information on a regular or periodic basis. 
For Further Information 
Questions or comments regarding the contents of this guidance should be addressed to the FinCEN Regulatory Support Section at frc@fincen.gov. Financial institutions wanting to report suspicious transactions that may potentially relate to terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556- 3974 (7 days a week, 24 hours a day). The purpose of the hotline is to expedite the delivery of this information to law enforcement. Financial institutions should immediately report any imminent threat to local-area law enforcement officials. 
The mission of the Financial Crimes Enforcement Network is to safeguard the financial system from illicit use, combat money laundering and its related crimes including terrorism, and promote national security through the strategic use of financial authorities and the collection, analysis, and dissemination of financial intelligence.
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Guidance


FIN-2016-G003
Issued: July 19, 2016
Subject: Frequently Asked Questions Regarding Customer Due Diligence Requirements for Financial Institutions





The Financial Crimes Enforcement Network (“FinCEN”) is issuing these FAQs to assist covered financial institutions in understanding the scope of the Customer Due Diligence Requirements for Financial Institutions,” published on May 11, 2016 (the “CDD Rule”), available at https://www.gpo.gov/fdsys/pkg/FR-2016-05-11/pdf/2016-10567.pdf. These FAQs provide interpretive guidance with respect to the CDD rule.  FinCEN intends to issue additional FAQs or guidance as appropriate.


Frequently Asked Questions (FAQs)

Question 1: Purpose of CDD Rule
Q:	Why is FinCEN issuing the CDD Rule?
A. FinCEN is issuing the CDD Rule to amend existing BSA regulations in order to clarify and strengthen customer due diligence requirements for certain financial institutions.  The CDD Rule outlines explicit customer due diligence requirements and imposes a new requirement for these financial institutions to identify and verify the identity of beneficial owners of legal entity customers, subject to certain exclusions and exemptions.  Within this construct, as stated in the preamble to the Rule, FinCEN intends that the legal entity customer identify its ultimate beneficial owner or owners and not “nominees” or “straw men.”
Question 2: Rule application
Q:	Does the CDD Rule apply to all financial institutions?
A:	No. The CDD Rule applies to covered financial institutions.
Question 3: Covered financial institutions
Q:	Which financial institutions are covered under the CDD Rule?
A:	For purposes of the CDD Rule, covered financial institutions are federally regulated banks and federally insured credit unions, mutual funds, brokers or dealers in securities, futures commission merchants, and introducing brokers in commodities.[footnoteRef:96] [96:  “Covered financial institution” is defined at 31 CFR 1010.605(e)(1).] 

Question 4: CDD requirements for covered financial institutions with respect to beneficial ownership
Q:	What are the requirements for covered financial institutions to collect beneficial ownership information?
A:	The CDD Rule requires covered financial institutions to establish and maintain written procedures that are reasonably designed to identify and verify the beneficial owners of legal entity customers. These procedures must enable the institution to identify the beneficial owners of each customer at the time a new account is opened, unless the customer is otherwise excluded or the account is exempted.  Also, the procedures must establish risk-based practices for verifying the identity of each beneficial owner identified to the covered financial institution, to the extent reasonable and practicable.  The procedures must contain the elements required for verifying the identity of customers that are individuals under applicable customer identification program (“CIP”) requirements.[footnoteRef:97] [97:  See 31 CFR 1020.220(a)(2), 31 CFR 1023.220(a)(2), 31 CFR 1024.220, and 31 CFR 1026.220(a)(2) for applicable
CIP requirements.] 

In short, covered financial institutions are now required to obtain, verify, and record the identities of the beneficial owners of legal entity customers.
Question 5: Amendments to the anti-money laundering (“AML” ) program requirements
Q:	Are there any changes to the AML program requirements for covered financial institutions in the Rule?
A: Yes. The CDD Rule amends the AML program requirements for each covered financial institution to explicitly require covered institutions to implement and maintain appropriate risk- based procedures for conducting ongoing customer due diligence, to include:
· understanding the nature and purpose of the customer relationships; and
· conducting ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information.
A covered financial institution’s AML program must include, at a minimum: (1) a system of internal controls; (2) independent testing; (3) designation of a compliance officer or individual(s) responsible for day-to-day compliance; (4) training for appropriate personnel; and (5) appropriate risk-based procedures for conducting ongoing CDD to understand the nature and purpose of customer relationships and to conduct ongoing monitoring to identify and report suspicious transactions, and, on a risk basis, to maintain and update customer information.
Question 6: Procedures for identification and verification of identity of beneficial owners
Q:	Must a covered financial institution’s procedures for identifying and verifying the identity of beneficial owners of legal entity customers be identical to its customer identification program?
A:	No.  However, the CDD Rule requires that the procedures, at a minimum, contain the same elements as required for verifying the identity of customers that are individuals under the applicable CIP rule. However, financial institutions may use photocopies or other reproductions of identification documents in the case of documentary verification.
Question 7: Anti-money laundering procedures
Q:	Are covered financial institutions required to include the procedures for identifying and verifying the identity of the beneficial owners of legal entity customers in the institution’s AML compliance program?
A:	Yes.  The CDD procedures must be included in the covered financial institution’s AML compliance program.
Question 8: Collection of beneficial ownership information
Q:	Are covered financial institutions required to collect any information about beneficial ownership from the legal entity customer?
A:	Yes.  Covered financial institutions must collect information on individuals who are beneficial owners of a legal entity customer in addition to the information they are required to collect on the customer under the CIP requirement.
Question 9: Definition of beneficial owner
Q:	Who is a beneficial owner?
A:	The Rule defines beneficial owner as each of the following:
· each individual, if any, who, directly or indirectly, owns 25% or more of the equity interests of a legal entity customer (i.e., the ownership prong); and
· a single individual with significant responsibility to control, manage, or direct a legal entity customer, including an executive officer or senior manager (e.g., a Chief Executive Officer, Chief Financial Officer, Chief Operating Officer, Managing Member, General Partner, President, Vice President, or Treasurer); or any other individual who regularly performs similar functions (i.e., the control prong).  This list of positions is illustrative, not exclusive, as there is significant diversity in how legal entities are structured.

Under this definition, a legal entity will have a total of between one and five beneficial owners (i.e., one person under the control prong and zero to four persons under the ownership prong).
Question 10: Collection of information for beneficial owners
Q:	Are covered financial institutions required to obtain information directly from the beneficial owners of legal entity customers?
A:	No.  The Rule requires financial institutions to obtain information about the beneficial owners of a legal entity from the individual seeking to open a new account at the covered financial institution on behalf of the legal entity customer.  This individual could, but would not necessarily, be a beneficial owner.
Question 11: Beneficial ownership information that must be collected for legal entity customers
Q:	What types of information are covered institutions required to collect on the beneficial owners of legal entity customers?
A:	As with CIP for individual customers, covered financial institutions must collect from the legal entity customer the name, date of birth, address, and social security number or other government identification number (passport number or other similar information in the case of foreign persons) for individuals who own 25% or more of the equity interest of the legal entity (if any), and an individual with significant responsibility to control/manage the legal entity at the time a new account is opened.
Question 12: Nominee owners
Q:	May a legal entity provide the identification of a nominee owner in response to a financial institution’s request for the identification of a beneficial owner?
A:	No.  As stated in the preamble to the Rule, FinCEN intends that the legal entity customer identify its ultimate beneficial owner or owners and not “nominees” or “straw men.” FinCEN reiterates that it is the responsibility of the legal entity customer to identify its ultimate beneficial owners and that the financial institution may rely upon the information provided, unless the institution has reason to question its accuracy.
Question 13: The control prong of the beneficial ownership requirement
Q:	What types of individuals satisfy the definition of a person with “significant responsibility to control, manage, or direct a legal entity customer?”
A:	Under the Rule, a legal entity must provide information on a control person with “significant responsibility to control, manage, or direct the company.”  The rule also provides examples of the types of positions that could qualify, including “[a]n executive officer or senior manager (e.g., a Chief Executive Officer, Chief Financial Officer, Chief Operating Officer, Managing Member, General Partner, President, Vice President, or Treasurer).” FinCEN’s expectation is that the control person identified must be a high-level official in the legal entity, who is responsible for how the organization is run, and who will have access to a range of information concerning the day-to-day operations of the company. The list of positions is illustrative, not exclusive.
Question 14: Definition of account
Q:	How is “account” defined in the CDD Rule?
A:	In order to maintain consistency with CIP, FinCEN added to the CDD Rule the same definition of the term “account” that is in the CIP rules for banks, brokers or dealers in securities, mutual funds, and futures commission merchants and introducing brokers in commodities.
Question 15: Definition of new account
Q:	What is a new account?
A:	The Rule defines a new account as each account opened at a covered financial institution by a legal entity customer on or after the May 11, 2018 applicability date.
Question 16: Application to Existing Accounts
Q:	Does a covered financial institution have to obtain beneficial information on existing accounts?
A:	No.  The rule does not cover existing accounts that were opened before the applicability date.
Question 17: Exemptions and limitations on exemptions
Q:	Are there any other type of accounts that are not covered by the CDD Rule?
A:	Yes.  Subject to certain limitations, covered financial institutions are also not required to identify and verify the identity of the beneficial owner(s) of a legal entity customer when the customer opens any of the following four categories of accounts:
· accounts established at the point-of-sale to provide credit products, solely for the purchase of retail goods and/or services at these retailers, up to a limit of $50,000;
· accounts established to finance the purchase of postage and for which payments are remitted directly by the financial institution to the provider of the postage products;
· accounts established to finance insurance premiums and for which payments are remitted directly by the financial institution to the insurance provider or broker; and
· accounts established to finance the purchase or lease of equipment and for which payments are remitted directly by the financial institution to the vendor or lessor of this equipment.

These exemptions will not apply under either of the following two circumstances:
· if the accounts are transaction accounts through which a legal entity customer can make payments to, or receive payments from, third parties.
· if there is the possibility of a cash refund for accounts opened to finance purchase of postage, insurance premium, or equipment leasing.  If there’s the possibility of a cash refund, the financial institution must identify and verify the identity of the beneficial owner(s) either at the initial remittance, or at the time such refund occurs.
Question 18: Collection of beneficial ownership information
Q:	Must covered financial institutions collect beneficial ownership information on all of the beneficial owners of a legal entity customer?
A:	Covered financial institutions must collect and verify the beneficial ownership information of each person who meets the definition under the ownership prong, and of one person under the control prong.  Under the ownership prong, covered financial institutions are required to collect the beneficial ownership information only for each individual who owns directly or indirectly 25% or more of the equity interest of a legal entity and under the control prong, for one individual with significant responsibility to control, manage, or direct the entity. However, the rule recognizes that there may be instances when no one individual owns 25% or more of the equity interest of the legal entity; in such instances, the financial institution is still required to collect the required information for one individual who controls, manages, or directs the legal entity customer.
Question 19: Certification Form
Q:	Are covered financial institutions required to use the Certification Form that is in Appendix A of the final CDD Rule?
A:	No.  The Certification Form is provided as an optional form that financial institutions may use to obtain the required beneficial ownership information. Financial institutions may choose to comply by using the sample Certification Form, using the institution’s own forms, or any other means that complies with the substantive requirements of this obligation.
Question 20: Definition of legal entity customer
Q:	Who is a legal entity customer?
A:	The Rule defines a legal entity customer as a corporation, limited liability company, other entity created by the filing of a public document with a Secretary of State or similar office, a general partnership, and any similar entity formed under the laws of a foreign jurisdiction that opens an account.  The definition also includes limited partnerships, business trusts that are created by a filing with a state office, and any other entity created in this manner.
A legal entity customer does not include sole proprietorships, unincorporated associations, or natural persons opening accounts on their own behalf.
Question 21: Exclusions from the definition of legal entity customer
Q:	Are there any entities that are excluded from the definition of the legal entity customer and for which a covered financial institutions is not required to obtain beneficial ownership information?
A:	Yes.  The CDD Rule excludes from the definition of legal entity customer certain entities that are subject to Federal or State regulation and for which information about their beneficial ownership and management is available from the Federal or State agencies, such as:

· Financial institutions regulated by a Federal functional regulator or a bank regulated by a State bank regulator;
· Certain exempt persons for purposes of the currency transactions reporting obligations:

· A department or agency of the United States, of any State, or of any political subdivision of a State;
· Any entity established under the laws of the United States, or any State, or of any political subdivision of any State, or under an interstate compact;
· Any entity (other than a bank) whose common stock or analogous equity interests are listed on the New York, American, or NASDAQ stock exchange;
· Any entity organized under the laws of the United States or of any State at least 51% of whose common stock or analogous equity interests are held by a listed entity;

· Issuers of securities registered under section 12 of the Securities Exchange Act of 1934 (SEA) or that is required to file reports under 15(d) of that Act;
· An investment company, as defined in section 3 of the Investment Company Act of 1940, registered with the U.S. Securities and Exchange Commission (SEC);
· An SEC-registered investment adviser, as defined in section 202(a)(11) of the Investment Advisers Act of 1940;
· An exchange or clearing agency, as defined in section 3 of the SEA, registered under section 6 or 17A of that Act;
· Any other entity registered with the SEC under the SEA;
· A registered entity, commodity pool operator, commodity trading advisor, retail foreign exchange dealer, swap dealer, or major swap participant, defined in section 1a of the Commodity Exchange Act, registered with the Commodity Futures Trading Commission;
· A public accounting firm registered under section 102 of the Sarbanes-Oxley Act.

Additional regulated entities:
· A bank holding company, as defined in section 2 of the Bank Holding Company Act of 1956 (12 USC 1841) or savings and loan holding company, as defined in section 10(n) of the Home Owners’ Loan Act (12 USC 1467a(n));
· A pooled investment vehicle operated or advised by a financial institution excluded from the definition of legal entity customer under the final CDD rule;
· An insurance company regulated by a State;
· A financial market utility designated by the Financial Stability Oversight Council under Title VIII of the Dodd-Frank Wall Street Reform and Customer Protection Act of 2010;
Excluded Foreign Entities:
· A foreign financial institution established in a jurisdiction where the regulator of such institution maintains beneficial ownership information regarding such institution;
· A non-U.S. governmental department, agency or political subdivision that engages only in governmental rather than commercial activities; and
· Any legal entity only to the extent that it opens a private banking account subject to 31 CFR 1010.620.
Question 22: Trusts
Q:	Are trusts included in the definition of legal entity customer?
A:	No. The definition of legal entity customers only includes statutory trusts created by a filing with the Secretary of State or similar office.  Otherwise, it does not include trusts.  This is because a trust is a contractual arrangement between the person who provides the funds or other assets and specifies the terms (i.e., the grantor/settlor) and the person with control over the assets (i.e., the trustee), for the benefit of those named in the trust deed (i.e., the beneficiaries).
Formation of a trust does not generally require any action by the state.
The CDD Rule does not supersede existing obligations and practices regarding trusts generally. The preamble to each of the CIP rules notes that, while financial institutions are not required to look through a trust to its beneficiaries, they “may need to take additional steps to verify the identity of a customer that is not an individual, such as obtaining information about persons with control over the account.”[footnoteRef:98]  We understand that where trusts are direct customers of financial institutions, financial institutions generally also identify and verify the identity of trustees, because trustees will necessarily be signatories on trust accounts.  Furthermore, under supervisory guidance for banks, “in certain circumstances involving revocable trusts, the bank may need to gather information about the settlor, grantor, trustee, or other persons with the authority to direct the trustee, and who thus have authority or control over the account, in order to establish the true identity of the customer.”[footnoteRef:99] [98:  See, e.g., “Customer Identification Programs for Broker-Dealers,” 68 FR at 25116 n.32. (May 9, 2003).]  [99:  Federal Financial Institutions Examination Council, Bank Secrecy Act/Anti-Money Laundering Examination Manual 281 (2014) (FFIEC Manual).
] 

Question 23: Office of Foreign Assets Control (OFAC) Regulations
Q:	Are covered financial institutions required to comply with the OFAC regulations with respect to beneficial ownership information?
A:	Covered financial institutions should use beneficial ownership information as they use other information they gather regarding customers (e.g., through compliance with the CIP requirements), including for compliance with OFAC-administered sanctions.
Question 24: Section 314(a) Requirements
Q:	Do covered financial institutions now have additional obligations under Section 314(a) for beneficial ownership information?
A:	FinCEN does not expect the information obtained under the CDD Rule to add additional 314(a) requirements for financial institutions.  The regulation implementing section 314(a) does not require the reporting of beneficial ownership information associated with an account or transaction matching a named subject in a 314(a) request. Covered financial institutions are required to search their records for accounts or transactions matching a named subject and report whether a match exists using the identifying information provided in the request.
Question 25: Effective Date of the final CDD Rule
Q:	What is the effective date of the CDD Rule?
A:	July 11, 2016, which is 60 days from the publication of the CDD Rule in the Federal Register.
Question 26: Applicability Date of the final CDD Rule
Q:	When must covered financial institutions implement the final rule?
A: Covered financial institutions will have until May 11, 2018, two years from the date the final CDD Rule was published in the Federal Register, to implement and comply with the CDD Rule.
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Objective.  Assess the bank’s compliance with the statutory and regulatory requirements for the Customer Identification Program (CIP).
All banks must have a written CIP.[footnoteRef:100]  The CIP rule implements section 326 of the USA PATRIOT Act and requires each bank to implement a written CIP that is appropriate for its size and type of business and that includes certain minimum requirements. The CIP must be incorporated into the bank’s BSA/AML compliance program, which is subject to approval by the bank’s board of directors.[footnoteRef:101]  The implementation of a CIP by subsidiaries of banks is appropriate as a matter of safety and soundness and protection from reputational risks. [100:  Refer to 12 CFR 208.63(b), 211.5(m), 211.24(j) (Board of Governors of the Federal Reserve System)(Federal Reserve); 12 CFR 326.8(b) (Federal Deposit Insurance Corporation)(FDIC); 12 CFR 748.2(b) (National Credit Union Administration)(NCUA); 12 CFR 21.21 (Office of the Comptroller of the Currency)(OCC); and 31 CFR 1020.100 (FinCEN).]  [101:  As of the publication date of this manual, nonfederally regulated private banks, trust companies, and credit unions do not have BSA/AML compliance program requirements; however, the bank’s board must still approve the CIP.] 

Domestic subsidiaries (other than functionally regulated subsidiaries subject to separate CIP rules) of banks should comply with the CIP rule that applies to the parent bank when opening an account within the meaning of 31 CFR 1020.100).[footnoteRef:102] [102:  Frequently Asked Questions Related to Customer Identification Program Rules issued by FinCEN, Federal Reserve, FDIC, NCUA, OCC, and Office of Thrift Supervision (OTS), April 28, 2005.] 

The CIP is intended to enable the bank to form a reasonable belief that it knows the true identity of each customer. The CIP must include account opening procedures that specify the identifying information that is obtained from each customer.  It must also include reasonable and practical risk-based procedures for verifying the identity of each customer. Banks should conduct a risk assessment of their customer base and product offerings, and in determining the risks, consider:
· The types of accounts offered by the bank.
· The bank’s methods of opening accounts.
· The types of identifying information available.
· The bank’s size, location, and customer base, including types of products and services used by customers in different geographic locations.
Pursuant to the CIP rule, an “account” is a formal banking relationship to provide or engage in services, dealings, or other financial transactions, and includes a deposit account, a transaction or asset account, a credit account, or another extension of credit. An account also includes a relationship established to provide a safe deposit box or other safekeeping services or to provide cash management, custodian, or trust services.
An account does not include:
· Products or services for which a formal banking relationship is not established with a person, such as check cashing, funds transfer, or the sale of a check or money order.
· Any account that the bank acquires. This may include single or multiple accounts as a result of a purchase of assets, acquisition, merger, or assumption of liabilities.
· Accounts opened to participate in an employee benefit plan established under the Employee Retirement Income Security Act of 1974.
The CIP rule applies to a “customer.” A customer is a “person” (an individual, a corporation, partnership, a trust, an estate, or any other entity recognized as a legal person) who opens a new account, an individual who opens a new account for another individual who lacks legal capacity, and an individual who opens a new account for an entity that is not a legal person (e.g., a civic club). A customer does not include a person who does not receive banking services, such as a person whose loan application is denied.[footnoteRef:103]  The definition of “customer” also does not include an existing customer as long as the bank has a reasonable belief that it knows the customer’s true identity.[footnoteRef:104]  Excluded from the definition of customer are federally regulated banks, banks regulated by a state bank regulator, governmental entities, and [103:  When the account is a loan, the account is considered to be “opened” when the bank enters into an enforceable agreement to provide a loan to the customer.]  [104:  The bank may demonstrate that it knows an existing customer’s true identity by showing that before the issuance of the final CIP rule, it had comparable procedures in place to verify the identity of persons who had accounts with the bank as of October 1, 2003, though the bank may not have gathered the very same information about such persons as required by the final CIP rule. Alternative means include showing that the bank has had an active and longstanding relationship with a particular person, as evidenced by such things as a history of account statements sent to the person, information sent to the Internal Revenue Service (IRS) about the person’s accounts without issue, loans made and repaid, or other services performed for the person over a period of time. However, the comparable procedures used to verify the identity detailed above might not suffice for persons that the bank has deemed to be higher risk.] 

publicly traded companies (as described in 31 CFR 1020.315(b)(1) through (4).

[bookmark: Customer_Information_Required]Customer Information Required
The CIP must contain account-opening procedures detailing the identifying information that must be obtained from each customer.[footnoteRef:105]  At a minimum, the bank must obtain the following identifying information from each customer before opening the account:[footnoteRef:106] [105:  When an individual opens a new account for an entity that is not a legal person or for another individual who lacks legal capacity, the identifying information for the individual opening the account must be obtained. In contrast, when an account is opened by an agent on behalf of another person, the bank must obtain the identifying information of the person on whose behalf the account is being opened.]  [106:  For credit card customers, the bank may obtain identifying information from a third-party source before extending credit.] 

· Name.
· [bookmark: _bookmark57]Date of birth for individuals.
· Address.[footnoteRef:107] [107:  For an individual: a residential or business street address, or if the individual does not have such an address, an Army Post Office (APO) or Fleet Post Office (FPO) box number, the residential or business street address of next of kin or of another contact individual, or a description of the customer’s physical location. For a “person” other than an individual (such as a corporation, partnership, or trust): a principal place of business, local office, or other physical location.] 

· Identification number.[footnoteRef:108] [108:  An identification number for a U.S. person is a taxpayer identification number (TIN) (or evidence of an application for one), and an identification number for a non-U.S. person is one or more of the following: a TIN; a passport number and country of issuance; an alien identification card number; or a number and country of issuance of any other unexpired government-issued document evidencing nationality or residence and bearing a photograph or similar safeguard. TIN is defined by section 6109 of the Internal Revenue Code of 1986 (26 USC 6109) and the IRS regulations implementing that section (e.g., Social Security number (SSN), individual taxpayer identification number (ITIN), or employer identification number).] 

Based on its risk assessment, a bank may require identifying information in addition to the items above for certain customers or product lines.
[bookmark: Customer_Verification]Customer Verification
The CIP must contain risk-based procedures for verifying the identity of the customer within a reasonable period of time after the account is opened. The verification procedures must use “the information obtained in accordance with [31 CFR 1020.100] paragraph (a)(2)(i),” namely the identifying information obtained by the bank. A bank need not establish the accuracy of every element of identifying information obtained, but it must verify enough information to form a reasonable belief that it knows the true identity of the customer. The bank’s procedures must describe when it uses documents, nondocumentary methods, or a combination of both.
[bookmark: Verification_Through_Documents]Verification Through Documents
A bank using documentary methods to verify a customer’s identity must have procedures that set forth the minimum acceptable documentation. The CIP rule gives examples of types of documents that have long been considered primary sources of identification. The rule reflects the federal banking agencies’ expectations that banks review an unexpired government-issued form of identification from most customers. This identification must provide evidence of a customer’s nationality or residence and bear a photograph or similar safeguard; examples include a driver’s license or passport. However, other forms of identification may be used if they enable the bank to form a reasonable belief that it knows the true identity of the customer.  Nonetheless, given the availability of counterfeit and fraudulently obtained documents, a bank is encouraged to review more than a single document to ensure that it has a reasonable belief that it knows the customer’s true identity.
For a “person” other than an individual (such as a corporation, partnership, or trust), the bank should obtain documents showing the legal existence of the entity, such as certified articles of incorporation, an unexpired government-issued business license, a partnership agreement, or a trust instrument.
[bookmark: _bookmark58][bookmark: Verification_Through_Nondocumentary_Meth]Verification Through Nondocumentary Methods
Banks are not required to use nondocumentary methods to verify a customer’s identity. However, a bank using nondocumentary methods to verify a customer’s identity must have procedures that set forth the methods the bank uses. Nondocumentary methods may include contacting a customer; independently verifying the customer’s identity through the comparison of information provided by the customer with information obtained from a consumer reporting agency, public database, or other source; checking references with other financial institutions; and obtaining a financial statement.
The bank’s nondocumentary procedures must also address the following situations: An individual is unable to present an unexpired government-issued identification document that bears a photograph or similar safeguard; the bank is not familiar with the documents presented; the account is opened without obtaining documents (e.g., the bank obtains the required information from the customer with the intent to verify it); the customer opens the account without appearing in person; or the bank is otherwise presented with circumstances that increase the risk that it will be unable to verify the true identity of a customer through documents.
[bookmark: Additional_Verification_for_Certain_Cust]Additional Verification for Certain Customers
The CIP must address situations where, based on its risk assessment of a new account opened by a customer that is not an individual, the bank obtains information about individuals with authority or control over such accounts, including signatories, in order to verify the customer’s identity.  This verification method applies only when the bank cannot verify the customer’s true identity using documentary or nondocumentary methods.  For example, a bank may need to obtain information about and verify the identity of a sole proprietor or the principals in a partnership when the bank cannot otherwise satisfactorily identify the sole proprietorship or the partnership.
[bookmark: Lack_of_Verification]Lack of Verification
The CIP must also have procedures for circumstances in which the bank cannot form a reasonable belief that it knows the true identity of the customer.  These procedures should describe:
· Circumstances in which the bank should not open an account.
· The terms under which a customer may use an account while the bank attempts to verify the customer’s identity.
· When the bank should close an account, after attempts to verify a customer’s identity have failed.
· When the bank should file a SAR in accordance with applicable law and regulation.
Recordkeeping and Retention Requirements
A bank’s CIP must include recordkeeping procedures. At a minimum, the bank must retain the identifying information (name, address, date of birth for an individual, TIN, and any other information required by the CIP) obtained at account opening for a period of five years after the account is closed.[footnoteRef:109]  For credit cards, the retention period is five years after the account closes or becomes dormant. [109:  A bank may keep photocopies of identifying documents that it uses to verify a customer’s identity; however, the CIP regulation does not require it. A bank’s verification procedures should be risk-based and, in certain situations, keeping copies of identifying documents may be warranted. In addition, a bank may have   procedures to keep copies of the documents for other purposes, for example, to facilitate investigating potential fraud. However, if a bank does choose to retain photocopies of identifying documents, it should ensure that these photocopies are physically secured to adequately protect against possible identity theft. (These documents should be retained in accordance with the general recordkeeping requirements in 31 CFR 1010.430.
Nonetheless, a bank should be mindful that it must not improperly use any documents containing a picture of an individual, such as a driver’s license, in connection with any aspect of a credit transaction. Refer to Frequently Asked Questions Related to Customer Identification Program Rules issued by FinCEN, Federal Reserve, FDIC, NCUA, OCC, and OTS, April 28, 2005.] 

The bank must also keep a description of the following for five years after the record was made:
· Any document that was relied on to verify identity, noting the type of document, the identification number, the place of issuance, and, if any, the date of issuance and expiration date.
· The method and the results of any measures undertaken to verify identity.
· The results of any substantive discrepancy discovered when verifying identity.
[bookmark: Comparison_With_Government_Lists]Comparison with Government Lists
The CIP must include procedures for determining whether the customer appears on any federal government list of known or suspected terrorists or terrorist organizations. Banks are contacted by the U.S. Treasury in consultation with their federal banking agency when a list is issued.  At such time, banks must compare customer names against the list within a reasonable time of account opening or earlier, if required by the government, and they must follow any directives that accompany the list.
As of the publication date of this manual, there are no designated government lists to verify specifically for CIP purposes.  Customer comparisons to Office of Foreign Assets Control lists and 31 CFR 1010.520 (commonly referred to as section 314(a) requests) remain separate and distinct requirements.
[bookmark: Adequate_Customer_Notice]Adequate Customer Notice
The CIP must include procedures for providing customers with adequate notice that the bank is requesting information to verify their identities. The notice must generally describe the bank’s identification requirements and be provided in a manner that is reasonably designed to allow a customer to view it or otherwise receive the notice before the account is opened.
Examples include posting the notice in the lobby, on a Web site, or within loan application documents.  Sample language is provided in the regulation:
[bookmark: _bookmark60]IMPORTANT INFORMATION ABOUT PROCEDURES FOR OPENING A NEW ACCOUNT — To help the government fight the funding of terrorism and money laundering activities, federal law requires all financial institutions to obtain, verify, and record information that identifies each person who opens an account.  What this means for you: When you open an account, we will ask for your name, address, date of birth, and other information that will allow us to identify you. We may also ask to see your driver’s license or other identifying documents.
[bookmark: Reliance_on_Another_Financial_Institutio]Reliance on Another Financial Institution
A bank is permitted to rely on another financial institution (including an affiliate) to perform some or all of the elements of the CIP, if reliance is addressed in the CIP and the following criteria are met:

· The relied-upon financial institution is subject to a rule implementing the AML program requirements of 31 USC 5318(h) and is regulated by a federal functional regulator.[footnoteRef:110] [110:  Federal functional regulator means: Federal Reserve, FDIC, NCUA, OCC, U.S. Securities and Exchange Commission (SEC), or U.S. Commodity Futures Trading Commission.] 

· The customer has an account or is opening an account at the bank and at the other functionally regulated institution.
· Reliance is reasonable, under the circumstances.
· The other financial institution enters into a contract requiring it to certify annually to the bank that it has implemented its AML program, and that it will perform (or its agent will perform) the specified requirements of the bank’s CIP.
[bookmark: Use_of_Third_Parties]Use of Third Parties
The CIP rule does not alter a bank’s authority to use a third party, such as an agent or service provider, to perform services on its behalf.  Therefore, a bank is permitted to arrange for a third party, such as a car dealer or mortgage broker, acting as its agent in connection with a loan, to verify the identity of its customer. The bank can also arrange for a third party to maintain its records.  However, as with any other responsibility performed by a third party, the bank is ultimately responsible for that third party’s compliance with the requirements of the bank’s CIP.  As a result, banks should establish adequate controls and review procedures for such relationships. This requirement contrasts with the reliance provision of the rule that permits the relied-upon party to take responsibility.
[bookmark: Other_Legal_Requirements]Other Legal Requirements
Nothing in the CIP rule relieves a bank of its obligations under any provision of the BSA or other AML laws, rules, and regulations, particularly with respect to provisions concerning information that must be obtained, verified, or maintained in connection with any account or transaction.
The U.S. Treasury and the federal banking agencies have provided banks with Frequently Asked Questions (FAQ), which may be revised periodically. The FAQs and other related documents (e.g., the CIP rule) are available on FinCEN’s and the federal banking agencies’ Web sites.


[bookmark: _bookmark62][bookmark: _Toc38880823][bookmark: _Toc39260540][bookmark: _Toc50452433]Examination Procedures
Customer Identification Program
Objective.  Assess the bank’s compliance with the statutory and regulatory requirements for the Customer Identification Program (CIP).
1. Verify that the bank’s policies, procedures, and processes include a comprehensive program for identifying customers who open an account after October 1, 2003. The written program must be included within the bank’s BSA/AML compliance program and must include, at a minimum, policies, procedures, and processes for the following:
Identification of information required to be obtained (including name, address, taxpayer identification number (TIN), and date of birth, for individuals), and risk-based identity verification procedures (including procedures that address situations in which verification cannot be performed).
· Procedures for complying with recordkeeping requirements.
· Procedures for checking new accounts against prescribed government lists, if applicable.
· Procedures for providing adequate customer notice.
· Procedures covering the bank’s reliance on another financial institution or a third party, if applicable.
· Procedures for determining whether and when a SAR should be filed.
2. Determine whether the bank’s CIP considers the types of accounts offered; methods of account opening; and the bank’s size, location, and customer base.
3. Determine whether the bank’s policy for opening new accounts for existing customers appears reasonable.
4. Review board minutes and verify that the board of directors approved the CIP, either separately or as part of the BSA/AML compliance program (31 CFR 1020.220(a)(1)).
5. Evaluate the bank’s audit and training programs to ensure that the CIP is adequately incorporated (31 CFR 1020.220(a)(1)).
6. Evaluate the bank’s policies, procedures, and processes for verifying that all new accounts are checked against prescribed government lists for suspected terrorists or terrorist organizations on a timely basis, if such lists are issued (31 CFR 1020.220(a)(4)).
Transaction Testing
7. On the basis of a risk assessment, prior examination reports, and a review of the bank’s audit findings, select a sample of new accounts opened since the most recent examination to review for compliance with the bank’s CIP. The sample should include a cross-section of accounts (e.g., consumers and businesses, loans and deposits, credit card relationships, and Internet accounts).  The sample should also include the following:


· Accounts opened for a customer that provides an application for a TIN or accounts opened with incomplete verification procedures.
· New accounts opened using documentary methods and new accounts opened using nondocumentary methods.
· Accounts identified as higher risk.[footnoteRef:111]  [111:  Higher-risk accounts, for CIP purposes, may include accounts in which identification verification is typically more difficult (e.g., foreign private banking and trust accounts, accounts of senior foreign political figures, offshore accounts, and out-of-area and non-face-to-face accounts).] 

· Accounts opened by existing higher-risk customers.
· Accounts opened with exceptions.
· Accounts opened by a third party (e.g., indirect loans).
8. From the previous sample of new accounts, determine whether the bank has performed the following procedures:
· Opened the account in accordance with the requirements of the CIP (31 CFR 1020.220(a)(1)).
· Formed a reasonable belief as to the true identity of a customer, including a higher- risk customer.  (The bank should already have a reasonable belief as to the identity of an existing customer (31 CFR 1020.220 (a)(2)).
· Obtained from each customer, before opening the account, the identity information required by the CIP (31 CFR 1020.220(a)(2)(i)) (e.g., name, date of birth, address, and identification number).
· Within a reasonable time after account opening, verified enough of the customer’s identity information to form a reasonable belief as to the customer’s true identity (31 CFR 1020.220(a)(2)(ii)).
· Appropriately resolved situations in which customer identity could not be reasonably established (31 CFR 1020.220(a)(2)(iii)).
· Maintained a record of the identity information required by the CIP, the method used to verify identity, and verification results (including results of discrepancies) (31 CFR 1020.220(a)(3)).
· Compared the customer’s name against the list of known or suspected terrorists or terrorist organizations, if applicable (31 CFR 1020.220(a)(4)).
· Filed SARs, as appropriate.
9. Evaluate the level of CIP exceptions to determine whether the bank is effectively implementing its CIP. A bank’s policy may not allow staff to make or approve CIP exceptions.  However, a bank may exclude isolated, nonsystemic errors (such as an insignificant number of data entry errors) from CIP requirements without compromising the effectiveness of its CIP (31 CFR 1020.220(a)(1).
10. [bookmark: _bookmark63]On the basis of a risk assessment, prior examination reports, and a review of the bank’s audit, select a sample of relationships with third parties the bank relies on to perform its CIP (or portions of its CIP), if applicable.  If the bank is using the “reliance provision”:
· Determine whether the third party is a federally regulated institution subject to a final rule implementing the AML program requirements of 31 USC 5318(h).
· Review the contract between the parties, annual certifications, and other information, such as the third party’s CIP (31 CFR 1020.220(a)(6)).
· Determine whether reliance is reasonable. The contract and certification provide a standard means for a bank to demonstrate that it has satisfied the “reliance provision,” unless the examiner has reason to believe that the bank’s reliance is not reasonable (e.g., the third party has been subject to an enforcement action for AML or BSA deficiencies or violations).
11. If the bank is using an agent or service provider to perform elements of its CIP, determine whether the bank has established appropriate internal controls and review procedures to ensure that its CIP is being implemented for third-party agent or service-provider relationships (e.g., car dealerships).
12. Review the adequacy of the bank’s customer notice and the timing of the notice’s delivery (31 CFR 1020.220(a)(5)).
13. Evaluate the bank’s CIP record retention policy and ensure that it corresponds to the regulatory requirements to maintain certain records.  The bank must retain the identity information obtained at account opening for five years after the account closes.  The bank must also maintain a description of documents relied on, methods used to verify identity, and resolution of discrepancies for five years after the record is made (31 CFR 1020.220(a)(3)(ii)).
14. On the basis of examination procedures completed, including transaction testing, form a conclusion about the ability of policies, procedures, and processes to meet regulatory requirements associated with CIP.




[bookmark: _bookmark64][bookmark: _Toc38880824][bookmark: _Toc39260541][bookmark: _Toc50452434]Customer Due Diligence — Overview (5/11/2018)
Objective. Assess the bank’s compliance with the regulatory requirements for customer due diligence (CDD).
The cornerstone of a strong BSA/AML compliance program is the adoption and implementation of risk-based CDD policies, procedures, and processes for all customers, particularly those that present a higher risk for money laundering and terrorist financing.  The objective of CDD is to enable the bank to understand the nature and purpose of customer relationships, which may include understanding the types of transactions in which a customer is likely to engage.  These processes assist the bank in determining when transactions are potentially suspicious.
Effective CDD policies, procedures, and processes provide the critical framework that enables the bank to comply with regulatory requirements including monitoring for and reporting of suspicious activity. An illustration of this concept is provided in Appendix K (“Customer Risk versus Due Diligence and Suspicious Activity Monitoring”). CDD policies, procedures, and processes are critical to the bank because they can aid in:
· Detecting and reporting unusual or suspicious activity that potentially exposes the bank to financial loss, increased expenses, or other risks.
· Avoiding criminal exposure from persons who use or attempt to use the bank’s products and services for illicit purposes.
· Adhering to safe and sound banking practices.
Customer Due Diligence
FinCEN’s final rule on CDD became effective July 11, 2016, with a compliance date of May 11, 2018. The rule codifies existing supervisory expectations and practices related to regulatory requirements and therefore, nothing in this final rule is intended to lower, reduce, or limit the due diligence expectations of the federal functional regulators or in any way limit their existing regulatory discretion.[footnoteRef:112] [112:  Department of the Treasury, Financial Crimes Enforcement Network (2016), “Customer Due Diligence Requirements for Financial Institutions,” final rules (RIN 1506-AB25), Federal Register, vol. 81 (May 11), p. 29403.] 

In accordance with regulatory requirements, all banks must develop and implement appropriate risk-based procedures for conducting ongoing customer due diligence,[footnoteRef:113] including, but not limited to: [113:  See 31 CFR 1020.210(b)(5)] 

· Obtaining and analyzing sufficient customer information to understand the nature and purpose of customer relationships for the purpose of developing a customer risk profile; and
· Conducting ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information, including information regarding the beneficial owner(s) of legal entity customers.  Additional guidance can be found in the examination procedures “Beneficial Ownership Requirements for Legal Entity Customers.”
At a minimum, the bank must establish risk-based CDD procedures that:
· Enable the bank to understand the nature and purpose of the customer relationship in order to develop a customer risk profile.
· Enable the bank to conduct ongoing monitoring
· for the purpose of identifying and reporting suspicious transactions and,
· on a risk basis, to maintain and update customer information, including information regarding the beneficial owner(s) of legal entity customers.
In addition, the bank’s risk-based CDD policies, procedures, and processes should:
· Be commensurate with the bank’s BSA/AML risk profile, with increased focus on higher risk customers.
· Contain a clear statement of management’s and staff’s responsibilities, including procedures, authority, and responsibility for reviewing and approving changes to a customer’s risk profile, as applicable.
· Provide standards for conducting and documenting analysis associated with the due diligence process, including guidance for resolving issues when insufficient or inaccurate information is obtained.

Customer Risk Profile
The bank should have an understanding of the money laundering and terrorist financing risks of its customers, referred to in the rule as the customer risk profile.[footnoteRef:114]  This concept is also commonly referred to as the customer risk rating. Any customer account may be used for illicit purposes, including money laundering or terrorist financing. Further, a spectrum of risks may be identifiable even within the same category of customers. The bank’s program for determining customer risk profiles should be sufficiently detailed to distinguish between significant variations in the money laundering and terrorist financing risks of its customers. Improper identification and assessment of a customer’s risk can have a cascading effect, creating deficiencies in multiple areas of internal controls and resulting in an overall weakened BSA compliance program. [114:  See 31 CFR 1020.210(b)(5)(i)] 

The assessment of customer risk factors is bank-specific, and a conclusion regarding the customer risk profile should be based on a consideration of all pertinent customer information, including ownership information generally.  Similar to the bank’s overall risk assessment, there are no required risk profile categories and the number and detail of these categorizations will vary based on the bank’s size and complexity. Any one single indicator is not necessarily determinative of the existence of a lower or higher customer risk.
Examiners should primarily focus on whether the bank has effective processes to develop customer risk profiles as part of the overall CDD program.  Examiners may review individual customer risk decisions as a means to test the effectiveness of the process and CDD program. In those instances where the bank has an established and effective customer risk decision- making process, and has followed existing policies, procedures, and processes, the bank should not be criticized for individual customer risk decisions unless it impacts the effectiveness of the overall CDD program, or is accompanied by evidence of bad faith or other aggravating factors.
The bank should gather sufficient information about the customer to form an understanding of the nature and purpose of customer relationships at the time of account opening. This understanding may be based on assessments of individual customers or on categories of customers. An understanding based on “categories of customers” means that for certain lower-risk customers, the bank’s understanding of the nature and purpose of a customer relationship can be developed by inherent or self-evident information such as the type of customer, the type of account opened, or the service or product offered.
The factors the bank should consider when assessing a customer risk profile are substantially similar to the risk categories considered when determining the bank’s overall risk profile. The bank should identify the specific risks of the customer or category of customers, and then conduct an analysis of all pertinent information in order to develop the customer’s risk profile. In determining a customer’s risk profile, the bank should consider risk categories, such as the following, as they relate to the customer relationship:
· Products and Services.
· Customers and Entities.
· Geographic Locations.
As with the risk assessment, the bank may determine that some factors should be weighted more heavily than others. For example, certain products and services used by the customer, the type of customer’s business, or the geographic location where the customer does business, may pose a higher risk of money laundering or terrorist financing. Also, actual or anticipated activity in a customer’s account can be a key factor in determining the customer risk profile. Refer to the further description of identification and analysis of specific risk categories in the “BSA/AML Risk Assessment - Overview” section of the FFIEC BSA/AML Examination Manual.

Customer Information – Risk-Based Procedures
As described above, the bank is required to form an understanding of the nature and purpose of the customer relationship. The bank may demonstrate its understanding of the customer relationship through gathering and analyzing information that substantiates the nature and purpose of the account. Customer information collected under CDD requirements for the purpose of developing a customer risk profile and ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information, includes beneficial ownership information for legal entity customers.  However, the collection of customer information regarding beneficial ownership is governed by the requirements specified in the beneficial ownership rule.  The beneficial ownership rule requires the bank to collect beneficial ownership information at the 25 percent ownership threshold regardless of the customer’s risk profile. In addition, the beneficial ownership rule does not require the bank to collect information regarding ownership or control for certain customers that are exempted or not included in the definition of legal entity customer, such as certain trusts, or certain other legal entity customers.[footnoteRef:115]  [115:  See 31 CFR 1010.230(e)(2) and 31 CFR 1010.230(h)] 

Other than required beneficial ownership information, the level and type of customer information should be commensurate with the customer’s risk profile, therefore the bank should obtain more customer information for those customers that have a higher customer risk profile and may find that less information for customers with a lower customer risk profile is sufficient. Additionally, the type of appropriate customer information will generally vary depending on the customer risk profile and other factors, for example, whether the customer is a legal entity or an individual. For lower risk customers, the bank may have an inherent understanding of the nature and purpose of the customer relationship (i.e., the customer risk profile) based upon information collected at account opening. As a result, the bank may not need to collect any additional customer information for these customers in order to comply with this part of the CDD requirements.
Customer information collected under the CDD rule may be relevant to other regulatory requirements, including but not limited to, identifying suspicious activity, identifying nominal and beneficial owners of private banking accounts, and determining OFAC sanctioned parties.  The bank should define in its policies, procedures and processes how customer information will be used to meet other regulatory requirements.  For example, the bank is expected to use the customer information and customer risk profile in its suspicious activity monitoring process to understand the types of transactions a particular customer would normally be expected to engage in as a baseline against which suspicious transactions are identified and to satisfy other regulatory requirements.[footnoteRef:116]  [116:  See 31 CFR 1020.210(b)(5)(ii)] 

The bank may choose to implement CDD policies, procedures, and processes on an enterprise-wide basis. To the extent permitted by law, this implementation may include sharing or obtaining customer information across business lines, separate legal entities within an enterprise, and affiliated support units. To encourage cost effectiveness, enhance efficiency, and increase availability of potentially relevant information, the bank may find it useful to cross-check for customer information in data systems maintained within the financial institution for other purposes, such as credit underwriting, marketing, or fraud detection.
Higher Risk Profile Customers
Customers that pose higher money laundering or terrorist financing risks, (i.e., higher risk profile customers), present increased risk exposure to banks. As a result, due diligence policies, procedures, and processes should define both when and what additional customer information will be collected based on the customer risk profile and the specific risks posed. Collecting additional information about customers that pose heightened risk, referred to as enhanced due diligence (EDD), for example, in the private and foreign correspondent banking context, is part of an effective due diligence program. Even within categories of customers with a higher risk profile, there can be a spectrum of risks and the extent to which additional ongoing due diligence measures are necessary may vary on a case-by-case basis. Based on the customer risk profile, the bank may consider obtaining, at account opening (and throughout the relationship), more customer information in order to understand the nature and purpose of the customer relationship, such as:
· Source of funds and wealth.
· Occupation or type of business (of customer or other individuals with ownership or control over the account).
· Financial statements for business customers.
· Location where the business customer is organized and where they maintain their principal place of business.
· Proximity of the customer’s residence, place of employment, or place of business to the bank.
· Description of the business customer’s primary trade area, whether transactions are expected to be domestic or international, and the expected volumes of such transactions.
· Description of the business operations, such as total sales, the volume of currency transactions, and information about major customers and suppliers.
Performing an appropriate level of ongoing due diligence that is commensurate with the customer’s risk profile is especially critical in understanding the customer’s transactions in order to assist the bank in determining when transactions are potentially suspicious. This determination is necessary for a suspicious activity monitoring system that helps to mitigate the bank’s compliance and money laundering risks.
Consistent with the risk-based approach, the bank should do more in circumstances of heightened risk, as well as to mitigate risks generally. Information provided by higher risk profile customers and their transactions should be reviewed more closely at account opening and more frequently throughout the term of their relationship with the bank. The bank should establish policies and procedures for determining whether and/or when, on the basis of risk, obtaining and reviewing additional customer information, for example through negative media search programs, would be appropriate.
While not inclusive, certain customer types, such as those found in the “Persons and Entities” section of the FFIEC BSA/AML Examination Manual, may pose heightened risk. In addition, existing laws and regulations may impose, and supervisory guidance may explain expectations for, specific customer due diligence and, in some cases, enhanced due diligence requirements for certain accounts or customers, including foreign correspondent accounts,[footnoteRef:117] payable-through accounts,[footnoteRef:118] private banking accounts,[footnoteRef:119] politically exposed persons,[footnoteRef:120] and money services businesses.[footnoteRef:121]  The bank’s risk-based customer due diligence and enhanced due diligence procedures must ensure compliance with these existing requirements and should meet these supervisory expectations. [117:  See 31 CFR 1010.610.]  [118:  See 31 CFR 1010.610(b)(1)(iii).]  [119:  See 31 CFR 1010.620]  [120:  Department of State, Department of the Treasury, Federal Reserve, FDIC, OCC, OTS, Guidance on Enhanced Scrutiny for Transactions that may Involve the Proceeds of Official Corruption, January 1, 2001.]  [121:  FinCEN, Federal Reserve, FDIC, NCUA, OCC, OTS, Interagency Interpretive Guidance on Providing Banking Services to Money Services Businesses Operating in the United States, April 26, 2005.] 

Ongoing Monitoring of the Customer Relationship
The requirement for ongoing monitoring of the customer relationship reflects existing practices established to identify and report suspicious transactions and, on a risk basis, to maintain and update customer information.
Therefore, in addition to policies, procedures, and processes for monitoring to identify and report suspicious transactions, the bank’s CDD program must include risk-based procedures for performing ongoing monitoring of the customer relationship, on a risk basis, to maintain and update customer information, including beneficial ownership information of legal entity customers.[footnoteRef:122]  For more information on beneficial ownership of legal entity customers, refer to the “Beneficial Ownership Requirements for Legal Entity Customers” section of the FFIEC BSA/AML Examination Manual. [122:  See 31 CFR 1020.210(b)(5)(ii)] 

The requirement to update customer information is event-driven and occurs as a result of normal monitoring.[footnoteRef:123]  Should the bank become aware as a result of its ongoing monitoring that customer information, including beneficial ownership information, has materially changed, it should update the customer information accordingly. Additionally, if this customer information is material and relevant to assessing the risk of a customer relationship, then the bank should reassess the customer risk profile/rating and follow established bank policies, procedures, and processes for maintaining or changing the customer risk profile/rating. One common indication of a material change in the customer risk profile is transactions or other activity that are inconsistent with the bank’s understanding of the nature and purpose of the customer relationship or with the customer risk profile. [123:  Department of the Treasury, Financial Crimes Enforcement Network (2016), “Customer Due Diligence Requirements for Financial Institutions,” final rules (RIN 1506-AB25), Federal Register, vol. 81 (May 11), p. 29399.] 

The bank’s procedures should establish criteria for when and by whom customer relationships will be reviewed, including updating customer information and reassessing the customer’s risk profile. The procedures should indicate who in the organization is authorized to change a customer’s risk profile. A number of factors may be relevant in determining when it is appropriate to review a customer relationship including, but not limited to:
· Significant and unexplained changes in account activity
· Changes in employment or business operation
· Changes in ownership of a business entity
· Red flags identified through suspicious activity monitoring
· Receipt of law enforcement inquiries and requests such as criminal subpoenas, National Security Letters (NSL), and section 314(a) requests
· Results of negative media search programs
· Length of time since customer information was gathered and the customer risk profile assessed
The ongoing monitoring element does not impose a categorical requirement that the bank must update customer information on a continuous or periodic basis.[footnoteRef:124]  However, the bank may establish policies, procedures, and processes for determining whether and when, on the basis of risk, periodic reviews to update customer information should be conducted to ensure that customer information is current and accurate. [124:  Ibid.] 








[bookmark: _bookmark65][bookmark: _bookmark66][bookmark: _Toc38880825][bookmark: _Toc39260542][bookmark: _Toc50452435]Examination Procedures Customer Due Diligence (5/11/2018)

Objective. Assess the bank’s compliance with the regulatory requirements for customer due diligence (CDD).
1. Determine whether the bank has developed and implemented appropriate written risk- based procedures for conducting ongoing CDD and that they:
· Enable the bank to understand the nature and purpose of the customer relationship in order to develop a customer risk profile.
· Enable the bank to conduct ongoing monitoring
· for the purpose of identifying and reporting suspicious transactions and,
· on a risk basis, to maintain and update customer information, including information regarding the beneficial owner(s) of legal entity customers.
· Enable the bank to use customer information and the customer risk profile to understand the types of transactions a particular customer would be expected to engage in and as a baseline against which suspicious transactions are identified.
2. Determine whether the bank, as part of the overall CDD program, has effective processes to develop customer risk profiles that identify the specific risks of individual customers or categories of customers.
3. Determine whether the risk-based CDD policies, procedures, and processes are commensurate with the bank’s BSA/AML risk profile with increased focus on higher risk customers.
4. Determine whether policies, procedures, and processes contain a clear statement of management’s and staff’s responsibilities, including procedures, authority, and responsibility for reviewing and approving changes to a customer’s risk profile, as applicable.
5. Determine that the bank has policies, procedures, and processes to identify customers that may pose higher risk for money laundering or terrorist financing that include whether and/or when, on the basis of risk, it is appropriate to obtain and review additional customer information.
6. Determine whether the bank provides guidance for documenting analysis associated with the due diligence process, including guidance for resolving issues when insufficient or inaccurate information is obtained.
7. Determine whether the bank has defined in its policies, procedures, and processes how customer information, including beneficial ownership information for legal entity customers, is used to meet other relevant regulatory requirements, including but not limited to, identifying suspicious activity, identifying nominal and beneficial owners of private banking accounts, and determining OFAC sanctioned parties.
Transaction Testing
8. On the basis of a risk assessment, prior examination reports, and a review of the bank’s audit findings, select a sample of customer information. Determine whether the bank collects appropriate information sufficient to understand the nature and purpose of the customer relationship and effectively incorporates customer information, including beneficial ownership information for legal entity customers, into the customer risk profile. This sample can be performed when testing the bank’s compliance with its policies, procedures, and processes as well as when reviewing transactions or accounts for possible suspicious activity.
9. On the basis of examination procedures completed, including transaction testing, form a conclusion about the adequacy of policies, procedures, and processes associated with CDD.




[bookmark: _Toc38880826][bookmark: _Toc50452436][bookmark: _Toc39260543]Beneficial Ownership Requirements for Legal Entity Customers — Examination Procedures (5/11/2018)
[bookmark: _Toc50452437]
Beneficial Ownership
Objective: Assess the bank’s written procedures and overall compliance with regulatory requirements for identifying and verifying beneficial owner(s) of legal entity customers.
1. Determine whether the bank has adequate written procedures for gathering and verifying information required to be obtained, and retained (including name, address, taxpayer identification number (TIN), and date of birth) for beneficial owner(s) of legal entity customers who open an account after May 11, 2018.
2. Determine whether the bank has adequate risk-based procedures for updating customer information, including beneficial owner information, and maintaining current customer information.

Transaction Testing

3. On the basis of a risk assessment, prior examination reports, and a review of the bank’s audit findings, select a sample of new accounts opened for legal entity customers since May 11, 2018 to review for compliance with the Beneficial Ownership Rule. The sample should include a cross-section of account types. From this sample, determine whether the bank has performed the following procedures:
· Opened the account in accordance with the requirements of the Beneficial Ownership Rule (31 CFR 1010.230).
· Obtained the identifying information for each beneficial owner of a legal entity customer as required (e.g. name, date of birth, address, and identification number).
· Within a reasonable time after account opening, verified enough of the beneficial owner’s identity information to form a reasonable belief as to the beneficial owner’s true identity.
· Appropriately resolved situations in which beneficial owner’s identity could not be reasonably established.
· Maintained a record of the identity information required by the Beneficial Ownership Rule, the method used to verify identity, and verification results (31 CFR 1010.230(i)).
· Filed SARs as appropriate.
4. On the basis of the examination procedures completed, including transaction testing, form a conclusion about the adequacy of procedures for complying with the Beneficial Ownership Rule
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Exclusions from the definition of Legal Entity Customer Under 31 CFR 1010.230(e)(2) a legal entity customer does not include:
· A financial institution regulated by a federal functional regulator[footnoteRef:125] or a bank regulated by a state bank regulator; [125:  Federal functional regulator means: Federal Reserve, FDIC, NCUA, OCC, U.S. Securities and Exchange Commission (SEC), or U.S. Commodity Futures Trading Commission (CFTC).] 

· A person described in 31 CFR 1020.315(b)(2) through (5):
· A department or agency of the United States, of any state, or of any political subdivision of any State;
· Any entity established under the laws of the United States, of any state, or of any political subdivision of any state, or under an interstate compact between two or more states, that exercises governmental authority on behalf of the United States or any such state or political subdivision;
· Any entity (other than a bank) whose common stock or analogous equity interests are listed on the New York Stock Exchange or the American Stock Exchange (currently known as the NYSE American) or have been designated as a NASDAQ National Market Security listed on the NASDAQ stock exchange (with some exceptions);
· Any subsidiary (other than a bank) of any “listed entity” that is organized under the laws of the United States or of any state and at least 51 percent of whose common stock or analogous equity interest is owned by the listed entity, provided that a person that is a financial institution, other than a bank, is an exempt person only to the extent of its domestic operations;
· An issuer of a class of securities registered under section 12 of the Securities Exchange Act of 1934 or that is required to file reports under section 15(d) of that Act;
· An investment company, investment adviser, an exchange or clearing agency, or any other entity that is registered with the SEC;
· A registered entity, commodity pool operator, commodity trading advisor, retail foreign exchange dealer, swap dealer, or major swap participant that is registered with the CFTC;
· A public accounting firm registered under section 102 of the Sarbanes-Oxley Act;
· A bank holding company or savings and loan holding company;
· A pooled investment vehicle that is operated or advised by a financial institution that is excluded under paragraph (e)(2);
· An insurance company that is regulated by a state;
· A financial market utility designated by the Financial Stability Oversight Council;
· A foreign financial institution established in a jurisdiction where the regulator of such institution maintains beneficial ownership information regarding such institution;
· A non-U.S. governmental department, agency, or political subdivision that engages only in governmental rather than commercial activities;
· Any legal entity only to the extent that it opens a private banking account subject to 31 CFR 1010.620.
[bookmark: _Toc38880828][bookmark: _Toc39260545]Trusts
Trusts are not included in the definition of legal entity customer, other than statutory trusts created by a filing with a Secretary of State or similar office.[footnoteRef:126]  [126:  FinCEN, FIN-2016-G003, Frequently Asked Questions Regarding Customer Due Diligence Requirements for Financial Institutions, Question #22, July 19, 2016.] 

[bookmark: _Toc38880829][bookmark: _Toc39260546]Exemptions from the Ownership Prong
Certain legal entity customers are subject only to the control prong of the beneficial ownership requirement, including:
· A pooled investment vehicle operated or advised by a financial institution not excluded under paragraph 31 CFR 1010.230(e)(2); and
· Any legal entity that is established as a nonprofit corporation or similar entity and has filed its organizational documents with the appropriate state authority as necessary.
[bookmark: _Toc38880830][bookmark: _Toc39260547]Exemptions and Limitations on Exemptions
Subject to certain limitations, banks are not required to identify and verify the identity of the beneficial owner(s) of a legal entity customer when the customer opens any of the following categories of accounts:
· Accounts established at the point-of-sale to provide credit products, including commercial private label credit cards, solely for the purchase of retail goods and/or services at these retailers, up to a limit of $50,000;
· Accounts established to finance the purchase of postage and for which payments are remitted directly by the financial institution to the provider of the postage products;
· Accounts established to finance insurance premiums and for which payments are remitted directly by the financial institution to the insurance provider or broker;
· Accounts established to finance the purchase or leasing of equipment and for which payments are remitted directly by the financial institution to the vendor or lessor of this equipment.


These exemptions will not apply:
· If the accounts are transaction accounts through which a legal entity customer can make payments to, or receive payments from, third parties.
· If there is the possibility of a cash refund on the account activity opened to finance the purchase of postage, to finance insurance premiums, or to finance the purchase or leasing of equipment, then beneficial ownership of the legal entity customer must be identified and verified by the bank as required either at the initial remittance, or at the time such refund occurs.
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Issued Date
May 11, 2018
The Financial Crimes Enforcement Network (FinCEN) is issuing this ruling to provide exceptive relief to covered financial institutions with respect to the application of the Beneficial Ownership Requirements for Legal Entity Customers (31 CFR § 1010.230) (Beneficial Ownership Rule) to premium finance lending products that allow for cash refunds. Premium finance lenders provide loans to businesses to cover insurance premiums. In the normal course of business, premium finance lenders process a significant number of cash refunds each year. The Beneficial Ownership Rule currently exempts covered financial institutions from the requirements to identify and verify the identity of the beneficial owner of legal entity customers at account opening to the extent that the legal entity customer opens the account for the purpose of financing insurance premiums and for which payments are remitted directly by the financial institution to the insurance provider or broker unless there is a possibility of cash refunds. This ruling provides exceptive relief to covered financial institutions from the requirements to collect and verify the beneficial owner of a legal entity customer opening such premium financing account when there is a possibility of a cash refund. This ruling also reminds covered financial institutions of their obligation to comply with all other applicable BSA requirements, including the filing of suspicious activity reports
Background
Businesses of all sizes typically obtain commercial, property, casualty, and liability insurance policies to mitigate operational risks. While some businesses are able to purchase these policies outright, others either do not have sufficient funds to cover the premiums or prefer to finance the purchase of such policies for other reasons, such as to manage their cash flow. In these circumstances, many businesses engage the services of premium finance lenders falling within the scope of FinCEN’s regulations.
Premium finance lenders provide short-term loans to help businesses cover their annual insurance premiums by making an advance payment, in full, directly to the insurance carrier. Premium finance lenders typically do not interact directly with the borrower; rather, they interact directly with insurance agents or brokers, who bring financing opportunities to the borrowers, and with whom they have direct contact.
Premium finance lenders pay the loan proceeds (i.e., the insurance premium) directly to the insurance agent or broker arranging the loan transaction or to the insurance company issuing the policy.
FinCEN exempted, subject to certain limitations, accounts established to finance insurance premiums from the Beneficial Ownership Rule, because of the low risk of money laundering presented by these loans.2 The structural characteristics of premium finance lending and the purpose for which premium finance accounts are established limit a legal entity customer’s ability to use the accounts for any other
purpose. 3 The exemption as drafted in the rule, however, does not apply if there is a possibility of a cash refund on the account activity, in which case the beneficial owner of the legal entity customer must be identified and verified for such accounts.4
Analysis
Premium finance lending is an automated high-volume industry, with companies routinely processing a significant number of cash refunds each year in the normal
course of business.5 Premium finance lenders process refunds on a significant number
of their loans, which could limit the applicability of the regulatory exemption.6
2. 31 CFR 1010.230(h)(1)(iii). See Customer Due Diligence Requirements for Financial Institutions (CDD Rule), 81 FR 29398, 29418 (May 11, 2016).
3. Id.
4. 31 CFR 1010.230(h) (2) (ii).
5. Letter to Director Jennifer Shasky Calvery, “Request for an Advisory Opinion regarding the applicability of customer identification program and customer due diligence requirements to insurance premium finance loans,” American Bankers Association (March 3, 2016).
6. Presentation to the Financial Crimes Enforcement Network and the Federal Banking Agencies, “Customer Identification and Due Diligence for Bank-Affiliated Premium Finance Companies” (December 11, 2017).
Moreover, state laws may require premium finance companies to refund promptly, to either a customer, or a customer’s insurance broker or agent, any excess funds that the company has not earned.
In the normal course of business, a premium finance company may be required to
refund funds when:
1. 
1. unearned interest has accrued, such as when a borrower repays the loan prior to the loan’s maturity date;
2. a borrower has made inadvertent overpayments, such as when the borrower forgets to terminate prescheduled automated payments and accidentally makes an extra payment after the loan has been repaid; or
3. policies are cancelled, at which point any unearned premiums exceeding the loan amount, earned interest, or fees must be forwarded to the borrower and/or the borrower’s agent or broker.
These types of cash refunds do not pose significant money laundering and terrorist financing risks. The processes for premium finance lending appear to be highly automated, and cash loan refunds are typically generated from an accounting transaction to correct an inadvertent error(s). Moreover, in many cases, state law requires that the refund be returned directly to the customer or their broker or agent. These structural characteristics of premium finance refunds further make them low risk for money laundering and terrorist financing activity. FinCEN has confirmed the low money laundering risk nature of these transactions, notwithstanding the potential for these types of cash refunds, through discussions with law enforcement.
To the extent premium financing involving cash refunds carries a minimal risk of money laundering and terrorist financing, that risk will be mitigated by the requirement that covered financial institutions are required to comply with other
BSA/AML reporting requirements. For example, covered premium finance lenders have a responsibility to report suspicious activity when a refund may not have an economic purpose or has other indicators of suspicious activity.
Therefore, because of the low risk of significant money laundering and terrorist financing posed by premium finance lending potentially involving the above referenced types of cash refunds, and the fact that FinCEN and law enforcement can still be alerted to potentially more problematic transactions through other reporting requirements, exceptive relief from the beneficial ownership requirements
is appropriate in the context of premium finance arrangements, notwithstanding the potential for cash refunds as part of the arrangement, provided that such refunds are only remitted directly to the borrower or the borrower’s agent or broker.
FinCEN had placed limits on the exemption in its rule based on concerns that products involving cash refunds could be subject to misuse and might be used as instruments for money laundering. Based on its current understanding from industry and law enforcement that the business practices surrounding such cash refunds
limit such risks, FinCEN is issuing this exceptive relief. However, as with any other exceptive relief, FinCEN may withdraw or modify this exceptive relief under any circumstances, particularly if FinCEN receives new or different information
involving (1) the manner in which premium financing operates; (2) the risks of money laundering and terrorist financing associated with premium finance lending that incorporates the potential for cash refunds; and, (3) the value of information that would otherwise be collected but for the existence of this exception.
Exceptive Relief
Under 31 U.S.C. § 5318(a)(5) and 31 CFR § 1010.970, FinCEN has the authority to make exceptions to the requirements of 31 CFR Chapter X. Such exceptions may be either conditional or unconditional and may apply to particular persons or classes of persons, but only to the extent that such limits are expressly stated in the order of authorization. Exceptions may be revoked at FinCEN’s discretion.
Accordingly, for the reasons discussed above, FinCEN is granting exceptive relief to premium finance lenders whose payments are remitted directly to the insurance provider or broker from the requirements of the Beneficial Ownership Rule to identify and verify beneficial ownership information even in situations where such lending involves the potential for cash refunds. FinCEN also reminds covered
financial institutions of their obligation to comply with all other applicable BSA/AML requirements, including the filing of suspicious activity reports.
For questions concerning this ruling, please contact FinCEN’s Regulatory Helpline at (800) 949-2732.
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Subject: Frequently Asked Questions Regarding Customer Due Diligence
Requirements for Financial Institutions

The Financial Crimes Enforcement Network (FinCEN) is issuing these Frequently
Asked Questions to assist covered financial institutions in understanding the
scope of the Customer Due Diligence Requirements for Financial Institutions,
published on May 11, 2016, as amended on September 29, 2017 (“CDD Rule”

or “Rule”), available at https://www.fincen.gov/resources/statutes-regulations
federal-register-notices/customer-due-diligence-requirements. On July19, 2016,
FinCEN published FAQs, available at https://www.fincen.gov/resources/statutes-
regulations/guidance/frequently-asked-questions-regarding-customer-due-
diligence. FinCEN may issue additional FAQs, guidance, or grant exceptive relief
as appropriate.

A covered financial institution with notice of or a reasonable suspicion that

a customer is evading or attempting to evade beneficial ownership or other
customer due diligence requirements should consider whether it should not open
an account, close an account, or file a suspicious activity report, regardless of any
interpretations below.

Frequently Asked Questions (FAQs)

Question 1: Beneficial ownership threshold

Can a covered financial institution adopt and implement more stringent written
internal policies and procedures for the collection of beneficial ownership
information than the obligations prescribed by the Beneficial Ownership
Requirements for Legal Entity Customers (31 CFR 1010.230)?

A. Yes. Covered financial institutions may choose to implement stricter written
internal policies and procedures for the collection and verification of beneficial
ownership information than the requirements prescribed by the Rule.
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Transparency in beneficial ownership provides highly valuable information that
supports law enforcement, tax, regulatory or counterterrorism investigations.
The Rule sets forth the standard for collecting such valuable information at

25 percent of beneficial ownership. Therefore, covered financial institutions
will meet their beneficial ownership obligations by collecting information on
individuals, if any, who hold directly or indirectly, 25 percent or more of the
equity interests in and one individual who has managerial control of a legal
entity customer. A covered financial institution may choose, however, to collect
such information on natural persons who own a lower percentage of the equity
interests of a legal entity customer as well as information on more than one
individual with managerial control.

Question 2: Interaction of the beneficial ownership threshold with
other AML program obligations

Are there circumstances where covered financial institutions should consider
collecting beneficial ownership information at a lower equity interest threshold
under the anti-money laundering (AML) program rules with regard to certain
customers?

A. There may be circumstances where a financial institution may determine that

collection and verification of beneficial ownership information at a lower threshold
may be warranted, based on the financial institution’s own assessment of its risk
relating to its customer.

Transparency in beneficial ownership, however, is only one aspect of a covered
financial institution’s customer due diligence obligations. A financial institution
may reasonably conclude that collecting beneficial ownership information at a
lower equity interest than 25 percent would not help mitigate the specific risk
posed by the customer or provide information useful to the financial institution

in analyzing the risk. Rather, any additional heightened risk could be mitigated
by other reasonable means, such as enhanced monitoring or collecting other
information, including expected account activity, in connection with the particular
legal entity customer.

In all cases, however, it is important that covered financial institutions establish
and maintain written procedures that are reasonably designed to identify and
verify the identity of beneficial owners of legal entity customers and to include
such procedures in their AML compliance program.?

1

See 31 U.S.C. § 5318(h); 31 CFR 1010.230(a).
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Question 3: Collection of beneficial ownership information for
direct and indirect owners: Legal entity customers with complex
ownership structures

When a legal entity is identified as owning 25 percent or more of a legal entity
customer that is opening an account, is it necessary for a covered financial
institution to request beneficial ownership information on the legal entity
identified as an owner?

A. Under the Rule’s beneficial ownership identification requirement, a covered
institution must collect, from its legal entity customers, information about any
individual(s) that are the beneficial owner(s) (unless the entity is excluded or the
account is exempted). Therefore, covered financial institutions must obtain from
their legal entity customers the identities of individuals who satisfy the definition,
either directly or indirectly through multiple corporate structures, as illustrated in
the following example.

For purposes of the Rule, Allan is a beneficial owner of Customer because he

owns indirectly 30 percent of its equity interests through his direct ownership

of Company A. Betty is also a beneficial owner of Customer because she owns
indirectly 20 percent of its equity interests through her direct ownership of
Company A plus 16%; percent through Company B for a total of indirect ownership
interest of 36%: percent. Neither Carl nor Diane is a beneficial owner because each
owns indirectly only 16% percent of Customer’s equity interests through their
direct ownership of Company B.

Customer

Company A Company B

owns 50% owns 50%
[—— . — X

N N N N
Allan owns Betty owns Betty owns Carl owns Diane owns
60% 40% 33%% 33%% 33%%
Q L J J U J o\
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A covered financial need not independently investigate the legal entity customer’s
ownership structure and may accept and reasonably rely on the information
regarding the status of beneficial owners presented to the financial institution by
the legal entity customer’s representative, provided that the institution has no
knowledge of facts that would reasonably call into question the reliability of the
information.

Question 4: Identification and Verification: Methods of verifying
beneficial ownership information

What means of identity verification are sufficient to reliably confirm beneficial
ownership under the CDD Rule?

A. Covered financial institutions must verify the identity of each beneficial owner

according to risk-based procedures that contain, at a minimum, the same
elements financial institutions are required to use to verify the identity of
individual customers under applicable Customer Identification Program (“CIP”)
requirements. This includes the requirement to address situations in which the
financial institution cannot form a reasonable belief that it knows the true identity
of the legal entity customer’s beneficial owners.? Although the CDD Rule’s
beneficial ownership verification procedures must contain the same elements

as existing CIP procedures, they are not required to be identical to them.> For
example, a covered financial institution’s policies and procedures may state that
the institution will accept photocopies of a driver’s license from the legal entity
customer to verify the beneficial owner(s) identity if the beneficial owner is not
present, which is not permissible in the CIP rules. (See Question 6.)

A financial institution’s CIP must contain procedures for verifying customer
identification, including describing when the institution will use documentary,
non-documentary, or a combination of both methods for identity verification.*
Covered financial institutions may use the same methods to verify the identity
of the beneficial owner of a legal entity customer. In addition, in contrast to the
CIP rule, the CDD Rule expressly authorizes covered financial institutions to use
photocopies or other reproduction documents for documentary verification.”

=

Under the CIP rules, a financial institution’s CIP must include procedures for responding to
circumstances in which the financial institution cannot form a reasonable belief that it knows the true
identity of a customer. These procedures should describe: (1) when the institution should not open
an account; (2) the terms under which a customer may use an account while the institution attempts
to verify the customer’s identity; (3) when it should close an account, after attempts to verify a
customer’s identity have failed; and (4) when it should file a Suspicious Activity Report in accordance
with applicable laws and regulations. See, e.g., 31 CFR 1020.220(a)(2) i)

See 31 CFR 1020.220(2)(2); 31 CFR 1023.220(a)(2); 31 CFR 1024.220(a)(2); or 31 CFR 1026.220(2)(2).
See 31 CFR 1020.220 (2)(2) Gi)-
See 31 CER 1010.230(b)(2).
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Documentary verification may include unexpired government-issued
identification evidencing nationality or residence and bearing a photograph or
similar safeguard, such as a driver’s license or passport.® Non-documentary
methods of verification may include contacting a beneficial owner; independently
verifying the beneficial owner’s identity through the comparison of information
provided by the legal entity customer (or the beneficial owner, as appropriate)
with information obtained from other sources; checking references with other
financial institutions; and obtaining a financial statement.”

Financial institutions should conduct their own risk-based analysis to determine
the appropriate method(s) of verification and the appropriate documents or types
of photocopies or reproductions to accept in order to comply with the beneficial
owner verification requirement.

Question 5: Collection of beneficial ownership information:
Required addresses

What address should be obtained for a legal entity customer’s beneficial owner(s)
to comply with the certification requirement — residential or business?

A. The address requirements for certification under the CDD Rule are the same
as those outlined in the CIP rule. For an individual beneficial owner, covered
financial institutions must obtain either a residential or a business street address.
If neither is available, acceptable substitutes may include an Army Post Office
(APO) or Fleet Post Office (FPO) box number, or the residential or business street
address of next of kin or of another contact individual ®

Question é: Identification and verification: Legal entity customer
representative

What process should a covered financial institution use to identify and verify the
identity of a beneficial owner of a legal entity customer when the beneficial owner
is unavailable to appear in person during the opening of a new account and chooses
to provide to the legal entity’s representative a copy of a driver’s license?

A. A covered financial institution may identify the beneficial owner(s) of a legal
entity customer either by obtaining a completed Certification Form or equivalent
information from the legal entity customer’s representative and may rely on such
information, provided that it has no knowledge of facts that would reasonably call

See 31 CER 1020.220 (a)(2)(i)(A).
See 31 CFR 1020.220 ()(2) i) (B).

See 31 CFR 1020.220(2)(2)(3)(3); 31 CER 1023.220()(2)(1)(3); 31 CFR 1024.220(a)(2(3)(3)); 31 CFR
1026.220(2)(2)()(3)-

@ o
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into question the reliability of such information.” Furthermore, covered financial
institutions may verify the identity of a beneficial owner who does not appear in
person, through a photocopy or other reproduction of a valid identity document,
or by non-documentary means described in response to Question 4 above.

Question 7: Identification and verification: Existing customers as
beneficial owners of new legal entity customer accounts

If an individual named as a beneficial owner of a new legal entity account is

an existing customer of the covered financial institution subject to the financial
institution’s CIP, is a covered financial institution still required to identify and
verify the identity of this individual, or may it rely on the CIP identification and
verification of the individual that it previously performed?

A. In general, covered financial institutions must identify and verify the identity of
the beneficial owner(s) of legal entity customers at the time each new account is
opened. However, if the individual identified as the beneficial owner is an existing
customer of the financial institution and is subject to the financial institution’s
CIP, a financial institution may rely on information in its possession to fulfill the
identification and verification requirements, provided the existing information
is up-to-date, accurate, and the legal entity customer’s representative certifies or
confirms (verbally or in writing) the accuracy of the pre-existing CIP information.

For example, a representative of X Corp opens a new account for the company at a
covered financial institution and identifies John Doe, who has a personal account
at the institution, as a 25 percent equity owner of X Corp. As required under the
CIP rule, the institution identified and verified John Doe’s identity at the time the
personal account was established. In this situation, a covered financial institution
may rely on the pre-existing CIP identification and verification information it
maintains for John Doe, provided that X Corp’s representative certifies or confirms
(verbally or in writing) the accuracy of the pre-existing information on John Doe
in order to comply with the Rule. The covered financial institution’s records of
beneficial ownership for the new account could cross-reference the relevant CIP
records and the verification of information would not need to be repeated.

Question 8: Location of Certification Form or Appendix A to the
final rule

Are covered financial institutions required to use the beneficial ownership Certification
Form (Appendix A to the Rule) and if so, how can they obtain a copy of the Form?

9. See 31 CFR 1010.230(b)(1).
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A. There is no requirement that covered financial institutions use the Certification
Form. Rather, the form is optional and provided for the convenience of covered
financial institutions as one possible method to obtain the required beneficial
ownership information. Financial institutions may choose to comply with
the requirements of the Rule by using another method, such as through the
institutions” own forms, or any other means that comply with the substantive
requirements of this obligation. Covered financial institutions should retain the
form and not file it with FinCEN.

Covered financial institutions may obtain a fillable and non-fillable copy of the
optional Certification Form in Appendix A of the CDD Rule at
https://www.fincen.gov/resources/filing-information.

Question 9: Retention of beneficial ownership information: Multiple
sets of beneficial ownership certification documents

If a covered financial institution has updated the beneficial ownership information
on the account(s) of a legal entity customer, and subsequently a new account is
opened on behalf of the same legal entity customer, is the institution required to
retain all sets of beneficial ownership documentation, thereby retaining up to three
sets of information: the original set collected at account opening, the updated set,
and a third, a duplicate of the second (updated) set for the new account?

A. Yes. Covered financial institutions are required to retain all beneficial ownership
information collected about a legal entity customer. Identifying information,
including the Certification Form or its equivalent, must be maintained for a period
of five years after the legal entity’s account is closed.’® However, all verification
records must be retained for a period of five years after the record is made."
Therefore, whether a financial institution must retain a set of identification or
verification records is dependent upon the date an account is opened and closed,
or the date a record is made. For example, if a covered financial institution relies
on pre-existing beneficial ownership information in its possession as true and
accurate identification information when opening a new account for a legal entity
customer, the financial institution should maintain the original records, and any
updated information, including a record of any verbal or written confirmation
of pre-existing information (for example, as described in Questions 7 and 10),
until five years after the closing of the new account in order to comply with the
recordkeeping requirements in the regulation. Covered financial institutions must
also retain a description of every document relied on for verification, any non-

10. See 31 CFR 1010.2306)(2).
10 I,
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documentary methods and results of measures undertaken for verification, as well
as the resolution of any substantive discrepancies discovered in identifying and
verifying the identification information for five years after the record is made.

Question 10: Identification and verification: Certification when a
single legal entity customer opens multiple accounts

If a legal entity customer opens multiple accounts at a covered financial institution
(whether or not simultaneously), must the financial institution identify and verify
the customer’s beneficial ownership for each account?

A. Generally, covered financial institutions must identify and verify the legal entity
customer’s beneficial ownership information for each new account opening,
regardless of the number of accounts opened or over a specific period of time.
However, an institution that has already obtained a Certification Form (or its
equivalent) for the beneficial owner(s) of the legal entity customer may rely on
that information to fulfill the beneficial ownership requirement for subsequent
accounts, provided the customer certifies or confirms (verbally or in writing) that
such information is up-to-date and accurate at the time each subsequent account
is opened and the financial institution has no knowledge of facts that would
reasonably call into question the reliability of such information. The institution
would also need to maintain a record of such certification or confirmation,
including for both verbal and written confirmations by the customer.

Question 11: Identification and verification: Accounts for internal
recordkeeping or operational purposes

FinCEN understands that after a covered financial institution (particularly in the
securities and futures industries) opens a new account for a legal entity customer
and identifies its beneficial ownership, the financial institution may subsequently
open one or more additional accounts or subaccounts for that customer - for the
institution’s own recordkeeping or operational purposes and not at the customer’s
specific request — so that the customer may, for example invest in particular products
or implement particular trading strategies. Would such accounts fall within the
definition of “new accounts” for purposes of the beneficial ownership requirement?

A. The beneficial ownership requirement applies to a “new account,” which is
defined to mean “each account opened ... by a legal entity customer”' [emphasis
added]. An account (or subaccount) relating to a legal entity customer will
not be considered a “new account” or an “account” for purposes of the Rule
‘when a financial institution creates such an account (or subaccount) for its own

12. See 31 CFR 1010.230(g). In addition, the term “account” is defined by reference to the definition in
the CIP rules. 31 CFR 1010.230(c).
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administrative or operational purposes and not at the customer’s request—such

as to accommodate a specific trading strategy —and the financial institution has
already collected beneficial ownership information on such legal entity customer.
The distinction between such accounts opened by customers and those opened
solely by the financial institution is consistent with the Rule’s purpose to mitigate
the risks related to the obfuscation of beneficial ownership when a legal entity tries
to access the financial system through the opening of a new account.”

This interpretation is limited to accounts (or subaccounts) created solely to
accommodate the business of an existing legal entity customer that has previously
identified its beneficial ownership. Thus, the following accounts (or subaccounts)
‘would not fall within this interpretation:

o accounts (or subaccounts) created to accommodate a trading strategy being
carried out by a separate legal entity, including a subsidiary of the existing legal
entity customer; and,

o accounts (or subaccounts) through which the customer of a financial
institution’s existing legal entity customer carries out trading activity directly
through the financial institution without intermediation from the existing legal
entity customer.

Question 12: Collection of beneficial ownership information:
Product or service renewals

Are financial institutions required to have their legal entity customers certify the
beneficial owners for existing customers during the course of a financial product
renewal (e.g., a loan renewal or certificate of deposit)?

A

Yes. Consistent with the definition of “account” in the CIP rules and subsequent
interagency guidance,* each time a loan is renewed or a certificate of deposit

is rolled over, the bank establishes another formal banking relationship and
anew account is established. Covered financial institutions are required to
obtain information on the beneficial owners of a legal entity that opens a new
account, meaning (in the case of a bank) for each new formal banking relationship
established, even if the legal entity is an existing customer. For financial services
or products established before May 11, 2018, covered financial institutions must
obtain certified beneficial ownership information of the legal entity customers of

13.

14. See

See 68 FR at 25093 (The preamble to the CIP rules provides that “Treasury and the Agencies note
that the [USA PATRIOT] Act provides that the regulations shall require reasonable procedures for
‘verifying the identity of any person seeking to open an account.” Because these transfers are not
initiated by customers, these accounts do not fall within the scope of section 326.”)

“Interagency Interpretive Guidance on Customer Identification Program Requirements under
Section 326 of the USA PATRIOT Act, FAQs: Final CIP Rule,” p. § (April 28, 2005).

9
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such products and services at the time of the first renewal following that date. At
the time of each subsequent renewal, to the extent that the legal entity customer
and the financial service or product (e.g., loan or CD) remains the same, the
customer certifies or confirms that the beneficial ownership information previously
obtained is accurate and up-to-date, and the institution has no knowledge of

facts that would reasonably call into question the reliability of the information,

the financial institution would not be required to collect the beneficial ownership
information again. In the case of a loan renewal or CD rollover, because we
understand that these products are not generally treated as new accounts by the
industry and the risk of money laundering is very low, if at the time the customer
certifies its beneficial ownership information, it also agrees to notify the financial
institution of any change in such information, such agreement can be considered
the certification or confirmation from the customer and should be documented and
maintained as such, so long as the loan or CD is outstanding.

Question 13: Collection of beneficial ownership information:
Existing accounts

Are covered financial institutions required to collect or update beneficial ownership
information on customers with accounts opened prior to May 11, 2018, the Rule’s
applicability date?

A. Financial institutions are not required to conduct retroactive reviews to obtain
beneficial ownership information from customers with accounts opened prior to
May 11, 2018. The obligation to obtain or update beneficial ownership information
on legal entity customers with accounts established before May 11, 2018, is
triggered when a financial institution becomes aware of information about
the customer during the course of normal monitoring relevant to assessing or
reassessing the risk posed by the customer, and such information indicates a
possible change of beneficial ownership.*®

Question 14: Obligation to solicit or update beneficial ownership
information absent specific risk-based concerns

Are covered financial institutions required to obtain or update beneficial ownership
information during routine periodic reviews of existing accounts, absent risk-
based concerns; that is, are such reviews a trigger for the application of the Rule’s
beneficial ownership requirements?

A. No. Covered financial institutions do not have an obligation to solicit or update
beneficial ownership information as a matter of course during regular or periodic
reviews, absent specific risk-based concerns. Financial institutions are required to

15. See 81 FR at 29421.
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develop and implement risk-based procedures for conducting ongoing customer
due diligence, including regular monitoring to identify and report suspicious
activity and, on a risk basis, to maintain and update customer information. Thus,
periodic reviews are not by themselves a trigger to obtain or update beneficial
ownership information. As stated in response to Questions 13 and 16, the
obligation to obtain or update information is triggered when, in the course of
normal monitoring, a financial institution becomes aware of information about

a customer or an account, including a possible change of beneficial ownership
information, relevant to assessing or reassessing the customer’s overall risk profile.
Absent such a risk-related trigger or event, collecting or updating of beneficial
ownership information is at the discretion of the covered financial institution.
Financial institutions may exercise this discretion to collect or update beneficial
ownership information on customers as often as they deem appropriate.

Question 15: Processes for monitoring and updating customer
information

Are covered financial institutions required to implement different processes than
currently established to comply with the Rule’s ongoing monitoring and updating
requirement?

A. To the extent that a covered financial institution has monitoring processes in
place that allow the institution to meet the Rule’s requirements, such institution
may use its existing monitoring processes to comply with customer due diligence
monitoring and updating obligations. As the preamble to the Rule states, “current
industry practice to comply with existing expectations for SAR reporting should
already satisfy this proposed requirement.”*

Question 16: Updating beneficial ownership information

If an update to beneficial ownership information is required, can the change(s) be
made in a covered financial institution’s databases without physically obtaining
and re-certifying the information?

A. Tt depends. A covered financial institution must develop written internal
policies, procedures, and internal controls with respect to collecting,
maintaining, and updating a legal entity’s beneficial ownership information.
The Rule requires that covered financial institutions monitor and, on a risk-
basis, update the customer information, including the beneficial ownership
information, and does not require re-certification when the information is up-

16. 81 FR 29420.
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to-date and accurate.”” Covered financial institutions may therefore update their
records to reflect a change of information for an existing beneficial owner using
the same or similar processes the institution implemented to record account
information it obtains from customers in connection with the institution’s account
opening processes. For example, if the update were only to a change of address
for an existing beneficial owner whose identity information has already been
collected and verified, then full re-certification would likely not be required. In
this circumstance, it may be reasonable for the covered financial institution to
communicate verbally with the legal entity customer to confirm the accuracy of
the change of address and reflect such information in its databases. If, however,
the updated information were a change of beneficial ownership, then the new
beneficial owner’s identity would need to be collected, certified, and verified.

Question 17: Beneficial ownership information: Identifying and
verifying at account opening compared to updating after a risk-
related trigger

Does FinCEN distinguish between the requirements for identifying and verifying
beneficial owner information at the time of a new account opening and at the time
of a triggering event?

A

No. Whether a covered financial institution identifies and verifies the identity

of the beneficial owner at the time a legal entity initially opens a new account or
at the time of a triggering event, the fundamental elements of identification and
verification are the same. That is, covered financial institutions must identify each
beneficial owner by obtaining their name, date of birth, address, and identifying
number (such as a social security number or other identifying number permissible
under the CIP rule), and verify their identities. However, financial institutions’
written policies, procedures, and processes, as well as the sum of information,
may differ with respect to the collection of information at the time a legal entity
customer initially opens a new account or at the time an existing account is
updated after a triggering event.

On or after May 11, 2018, when a legal entity customer initially opens a new
account or an existing account is updated to incorporate beneficial ownership
information for the first time in response to a triggering event, covered financial
institutions must identify and verify the identity of beneficial owners as set forth
in section 1010.230(b).

. See e.g., 31 CER 1020.210(b)(5)(ii) (for banks); 1023.210(b)(5)(ii) (for brokers or dealers in securities),

1024210 (b)(3)(3) (for mutual funds), 1026.210(b)(5)(3i) (for futures commission merchants and
introducing brokers in commodities).
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In contrast, the breadth of information collected as the result of a triggering event
during the normal course of monitoring to identify and report suspicious activity
and to maintain and update customer information should be determined by what
information has changed. That is, only the information that has changed must be
updated (e.g., changing the address of the beneficial owner). To the extent that

the triggering event results in a determination that the beneficial ownership of the
legal entity may have changed entirely, the identity of any new beneficial owner(s)
must be collected, certified, and verified, consistent with section 1010.230(b).

Question 18: Collection of beneficial ownership information: Pooled
Investment Vehicles whose operators or advisers are not excluded
from the definition of legal entity customer

Are covered financial institutions required to identify and verify the identity of
the beneficial owners that own 25 percent or more of the ownership interests of a
pooled investment vehicle whose operators or advisers are not excluded from the
definition of legal entity customer?

A. No. Although the Rule requires covered financial institutions to collect and
verify the identity of beneficial owners who own 25 percent or more of the equity
interests of a legal entity customer, in general, institutions are not required to
look through a pooled investment vehicle to identify and verify the identity of
any individuals who own 25 percent or more of its equity interests. Because of
the way in which ownership of a pooled investment vehicle fluctuates, it would
be impractical for covered financial institutions to collect and verify ownership
identity for this type of entity. Therefore, there is no requirement that the financial
institution should request the customer to look through the pooled investment
vehicle to determine and report any individual’s equity interest. However,
covered financial institutions must collect beneficial ownership information for
the pooled investment vehicle under the control prong to comply with the Rule
(i.e., an individual with significant responsibility to control, manage, or direct
the vehicle; such individuals could be, e.g., a portfolio manager, commodity pool
operator, commodity trading advisor, or general partner of the vehicle).*®

Question 19: Collection of beneficial ownership information: Trusts
with multiple trustees

When 25 percent or more of the equity interests of a legal entity customer are
owned by a trust that is overseen by co-trustees (multiple trustees), are covered
financial institutions required to identify and verify the identity of all co-trustees?

18. In cases where such manager, operator or advisor is itself an entity, then it would be necessary to
identify an individual with responsibility to control, manage or direct the manager, operator, advisor
or general partner. See 31 CFR 1010.230(e)(3)(i), 81 FR at 29415.

13
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A. No. If a trust owns directly or indirectly, through any contract, arrangement,
understanding, relationship or otherwise, 25 percent or more of the equity
interests of a legal entity customer, the beneficial owner under the ownership/
equity prong is the trustee. Where there are multiple trustees or co-trustees,
financial institutions are expected to collect and verify the identity of, at a
minimum, one co-trustee of a multi-trustee trust who owns 25 percent or more of
the equity interests of a legal entity customer that is not subject to an exclusion. A
covered financial institution may choose to identify additional co-trustees as part
of its customer due diligence, based on its risk assessment and the customer risk
profile and in accordance with the institution’s account opening procedures.

Question 20: Collection of beneficial ownership information: Trustee
entity as a beneficial owner

If a legal entity is the trustee (e.g., law firm, bank trust department, etc.) of a trust
that owns 25 percent or more of the equity interests of a legal entity customer, can
that entity be identified as a beneficial owner under the ownership/equity prong or
does a natural person need to be so identified?

A. If a trust owns directly or indirectly, through any contract, arrangement,
understanding, relationship, or otherwise, 25 percent or more of the equity
interests of a legal entity customer, the beneficial owner for purposes of the
ownership/equity prong is the trustee, regardless of whether the trustee is a
natural person or a legal entity.”? In circumstances where a natural person does
not exist for purposes of the ownership/equity prong, a natural person would
not be identified. However, a covered institution should collect identification
information on the legal entity trustee as part of its CIP, consistent with the
covered institution’s risk assessment and the customer risk profile. In addition
to the ownership/equity prong, covered financial institutions are also required to
identify and verify a natural person as the beneficial owner of the legal entity
customer under the control prong to comply with the Rule.

The ownership/equity and control prongs, although related, are independent
requirements. Thus, satisfaction of, or exclusion from, regulatory obligations
under one prong does not mean a covered financial institution’s obligations under
the other prong are also satisfied or excluded.

19. See 31 CFR 1010.230(d)(3).
20. See 31 CFR 1010.230(d)(2).
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Question 21: Verification of claims of exclusion from the definition
of “legal entity customer”

What methods should covered financial institutions use to verify eligibility for
exclusion from the definition of a “legal entity customer”?

A. Several types of legal entity customers are excluded from the collection and
verification requirements of the Rule, under section 1010.230(e)(2), because, for
example, their regulators require the reporting of beneficial ownership information
or such information is publicly available. A financial institution may rely on
information provided by the legal entity customer to determine whether the legal
entity is excluded from the definition of a legal entity customer, provided that it
has no knowledge of facts that would reasonably call into question the reliability
of such information. Whether a financial institution has such knowledge would
depend on the facts and circumstances at the time an account is opened. Covered
financial institutions must establish and maintain written risk-based procedures
reasonably designed to identify and verify the identity of the beneficial owners of all
legal entity customers at the time a new account is opened, unless the customer is
otherwise excluded from the definition of legal entity customer. Covered financial
institutions are expected to address and specify, in their risk-based written policies
and procedures, the type of information they will obtain and reasonably rely upon
to determine eligibility for exclusions.

Question 22: Definition of legal entity customer: Sole proprietorship
and unincorporated associations

Are sole proprietorships formed by spouses or other unincorporated associations
considered legal entity customers under the Rule?

A. No. Sole proprietorships—individual or spousal—and unincorporated
associations are not legal entity customers as defined by the Rule, even though
such businesses may file with the Secretary of State in order to register a trade
name or establish a tax account. This is because neither a sole proprietorship
nor an unincorporated association is a separate legal entity from the associated
individual(s), and therefore beneficial ownership is not inherently obscured.?

Question 23: Definition of charities, non-profits or similar entities

Are covered financial institutions limited to the Internal Revenue Code (IRC)
definitions of charities, non-profits, or similar entities when assessing their
eligibility for exclusion from the definition of legal entity customer?

21. See 81FR, 29398, 29412 (May 11, 2016).
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A. No. The exclusion from the definition of legal entity customer for charities and
non-profit entities is not limited to those entities that meet the definition or
description of charitable, nonprofit, or similar entities under the IRC. The Rule
does not rely on the tax-exempt status of an entity as described in the IRC. All
nonprofit entities—whether or not tax-exempt—that are established as a nonprofit,
or nonstock corporation, or similar entity that has been validly organized with
the proper State authority are excluded from the ownership/equity prong of the
requirement because nonprofit entities generally do not have ownership interests.?
Financial institutions, however, are required to collect beneficial ownership
information under the control prong from any such entity.?

Question 24: Definition of legal entity customer: Publicly traded
companies and entities listed on foreign exchanges.

Are companies publicly traded in the United States and entities listed on foreign
exchanges excluded from the definition of legal entity customer and, therefore,
excluded by the Rule?

A. Companies traded publicly in the United States are excluded from the definition
of legal entity customer. Specifically, the Rule excludes from the definition of legal
entity customer certain entities that are considered “exempt persons” under 31
CFR 1020.315(b). This includes any company (other than a bank) whose common
stock or analogous equity interests are listed on the New York Stock Exchange,
the American Stock Exchange (currently known as NYSE American), or NASDAQ
stock exchange.* The Rule also excludes a U.S. entity when at least 51 percent of
its common stock or analogous equity interest is held by a listed entity.® These
U.S. companies are excluded from the Rule because they are subject to public
disclosure and reporting requirements that provide information similar to what
would otherwise be collected under the Rule.

Companies listed on foreign exchanges are not excluded from the definition of
legal entity customer. Such companies may not be subject to the same or similar
public disclosure and reporting requirements as companies publicly traded in the
United States and, therefore, collecting beneficial ownership information for them
is required.

22. See 81FR at 29412.

23. Id.

24. See 31 CFR 1020.315 (b)(4).
25. See 31 CFR 1020.315 (b)(5).
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Question 25: Collection of beneficial ownership information: Legal
entities listed on foreign exchanges

May covered financial institutions take a risk-based approach for collecting
beneficial ownership information from legal entity customers listed on foreign
exchanges?

A. No. Financial institutions may not take a “risk-based approach” to collecting the
required beneficial ownership information from legal entity customers that are
listed on foreign exchanges, because such institutions are not excluded from the
definition of legal entity customer. However, as they may with regard to other
legal entity customers, whether listed or not, covered institutions may rely on the
public disclosures of such entities, absent any reason to believe such information is
inaccurate or not up-to-date.

Question 26: Foreign financial institutions

Does the exclusion for foreign financial institutions from the Rule’s definition of
“legal entity customer” depend on whether the beneficial ownership requirements
applied by such institution’s foreign regulator match U.S. requirements?

A. No. For purposes of beneficial ownership identification, the Rule excludes
from the definition of “legal entity customer” a foreign financial institution
created in a non-U.S. jurisdiction when the foreign regulator for that financial
institution collects and maintains information on the beneficial owner(s) of the
regulated institution.® The rule does not require covered financial institutions to
research the specific transparency requirements imposed on a foreign financial
institution by its regulator and compare them with those imposed on U.S.
financial institutions by U.S. Federal functional regulators. However, if the
foreign regulator does not collect and maintain beneficial ownership information
on the foreign financial institution it regulates, then U.S. financial institutions
will have to collect and maintain beneficial ownership information on accounts
opened by foreign financial institutions in compliance with the Rule. As with any
exclusion, covered financial institutions may rely on the representations of its legal
entity customer as to whether an exclusion applies, provided that they have no
knowledge of facts that would reasonably call into question the reliability of such
representation. (See Question 21.)

For purposes of existing customer due diligence requirements, covered financial
institutions that maintain correspondent accounts for foreign financial institutions
are already required to establish and maintain specific risk-based due diligence
procedures and controls for such accounts that include consideration of all

26. See 31 CFR 1010.230(e)(1)(xiv).
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relevant factors,” and are required to identify beneficial ownership for certain
high-risk foreign banks.?® These correspondent accounts will continue to be
subject to these existing requirements rather than the requirements set forth in the
AML Program requirements contained in the Rule.

Question 27: Exclusion from the definition of legal entity customer:
U.S. Government list of foreign regulators that maintain beneficial
ownership information

Will the U.S. Government maintain a list of non-U.S. jurisdictions where the regulator
of financial institutions within that jurisdiction maintains beneficial ownership
information regarding the financial institutions they regulate or supervise?

A. No. Covered financial institutions should contact the relevant foreign regulator
or use other reliable means to ascertain whether the foreign regulator maintains
beneficial ownership information for the financial institutions that it regulates or
supervises.

Question 28: Exclusion from the definition of legal entity customer:
Non-U.S. governmental department, agency, or political subdivision
engaged only in governmental activities

What types of entities would be considered a “non-U.S. governmental department,
agency or political subdivision that engages only in governmental rather than

72 such that they would qualify for exclusion from the
definition of a legal entity customer?

commercial activities

A. Examples of legal entity customers that would be considered non-U.S.
governmental entities engaged in only governmental and not commercial activities
include entities that are owned and operated by a non-U.S. government agency
or political subdivision, such as embassies or consulates, as well as entities
that are instrumentalities of a foreign government, such as government-owned
enterprises engaging in activities that are exclusively governmental in nature,
that is, activities involving the direct exercise of legislative, executive, or judicial
authority and which do not involve taking profits from the endeavor. Those
State-owned enterprises engaged in profit-seeking activities, including, among
others, sovereign wealth funds, airlines, or oil companies, would not qualify for
the legal entity customer exclusion. Generally, many State-owned enterprises
may not have an individual that owns at least a 25 percent equity interest because
a governmental department, agency, or political subdivision holds such interest.

27. See 31 CER 1010.610(a)(2)(iv).
28. See 31 CER 1010.610(b)(3).
29. 31 CFR 1010.230(e)(2)(xv).
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In these circumstances, a covered financial institution would only be required

to identify an individual under the control prong. Similarly, with respect to a
State-owned enterprise that is a pooled investment vehicle not subject to another
exclusion, financial institutions would be required to obtain beneficial ownership
information under the control prong but not under the ownership/equity prong of
the definition of beneficial owner.

Furthermore, similar to other instances of identification and verification within
the Rule’s context, a covered financial institution may reasonably rely upon the
representations of the legal entity customer, absent knowledge of facts that would
call into question the reliability of the beneficial ownership information provided
to the financial institution.

Question 29: Private label retail credit accounts established af the
point of sale

Does the point of sale exception only apply to accounts opened at the cash register
or does it refer to all applications for credit accounts that are for use at the private
label retailer only?

A. The Rule provides an exemption from the requirements for a covered financial
institution that “opens an account for a legal entity customer that is: [a]t the point-
of-sale to provide credit products, including commercial private label credit cards,
solely for the purchase of retail goods and/or services at these retailers, up to a
limit of $50,000.” The point of sale exemption is provided for retail credit accounts
opened to facilitate purchases made at the retailer because of the very low risk
posed by opening such accounts at the brick and mortar store.

Question 30: Equipment Finance and Lease Exemption: Definition
of equipment

What kind of businesses and equipment are covered under the equipment finance
exemption?

A. The Rule reflects FinCEN’s understanding that businesses require financing to
obtain equipment to conduct ongoing business operations. Many such businesses,
including both large and small businesses, open accounts solely for the purpose of
financing the purchase or lease of that equipment. Subject to certain limitations,
the Rule provides an exemption from the requirement to identify and verify the
identity of a legal entity customer’s beneficial owners for equipment finance and
lease accounts established at a covered financial institution because of the low
risk for money laundering posed by these accounts.® The exemption is intended

30. See 31 CFR 1010.230(h)(1)(iv).
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to cover business equipment such as farm equipment, construction machinery,
aircraft, computers, printers, photocopiers, and automobiles that a business
purchases or leases. The Rule does not limit the exemption to small businesses.
Regardless of the application of the exemption, a covered financial must comply
with all other applicable BSA/AML obligations, which may include the obligation
to file SARs where there is a suspicion that the equipment may be used to facilitate
criminal activity.

Question 31: Equipment Finance and Leasing Exemption: Accounts
opened to finance the purchase or leasing of equipment

Does the equipment lease and purchase exemption apply when the customer leases
directly from the covered institution?

A. Yes, consider the following. Aviation LLC, which operates several flight training
schools, visits Aircraft Vendor to acquire five aircraft for its flight training schools.
Aviation LLC selects the aircraft and contacts the Lessor Covered Financial
Institution to obtain the necessary equipment finance to acquire the aircraft.

After a review of the aircraft and Aviation LLC’s business, the Lessor Covered
Financial Institution agrees to purchase the aircraft from Aircraft Vendor and then
lease them to Aviation LLC for a specified rent amount and duration. The Lessor
Covered Financial Institution purchases the aircraft, pays the purchase price
directly to Aircraft Vendor, and obtains title to the aircraft as collateral. The Lessor
Covered Financial Institution then enters into a lease agreement with Aviation
LLC, which opens an account at the financial institution solely for the purpose of
obtaining the aircraft and making periodic rent payments. There is no possibility
of a cash refund to Aviation LLC under the lease terms.

The equipment lease and purchase exemption would apply because the account
established at the covered financial institution meets all of the requirements of the
exemption, which are that (1) the account’s purpose is to finance the purchase or
leasing of equipment, (2) payments are remitted directly by the financial institution
to the vendor or lessor, and (3) there is no possibility of a cash refund on the
account activity. First, Covered Financial Institution remit full payment directly to
the vendor and obtained title to the equipment in order to lease the equipment to
the legal entity customer. Second, Aviation LLC opened the account solely for the
purpose of financing an equipment lease to acquire aircraft for its training schools.
Finally, there is no possibility of a cash refund to Aviation LLC. As noted in the
final rule, accounts created to provide financing for equipment lease or purchase,
subject to certain conditions, are exempt from the beneficial ownership requirement
because they present a low risk for money laundering and terrorist financing.*

31. Id.

20
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Question 32: Currency Transaction Report (CTR) and aggregation of
transactions

Under what circumstances should the transactions of a legal entity customer and
those of the beneficial owner(s) be aggregated for purposes of filing a CTR? Are
financial institutions required to proactively cross-check beneficial ownership
information to comply with the CTR aggregation requirement?

A. As a general matter, financial institutions are required to aggregate multiple
currency transactions “if the financial institution has knowledge that [the multiple
transactions] are by or on behalf of any person and result in either cash in or cash
out totaling more than $10,000 during any one business day.”* With respect
to legal entity customers that may share a common owner, unless there is an
affirmative reason to believe otherwise, covered financial institutions should
presume that different businesses that share a common owner are operating
separately and independently from each other and from the common owner.
Thus, absent indications that the businesses are not operating independently (e.g.,
the businesses are staffed by the same employees and are located at the same
address, the accounts of one business are repeatedly used to pay the expenses
of another business or of the common owner), financial institutions should not
aggregate transactions involving those businesses with those of each other or with
those of the common owner for CTR filing.*

Question 33: Listing beneficiaries on CTRs

When completing a CTR for a business (i.e., corporations, limited liability
companies, and general partnerships) will beneficial owners now need to be listed as
beneficiaries in such CTRs? If yes, would this also include trust and estate accounts?

A. No. The Rule does not change the existing currency transaction reporting
requirements or any guidance FinCEN published pursuant to this reporting
requirement. Thus, a covered financial institution is not required to list the
beneficial owners of a business, or trust or estate account, when completing a CTR
as a matter of course. A financial institution must list a beneficial owner in Part 1
of the CTR only if the financial institution has knowledge that the transaction(s)
requiring the filing is made on behalf of the beneficial owner and results in either
cash in or cash out totaling more than $10,000 during any one business day.

32. 31 CFR 1010313,

33. See FinCEN Ruling 2001-2, “Currency Transaction Reporting: Aggregation,” (Aug. 23, 2001) and
FinCEN Guidance 2012-G001, “Currency Transaction Report Aggregation for Businesses with
Common Ownership,” (March 16, 2012), respectively. See also 81 FR at 29409.
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Question 34: Impact of the Rule on the AML program Board of
Directors or senior management review process

Are covered financial institutions now required to follow specific procedures

to approve changes to AML programs or require Boards of Directors or senior
management to approve such changes? Can Federal functional regulators direct
financial institutions within their jurisdiction to follow a specific approval process?

A. Covered financial institutions may continue to follow their existing internal
procedures for approving AML program changes, including changes that
incorporate the Rule’s new program requirements. However, these procedures
should be consistent with the requirements and expectations of the institution’s
Federal functional regulator.

Question 35: Documenting nature and purpose of customer
relationship on a risk-basis

The Rule requires financial institutions to understand “the nature and purpose
of customer relationships to develop a customer risk profile.” What type of
information should financial institutions collect to satisfy this requirement and
may the documentation of the nature and purpose of a customer relationship be
made on a risk-basis?

A. Understanding the nature and purpose of a customer relationship in order to
develop a customer risk profile is an important part of ongoing customer due
diligence, and is required for all customers and accounts. An understanding based
on category of customer means that for certain lower-risk customers, a financial
institution’s understanding of the nature and purpose of a customer relationship
can be developed by inherent or self-evident information, such as the type of
customer or type of account, service, or product or other basic information about
the customer including information obtained at account opening.

The profile may, but need not, include a system of risk ratings or categories of
customers. Accordingly, the documentation that is required to demonstrate an
understanding of the nature and purpose of a customer relationship would vary
with the type of customer, account, service, or product.

Question 36: Use of information on customer risk profile

Once the nature and purpose of a customer relationship has been established, what
are FinCEN’s expectations concerning the use of this information?
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A. Understanding the nature and purpose of a customer relationship —the
information gathered about a customer at account opening—is essential to
developing a customer risk profile. This information should be used to develop
a baseline against which customer activity, such as the customer’s expected use
of wires or typical number of deposits in a month, can be assessed for possible
suspicious activity reporting. If account activity changes, particularly with
regard to what should be anticipated based on the original nature and purpose
of the account, risk-based monitoring may identify a need to update customer
information, including, as appropriate, beneficial ownership.

Question 37: The nature and purpose of customer relationship

In understanding the nature and purpose of customer relationships, are financial
institutions required to develop and document customer risk profiles for self-
evident products or customer type (e.g., a safe deposit box)?

A. Financial institutions must implement risk-based procedures as part of their AML
program to demonstrate an understanding of the nature and purpose of customer
relationships to develop customer risk profiles. Customer risk profiles refer “to
the information gathered about a customer at account opening used to develop a
baseline against which customer activity can be assessed for suspicious activity
reporting. This may include self-evident information such as the type of customer,
or type of account, service or product.”? It is reasonable that in the case of certain
products, such as safety deposit boxes, the nature and purpose are self-evident
and therefore no additional documentation would be needed to demonstrate an
understanding of their nature and purpose, beyond the documentation to establish
the particular type of account.

#22

For Further Information

Additional questions or comments regarding the contents of this Guidance should be
addressed to the FinCEN Resource Center at FRC@fincen.gov, (800) 767-2825, or (703)
905-3591. Financial institutions wanting to report suspicious transactions that may
relate to terrorist activity should call the Financial Institutions Toll-Free Hotline

at (866) 556-3974 (7 days a week, 24 hours a day). The purpose of the hotline is to
expedite the delivery of this information to law enforcement. Financial institutions
should immediately report any imminent threat to local-area law enforcement officials.

34. 81 FR 29398, 29398 (May 11, 2016).
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FinCEN'’s mission is to safeguard the financial system from illicit use and
combat money laundering and promote national security through the
collection, analysis, and dissemination of financial intelligence and
strategic use of financial authorities.
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1. Background
On May 11, 2016, FinCEN published
a final rule (81 FR

for Financial Institutions.”

rule amends the Bank Secrecy Act
regulations 1o include a new
requirement for covered financial

jons to identify and verify the
identity of beneficial owners of legal
entity customers, subject to certain
exclusions and exemptions. The final
rule also amends the anti-money
laundering (AML) program

mens for all covered
jons. This document makes
technical corrections to the Certification
Form located in aj pandlx At031CFR
1010290 and adds » parograph to 31
GHR 102421000 that was m:dveﬂgm.ly
omitted in the final rule published in
the Federal Register with an effective
date of July 11,2016, and an
applicability date of May 11, 2018.

IL Description of the Technical
Corrections
A. Correction to Appendix A to
§1010.230

‘This document makes technical
corrections to Appendix A (Certification
Form) to 31 CFR 1010.230. Appendix A
Inadvartntly omitid the -
Type,"” aftor “Name” in the heading of
Section ILb. Appendix A also included
the term “foreign persons” in lieu of the
term “non-U.S. persons” in several
places and omitted the term “Social
Security number” as described below.
Because appendix A was originally

TSen

R 20908, 20455,
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printed in the Federal Register from
camera-ready copy rather than from
typed text, the entire Appendix A, with
the corrections, must be reprinted in the
Federal Register from new camera-
ready copy. As revised, appendix A
(Certification Form) is identical to the
original version except for the
following: In the first sentence in Part I
under the heading “What information
do I have to provide?”, the term “foreign
persons” is changed to “non-U.S.
persons”; and in Part Il: The heading of
Section 11 b. is changed to “b. Name,
Type, and Address of Legal Entity for
Which the Account is Being Opened:
and in the headings of the last column
in the Tables in Section II ¢ and Section
11 d, the term “Foreign Persons” is

to “Non-U.S. Persons” and the
term “Social Security Number” is added
after the term “persons”; and in footnote
1, the term “Foreign Persons” is

to “Non-U.S. Persons” and “a
Social Security Number, is inserted
after the word “provide”.

B. Correction to §1024.210

‘This document also makes a technical
correction in 31 CFR 1024.210 by
reinserting the training element of the
AML program requirements for mutual
funds, which was inadvertently omitted
from the final rule. Consistent with 31
U.S.C. 5318(1)(1)(C) and the AML
‘program requirements for mutual funds
adopted in 2002, the training ele
appeared in the proposal amending the
AML program requirements for mutual
funds to add a new requirement relating
to customer due diligence.? In the final
rule, however, the training el
inadvertently omitted from 31 CFR
1024.210(b). The training element is
being reinserted by this correction
docum

111 Administrative Procedure Act and
Effective Date

Under 5 U.S.C. 553(b)(3)(B) of the
Administrative Procedure Act (APA), an
agency may, for good cause, find (and
incorporate the finding and a brief

267 FR 21117, 21121 (Apsil 29, 2002)

2S00 31 CFR 1024 2100)(4) and (5) in the
proposod rulo published August 4, 2014 (79 FR.
5151, 45173)

statement of reasons therefore in the
rules issued) that notice and public
comment procedure thereon are
impracticable, unnecessary, or contrary
to the public interest. This correcting
document reinserts language
inadvertently omitted from the
“Customer Due Diligence Requirements
for Financial Institutions” final rule,
specifically the training element in the
AML program rule for mutual funds,
and deletes a term and adds language
that was inadvertently omitted from the
Certification Form which accompanied
the final rule. The agency has
determined that publishing a notice of
proposed rulemaking and providing
opportunity for public comment is
unnecessary.

Under 5 US.C. 553(d)(3) of the APA,
the required publication or service of a
substantive rule shall be made not less
than 30 days before its effective date,
except, among other things, as provided
by the agency for good cause found and
published with the rule. FinCEN finds
that there is good cause for shortened
notice since the revisions made by this
final rule are minor, non-substantive,
and technical. This final rule takes
effect September 28, 2017 with an
applicability date of May 11, 2018.

IV. Regulatory Flexibility Act

‘The Regulatory Flexibility Act (RFA)
does not apply to a rulemaking where a
‘general notice of proposed rulemaking
i5 not required.+ As noted previously,
FinCEN has determined that it is
unnecessary to publish a notice of
proposed rulemaking for this final rule.
Accordingly, the RFA’s requirements
relating to an initial and final regulatory
flexibility analysis do not apply.

V. Executive Order 13563 and 12866

FinCEN has determined that
Executive Orders 13563 and 12866 do
not apply in this final rulemaking.

VI Paperwork Reduction Act Notices

There are no collection of information
requirements in this final rule.

< So0 5 US.C. 603 and 604,

VIL Unfunded Mandates Act of 1905
Statement

Section 202 of the Unfunded
Mandates Reform Act of 1995, 2 U.S.C.
1532 (Unfunded Mandates Act),
requires that an agency must prepare a
‘budgetary impact statement before
promulgating any rule likely to result in
a Federal mandate that may result in the
expenditure by State, local, and tribal
governments, in the aggregate, or by the
private sector of $100 million or more
in any one year. If a budgetary impact
statement is required, section 205 of the
Unfunded Mandates Act also requires.
an agency to identify and consider a
reasonable number of regulatory
alternatives before promulgating a rule.
FinCEN has determined that no portion
of this final rule will result in
expenditures by State, local, and tribal
governments, or by the private sector, of
100 million or more in any one year.
Accordingly, this final rule is not
subject to section 202 of the Unfunded
Mandates Act.

List of Subjects in 31 CFR Parts 1010
and 1024

Administrative practice and
procedure, Banks, Banking, Brokers,
Counter money laundering, Counter-
terrorism, Curency, Foreign banking,
Reporting and recordkeeping
requirement, Securities, Terrorism.
Authority and Issuance

For the reasons set forth in the
preamble, chapter X of title 31 of the

Code of Federal Regulations is amended
as follows:

PART 1010—GENERAL PROVISIONS

1. The authority citation for part 1010
continues to read as follows:

Authority: 12 U.S.C. 1620b and 1051—
1050; 31 US.C. 5311-5314 and 5316-5332;
title I, sec. 314 Pub, L. 10756, 115 Stat.

307; sec. 701, Pub. L. 114-74,120 Stat. 509.

W 2.1n§1010.230, revise appendix A to
read as follows:

§1010.230 Beneficial ownership
requirements for legal entity customers.

BILLING CODE 810-02-7
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APPENDIX A to § 1010.230-- CERTIFICATION REGARDING BENEFICIAL
OWNERS OF LEGAL ENTITY CUSTOMERS

L GENERAL INSTRUCTIONS
What

this for,

To help the government fight financial crime, Federal regulation requires certain financial
institutions to obtain, verify, and record information about the beneficial owners of legal
entity customers. Legal entities can be abused to disguise involvement in terrorist
financing, money laundering, tax evasion, corruption, fraud, and other financial crimes.
Requiring the disclosure of key individuals who own or control a legal entity (i.c.. the
beneficial owners) helps law enforcement investigate and prosecute these crimes.

Who has to complete this form?

This form must be completed by the person opening a new account on behalf of a legal
entity with any of the following U.S. financial institutions: (i) a bank or credit union; (if)
a broker or dealer in securities; (iif) a mutual fund; (iv) a futures commission mercha
or (v) an introducing broker in commoditics.

For the purposes of this form, a legal entity includes a corporation, limited liability
company, or other entity that is created by a filing of a public document with a Secretary
of State or similar office, a general partnership, and any similar business entity formed in
the United States or a foreign country. Legal entity does not include sole
proprietorships, unincorporated associations, or natural persons opening accounts on their
own behalf.

What information do I have to provide?

“This form requires you to provide the name, address. date of birth and Social Security
number (or passport number or other similar information, in the case of Non-U.S.
Persons) for the following individuals (i.c.. the beneficial owners):

(i)  Eachindividual, if any, who owns, directly or indirectly, 25 percent or more of
the equity interests of the legal entity customer (e.g.. each natural person that
owns 25 percent or more of the shares of a corporation): and

(i)  Anindividual with significant responsibility for managing the legal entity
customer (e.g., a Chief Exccutive Officer, Chief Financial Officer, Chief
Operating Officer, Managing Member, General Partner, President, Vice President,
or Treasurer).
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The number of individuals that satisfy this definition of “beneficial owner™ may vary.
Under section (i), depending on the factual circumstances, up to four individuals (but as
few as zero) may need to be identified. Regardless of the number of individuals
identified under section (i), you must provide the identifying information of one
individual under section (ii). It is possible that in some circumstances the same
individual might be identified under both sections (e.g.. the President of Acme, Inc. who
also holds a 30% equity interest). Thus, a completed form will contain the identifying
information of at least one individual (under section (ii)). and up to five individuals (i.c..
one individual under section (ii) and four 25 percent equity holders under section (i)).

The financial institution may also ask to see a copy of a driver’s license or other
identifying document for cach beneficial owner listed on this form.

1L CERTIFICATION OF BENEFICIAL OWNER(S)

Persons opening an account on behalf of a legal entity must provide the following
information:

a. Name and Title of Natural Person Opening Account:

b Name, Type, and Address of Legal Entity for Which the Account is Being Opened:
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¢. The following information for each individual, if any, who, direcily or indirecily,

through any contract, arrangement, understanding, relationship or otherwis

e, owns

25 percent or more of the equity interests of the legal entity listed above.

Name

Date of Birth | Address (Residential
or Business Street
Address)

For US. Persons:
Social Security
Number

For Non-:
Persons: Social
Security Number,
Passport Number
and Country of
Issuance, or other
similar identification
number"

(If no individual meets this definition, please write “Not Applicable.”)
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d. The following information for one individual with significant responsibility for
managing the legal entity listed above, such as:

0 An executive officer or senior manager (e.g., Chief Executive Officer, Chicf
Financial Officer, Chief Operating Officer, Managing Member, General

Partner, President, Vice President, Treasurer); or
{1 Any other individual who regularly performs similar fictions.

(If appropriate, an individual listed under section (c) above may also be listed
in this section (d)).

* In lieu of a passport number, Non-U.S. Persons may also provide a Social Security Number, an alien
identification card number, or number and country of issuance of any other government-issued document
evidencing nationality or residence and bearing a photograph or similar safeguard.
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Name/Title

Date of Birth | Address (Residential
or Business Street
Address)

For US. Persons:
Social Security
Number

For Non-:

Persons: Social
Security Number,
Passport Number

and Country of
Issuance, or other

similar identification
number

I,

(name of natural person opening account), hereby certify, to the

best of my knowledge, that the information provided above is complete and correct.

Signature:

Date:

Legal Entity Identifier

(Optional)
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PART 1024—RULES FOR MUTUAL
FUNDS

3. The authority citation for part 1024
continues to read as follows:

Authority: 12 U.5.C. 1820b and 1951-1950;
31 U.5.C. 5311-5314 and 5316-5332; ttle Il
Sec. 314 Pub. L. 107-56, 115 Stat. 307; sec.
701, Pub, L. 114-74, 120 Stat. 509,

m4.In§1024.210:
= a. Redesignate paragraph (b)(4) as
Porageaph ():
w b. In newly redesignated paragraph
(b)(5)i), remove the words ph
i)" and add in their place

words “paragraph (b)(5)(ii)"; and
wc. Add a new paragraph (b)(4).

‘The addition reads as follows:
51024210 Anti-money laundering
program requirements for mutual funds.

[ORR
(4) Provide ongoing training for
appropriate persons; and
Dated: September 14, 2017.
Jamal ELHindi,
Deputy Director, Financial Crimes
Enforcement Network.
VR Doc. 2017-20777 Filed 9-27-17; 85 an]
BLLNG CODE 4810-02-C




image40.png
Ruling

Financial Crimes Enforcement Network / U.S. Department of the Treasury

FIN-2018-R003
Tssued: September7, 2018

Subject: Exceptive Relief from Beneficial Ownership Requirements for Legal
Entity Customers of Rollovers, Renewals, Modifications, and Extensions
of Certain Accounts

‘The Financial Crimes Enforcement Network (FInCEN) grants exceptive relief under
the authority set forth in 31 U.5.C. § 5318(a)(7) and 31 CER § 1010.970(a) to covered
financial institutions from the obligations of the Beneficial Ownership Requirements
for Legal Entity Customers (Beneficial Ownership Rule)! and its requirement to
identify and verify the identity of the beneficial owner(s) when a legal entity customer
‘opens a new account as a result of the following:

* Arollover of a certificate of deposit (CD) (as defined below);

* A renewal, modification, o extension of a loan (e.g., sefting a later payoff date)
that does not require underwriting review and approval;

* A renewal, modification, or extension of a commercial line of credit or credit card
account (e.g,, a later payoff date is sef) that does not require underwriting review
and approval; and

* A renewal of  safe deposit box rental.

The exception only applies to the rollover, renewal, modification or extension
of any of the types of accounts listed above occurring on or after May 11, 2018,
and does not apply to the initial opening of such accounts.*Notwithstanding this
exception, covered financial institutions must continue to comply with all other
applicable anti-money laundering (AML) requirements under the Bank Secrecy
Act (BSA) and its implementing regulations, including program, recordkeeping,
and reporting requirements.

1. 31 CFR§1010.230. “Covered financial institutions” are banks, brokers or dealers in securities, mutual
funds, fatures commission merchants, and introducing brokers in commodities.

2. Covered financial institutions are not excepted from the obligation to identify and verify the identity
of the beneficial owner(s) of legal entity customers at the inifial account opening for such accounts
occurring on or after May 11, 2015.
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Background

In its response to Question Number 12 in the April 3, 2018 Frequently Asked
Questions Regarding Customer Due Diligence Requirements for Financial Institutions.
(FAQs),? FinCEN stated “[cJonsistent with the definition of ‘account’ in the CIP
[Customer Identification Program] rules and subsequent interagency guidance,

each time a loan is renewed or a certificate of deposit is rolled over, the bank
establishes another formal banking relationship and a new account s established.”*
FinCEN therefore noted that because CD rollovers (or certain loan renewals) are the
establishment of a new account relationship and covered financial institutions are
required to obtain information on the beneficial owners of a legal entity that opens
anew account, even for existing customers, covered finandial institutions must

btain the required information at the first renewal following the applicability date

of the Beneficial Ownership Rule. Since the FAQs were issued, financial institutions
represented that it is industry practice not to treat such rollovers and renewals as the
opening of anew account, because, among other factors, there is generally no change
to account information. Accordingly, industry representatives requested that FinCEN
either except these accounts from the obligations of the Beneficial Ownership Rule or
delay the implementation of the Rule for the prodtucts and services referenced in the
FAQ to allow the industry adequate time to come into compliance.

In response, on May 16, 2018, FinCEN issued a 90-day temporary and limited
exceptive relief, retroactive to May 11, 2018, and which FinCEN extended an
additional 30 days, to covered financial institutions from the obligations of the
Beneficial Ownership Rule in order to determine whether, and to what extent, a
fusther exception would be appropriate for certain products and services. The
exception applied to covered financial products and services that automatically
rollover or renew (i.e, CD or loan accounts) and were established before the Beneficial
Ownership Rule’s Applicability Date of May 11, 2018. This exceptive relief replaces
and supersedes the May 16, 2018, 90-day limited exceptive relief, as well as the August
8, 2018, 30-day extension.

Since May 11, 2018, FinCEN has met with stakeholders, including representatives
from financial institutions, trade associations, regulators, and law enforcement to
obtain feedback on implementation of the Beneficial Ownership Rule for CDs and
loans, including rollovers and renewals, established before May 11, 2018 and that are
expected to rollover or renew after that date. FinCEN also received feedback from
stakeholders through the FinCEN Resource Center.

3. See “Frequently Asked Questions Regarding Customer Due Diligence Requirements for Financial
Institutions,” (April 3, 2018), https://uwwow fincen govisites/default/fles 2015-04 FinCEN_Guidance_
CDD FAQ FINAL 508 2pd

4 See “Interagency Interpretive Guidance on Customer Identification Program Requirements under
Section 326 of the USA PATRIOT Act, FAQS: Final CIP Rule,” p. § (April 5, 2003) hitps /st fincen

2
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Based on those discussions and feedback, FinCEN obtained additional information on
the characteristics and the money laundering risks posed by those products and the
‘practical impact the Beneficial Ownership Rule had on those prodicts.

COVERED PRODUCT DESCRIPTIONS AND
CHARACTERISTICS

Certificates of Deposit

For purposes of this Ruling, a certificate of deposit (CD) is a deposit account that has
a specified maturity date, but cannot be withdrawn before that date without incurring
a penalty.® During the term of the CD, a customer cannot add additional funds to

the CD. The term of a CD may vary from a week fo several years. At the end of the
term, when the CD matures, the customer s enfitled to the amount deposited and
any inferest that has acerued; the customer may also have the ability to elect to either
renew or close the account. Typically, the account will automatically renew absent
affirmative action by the customer to close the account.

Loan Renewals, Modifications, and Extensions

Generally, a loan account is an account created to track transactions related to a loan
that has terms and conditions tailored to the needs and circumstances of the customer,
such that the issuance of a new loan would result in a new account relationship.
However, once a loan application process is finalized and a loan approved, a

financial institution may renew, extend, or otherwise modify the loan without
substantively changing the terms or requiring additional underwriting. Industry

has also represented that, as with CDs, some loans are subject to automatic renewal,
‘modification, or extension within a specified time and require no action from the
customer for that renewal, modification, or extension to take effect.

Commercial Lines of Credit and Credit Cards

A commercial line of credit account is a type of revolving loan account that allows
2 commercial enterprise fo dsaw tspon a predetermined amount of fuunds and
generally use those funds only for specified business pusposes. Small businesses

rely on this mode of financing to cover short-term needs such as paying suppliers

and addsessing payroll needs. A business customer can repay the line at any fime

by making payment to the financial institution through the account, at which point
those funds become available for borrowing again. Credit card accounts are revolving

5. The definition of “CD' for the purposes of this Ruling differs from the definition of “time deposit”
in Regulation D of the Board of Govemnors of the Federal Reserve System (Reserve Requirements of
Depository Institutions, 12 CFR Part 204); see 12 CFR 2042(c)).

3
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accounts, similar to commerdial line of credit accounts, that grant the customer a
‘maximum credit limit, which can generally be used repeatedly so long as the limit is
not exceeded. The financial instifution may change certain terms of a commercial line
of credit o of a credit card, such as the credit limit, without requiring the affirmative
assent of the customer.

Safe Deposit Boxes

Financial institutions maintain safe deposit boxes within their institutions that
they rent to individuals and legal entities fo store valuables such as collectibles,
documents, and jewelry. While financial institutions do not have access to the
contents of a safe deposit box rented fo a customer, under the ferms of the rental
agreement, customers are not permitted to store money o dangerous substances in
them. In exchange for the use of the safe deposit box, the customer generally pays
arental fee that is electronically deducted from an account provided to the financial
institution. Dusing the rental period, the financial institution has minimal or no
communication with the customer, so long as the rental payment is made.

ANALYSIS

Additional Information from Industry

After FinCEN issued the temporary exception on May 16, 2018, covered financial
institutions explained that the busden of complying with the Beneficial Ownership
Rule with respect to renewals of CDs, certain loan and credit accounts, and safe
deposit box rentals was not, in their view, commensurate with the low money
laundering risks associated with the renewal of these particular products. They
indicated that applying the Beneficial Ownership Rule, with its requirement to collect
certain information before account sollover, renewal, modification, or extension,
would be costly, busdensome, and would have a significant impact on financial
products and services that many small businesses rely upon to manage their cash flow
and liquidity. The current industry practice for renewing or extending these types

of account relationships is generally automated and does not require an affirmative
action from the customer. Any delay by the customer in providing the required
‘beneficial ownership information could result in account closure and a corresponding
loss of needed liquidity or financial stability (in the case of a loan account) or loss of
investment benefit (in the case of a CD).

Fusthermore, financial institutions indicated that implementation of the Beneficial
Ownership Rule for these accounts would require information technology (IT) system
upgrades as some of these accounts, such as a CD, might renew every week or month.
Moreover, in the case of a CD, the financial institution’s IT operation systems may
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automatically roll over the CD if the customer does not commusnicate to the financial
institution that the customer will remove the funds and close the CD. Similarly, a
safe deposit box rental may automatically renew through an institution's IT systems,
provided that the customer pays the renewal or renal fee, or such fee is available

for automatic deduction from an account the customer has provided to the financial
institution. The automated rollover or renewal characterisfics of these products have
therefore presented certain implementation challenges for financial institutions.

Money Laundering and Terrorist Financing Risks

Each of the account relationships described in this exceptive relief presents low risks
for money laundering and terrorist financing (ML/TE) because the features of the
account make their se for ML/TF activity impractical. For example, CDs and safe
deposit boxes are non-transactional, that is, customers cannot use either of them fo
pay or receive payments from a third party. In addition, funds cannot be transferred
into or out of the CD during the term of the account relationship. Moreover, customer
information, including beneficial ownership information, is collected about the
customer at account opening in order to understand the natuse and purpose of the
customer selationship, create a customer risk profile, monitor account activity, and
report suspicious activity, when appropriate. A financial institution providing a

loan or line of credit to a customer must collect customer identification and other
‘background information to determine the creditworthiness of the customer o assess
against the institution’s risk tolerance. This customer information obtained at the
establishment of the relationship, which often includes information on the customer's
‘beneficial owner(s), would generally be sufficient for covered financial institutions

to understand who their customers are and the type of transactions they conduct in
order to assess ML/TF risks and identify suspicious activity.

Information Available to Law Enforcement

FinCEN also considered the extent to which the application of the Beneficial
Ownership Rule would provide information that is of a high degree of usefulness to
law enforcement and other FinCEN stakeholders. The exception affects the accounts
described in this Ruling in two ways: by removing the obligation fo collect beneficial
ownership information when an account opened before May 11, 2018 rolls over or
renews after May 11, 2018, as if it were a new account, and by removing that same
abligation for rollovers, modifications, extensions, and renewals of such accounts
opened aftes May 11, 2018. However, the removal of these obligations does not have a
significant impact on the information available and useful to law enforcement.

This exception relieves financial institutions from treating rollovers, loan or safe
deposit rental renewals, modifications, or extensions described in this Ruling as
new accounts for psposes of the Beneficial Ownership Rule, but it does not relieve
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financial institutions from their obligation to collect sufficient information to
understand the nature and purpose of customer relationships in order to develop a
customer risk profile, as needed as part of the AML program requirement. Regardless
of whether an account described in this Ruling was established before or after May 11,
2018, a financial institution has an obligation under its AML program requirement to
“conduct ongoing monitoring to identify and report suspicious transactions and, on a
risk basis, to maintain and update customer information.”s

For accounts with rollover, renewal, modification or extension features opened
after May 11, 2018, finandial institutions must collect the beneficial ownership
information, as part of the account opening process. Financial institutions will no
longer be required, however, to collect beneficial ownership information for these
accounts at each rollover, renewal, extension, or modification for products described
in this Ruling.

CONCLUSION

Under 31 US.C. § 5318(a)(7) and 31 CFR § 1010.970(a), FinCEN has the authority to
grant exceptions to the requirements of 31 CER Chapter X. Such exceptions may be
either conditional or unconditional and may apply to particular persons or classes
of persons, but anly to the extent that such limits are expressly stated in the order of
authorization. Exceptions may be revoked at FinCEN's discretion.

Accordingly, FinCEN is granting exceptive relief to covered financial institutions
from the Beneficial Ownership Rule’s requirement to identify and verify beneficial
ownership information on or after May 11, 2018, as a result of the following: (1) CD
rollovers; (2) loan renewals, modifications, and extensions (e.g., setting a later payoff
date) that do not require underwriting review and approval; (3) commercial line of
credit or credit card account renewals, modifications, or extensions (e.g., sefting a
Iater payoff date) that do not require underwriting review and approval; and (4) safe
deposit box rental renewals. This exceptive selief does not apply to the initial opening
of any of the types of accounts listed above, nor does it apply to relieve any covered
financial institution of ifs customer due diligence requirements under AML program
rules. Notwithstanding this permanent excepted selief, covered financial instifutions
‘must comply with all other applicable AML requisements under the BSA, such as
‘maintaining an AML program and reporting suspicious activity.

6. See, 31 CFR § 1020 210(0)(5) egarding AML program requirements for barks, savings associations,
and credit unions.
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CERTIFICATION OF BENEFICIAL OWNER(S)
The information contained in this Certification is sought pursuant to Section 1020.230
of Title 31 of the United States Code of Federal Regulations (31 CFR 1020.230).
‘All persons opening an account on behalf of a legal entity must provide the following information:
2. First Name 3 Middle Inital

1. Last Name and title of Natural Person Opening Account

4. Name and type of Legal Entity for Which the Account is Being Opened

4a. Legal Entity Address. 4. City 4c State | 4d. ZIP/Postal Code

SECTION |
(To add additonalindividuas, see page 3)
Please provide the following information for an individual(s), if any, who, directly or indirectly, through any contract
arrangement, understanding, relationship, or otherwise owns 25% or more of the equity interests of the legal entity listed
above. Check here [] if no individual meets this defintion and complete Section Il

5 LastName 6. FirstName 7M1 8 Date of birtn
9 Address, 10.City 11.Stte |12 ZIP/Postal Code

13.Country | 14 SSN(US. Persons) | 15. FOT NON-U.S. DErsons (SN, Passport Number or other simiarientiioaton nurmber)

15a. Country of issuance:

oie" T Fou o 3 passport number. Now-US. Persons may oo provide 3 Socal Securky Number. 31 Sl Gerhcaton Sard rumber, o rumber
and couniry o ssuance of any other govermment ssued document svdencing nationaity of resdence and bearing 3 pholograph or simiar

safeguard

SECTION II
Please provide the following information for an individual with significant responsibility for managing or directing the
entity,including, an executive offcer or senior manager (e.g., Chief Executive Officer, ChiefFinancial Oficer, Chief
‘Operating Officer, Managing Member, General Partner, President, Vice President, Treasurer);or Any other individual

who regularly performs similar functions.

16. Last Name 7. FirstName 8. 19.Date of birth
20 Address 21.City 22 Sate |23 ZIPIPostal Code.

24_Country |25 SSN (U.S. Persons) |26 For Non-U.S. persons (SSN. Fassport Number or ther smiar dentfcation number)

26a. Country of issuance:

"Note: e o 2 passportrumber, Nor-U1S. Persons may a0 provide s Socil Securty Number, 3n aien dentfcation card number, o purber
nd courtny of ssuance of any ot govemment.<5ued docurment videncing natoniy or residence snd besring 3 photograph or Smiar

Safeguard
1 (name of person opening account), heveby certify, to the best of my
knowledge, that the information provided above is complete and correct.

Siguature: Date:
Legal Entity Identifier (Optional)

Rev.6.7 Sept, 2017
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Additional Section 1 - Second Beneficial Owner (f reguired)

Please provide the following information for an individual(s), if any, who, directy or indirectly, through any coniract
‘amangement, understanding, relationship, or otherwise owns 25% or more of the equity interests of the legal entiy listed

avove.

5. LastName 6. FirstName. 7M1 8. Date ofbirth
0. Address 10.City 1St |12.ZIP/Postal Code
13_Country [14-SSN (US Persons) |15 ForNon-U S persons (ssN. Passpert Number orother simiar denticaton number)

15a. Country of issuance:

Note” I e o 3 passport number. Nor-U/S. Persons may aso provide  Sonal Secury Norber, an e Genihcaton Sard nurmber, or number
S oy of <Eusnos of any other Goverment SUed documént S4GEnEINg MSHENSY of TeSEnce nd Seg 3 PhotGgrSph o STIsr

ssfeguard
Additional Section 1- Third Beneficial Owner (frequired)
Fleass provide the following information for an inaidual(s) f any, who, directy of indirecty, Tarough any contract
‘amangement, understanding, relationship, or otherwise owns 25% or more of the equity interests of the legal entiy listed
avove.

5 LastName 6. FirstName. 7M1 8 Dateofbirth
9. Address 10.City 11 State |12 ZIP/Postal Code
13.Country | 14.SSN (US. Persons) |15. For Non-US persons (SSN. Passport Number or ther simiar dentation number)

15a. Country of issuance:
Additional Section 1 - Fourth Beneficial Owner (frequired)
Please provide the following information for an individual(s), if any, who, directy or indirectly,through any contract

‘amangement,understanding, elationstip, o otherwise owns 25% or more of the equty inerests of the legal entiy listed
above

5. LastName & FistName 7M1 B Date orbirth

o Address 10.city T State |12 ZIP/Postal Code
13.Country |14 SSN (U Persons) |15 ForNon-US. persons (SSN. Pesspar: Number or atber simkar dentieson number)

15a. Country of issuance:
"Note: I e o 2 passportnumber, Nor-U1S. Persons may a0 provide 3 Social Securiy Number, an aen denticaton card number, or rumber.
and county ofissuance o any other goverment issued document evidancing natonalty o residence and bearing 3 photograph o simiar
safeguars.

Rev. 67 Sept, 2017
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RULING

FIN-2018-R002

Issued: May 16, 2018

Subject: Beneficial Ownership Requirements for Legal Entity Customers of Certain
Financial Products and Services with Automatic Rollovers or Renewals

The Financial Crimes Enforcement Network (FinCEN) is issuing this ruling to
provide a 90-day limited exceptive relief to covered financial institutions from the
obligations of the Beneficial Ownership Requirements for Legal Entity Customers
(31 CFR § 1010.230) (Beneficial Ownership Rule) with respect to certain financial
products and services that automatically rollover or renew (i.e., certificate of deposit
(CD) or loan accounts) and were established before the Beneficial Ownership Rule’s
Applicability Date, May 11, 2018. This exception begins, retroactively, on May 11,
2018, and will expire on August 9, 2018. During this time, FinCEN will determine
whether and to what extent additional exceptive relief may be appropriate for such
financial products and services that were established before May 11, 2018, but are
expected to rollover or renew after such date.

Consistent with the definition of “account” in the Customer Identification Program
(CIP) rules and subsequent interagency guidance,' each time a loan is renewed or

a certificate of deposit is rolled over, the bank establishes another formal banking
relationship and a new account is created. As clarified in the Customer Due
Diligence Frequently Asked Questions (CDD FAQs) published on April 3, 2018,
covered financial institutions are required to obtain information on the beneficial
owners of a legal entity that opens a new account for each new formal banking
relationship established, even if the legal entity is an existing customer. FinCEN
understands that some covered institutions have not treated such rollovers or
renewals as new accounts and have established automatic processes to continue the

1. See “Interagency Interpretive Guidance on Customer Identification Program Requirements under
Section 326 of the USA PATRIOT Act, FAQS: Final CIP Rule,” p. 8 (April 28, 2005).
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banking relationship with the customer.? These covered financial institutions have
expressed concern regarding their ability to comply with the Beneficial Ownership
Rule with respect to such accounts.

FinCEN believes that further consideration of this issue is appropriate and is,
therefore, granting this temporary exception with respect to collecting beneficial
ownership on certain financial products and services (i.e., CD and loan accounts)
that automatically rollover or renew and were established before the Beneficial
Ownership Rule’s Applicability Date.

Exceptive Relief

Under 31 U.S.C. § 5318(a)(5) and 31 CFR § 1010.970, FinCEN has the authority to
make exceptions to the requirements of 31 CFR Chapter X. Such exceptions may be
either conditional or unconditional and may apply to particular persons or classes
of persons. FINCEN may extend, modify or revoke exceptions at its discretion.

For the reasons discussed above, FInCEN grants an exception to covered financial
institutions for 90 days, up to and including August 9, 2018, from the Beneficial
Ownership Rule’s requirements to identify and verify beneficial ownership
information for rollover or renewal of certain financial products and services (i.e.,
CD and loan accounts) that were established before May 11, 2018.

AN

For questions concerning this ruling, please contact FinCEN’s Regulatory Helpline at
(800) 949-2732.

2. See CDD FAQ, Q.12 at p.9 (| - i i i -

. The response to Q.12 provides, in pertinent part, consistent with
the definition of “account” in the CIP rules and subsequent interagency guidance, each time a loan
is renewed or a certificate of deposit is rolled over, the bank establishes another formal banking
relationship and a new account is established. Covered financial institutions are required to obtain
information on the beneficial owners of a legal entity that opens a new account, meaning (in the
case of a bank) for each new formal banking relationship established, even if the legal entity is
an existing customer. For financial services or products established before May 11, 2018, covered
financial institutions must obtain certified beneficial ownership information of the legal entity
customers of such products and services at the time of the first renewal following that date. At
the time of each subsequent renewal, to the extent that the legal entity customer and the financial
service or product (e.g., loan or CD) remains the same, the customer certifies or confirms that
the beneficial ownership information previously obtained is accurate and up-to-date, and the
institution has no knowledge of facts that would reasonably call into question the reliability of
the information, the financial institution would not be required to collect the beneficial ownership
information again. In the case of a loan renewal or CD rollover, because we understand that
these products are not generally treated as new accounts by the industry and the risk of money
laundering is very low, if at the time the customer certifies its beneficial ownership information, it
also agrees to notify the financial institution of any change in such information, such agreement can
be considered the certification or confirmation from the customer and should be documented and
maintained as such, so long as the loan or CD is outstanding.
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